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 Abstract— The Population of the world is getting increased 

rapidly day by day and the demand for energy is increasing 

appropriately. All the people in the world now needs the 

renewable energy resources which has cheap costs. Solar energy 

is appraised as one of the main energy resources in warm 

countries. The desert areas in the west of India like Rajasthan, 

Gujarat, etc. are highly rich in solar energy resource. This 

paper presents the development of dual axis solar tracker using 

Arduino. Using the astronomical estimates of the sun from GPS 

and vision-sensor image process outcomes, a system is proposed 

to locate the sun’s position to obtain the maximum solar energy. 

Based on the outcomes, the solar tracking system decides 

whether to use image processing outcomes or astronomical 

estimates to attain the maximum efficiency of the solar panel. 

 

Keywords—Dual axis solar tracker, Arduino board, LDR 

Sensors,GPS. 

 

I.  INTRODUCTION 

Solar energy is quickly gaining additional importance in 

increasing the renewable energy resources. This energy has 

the large risk of conversion into power. This proposed paper 

is initiated to vanquish the loss in power generation on the 

solar battery. This may be done by succeeding the high 

intensity of the sunshine created by the sun rays. Solar battery 

is machine-controlled to follow the purpose of high intensity 

of the daylight victimization LDR (light dependent resistor) 

sensors. This sensing element helps to sense the extreme 

temperature created by the sun lightweight on the panel 

surface and it is sent to the microcontroller. This device sends 

the feedback to the servo motor that permits the servo motor 

to rotate the panel to receive the high intensity of the 

daylight. 

 

 

For this, we have to locate the exact position of the sun. 

This can be done using the Astronomical estimates from the 

GPS. Furthermore,we also use the vision sensor image the 

overcome the inefficiencies of the GPS estimates. By this 

overall strategy, it is doable to conserve full quantity of power 

created by the solar battery by receiving the high intensity sun 

light. Fig.1 represents the various types of solar trackers. 

 

 
Fig.1. Various Types of Solar Trackers 

II. EXISTING WORK 

On one side we can see the world energy resources 

depletion to be a major problem. On the other hand global 

warming is increasingly developed, which is a major concern. 

In order to search for other power generation process, the best 

and easy way of power generation is done by using photo 

voltaic cells. This is done by using solar panels. In the 

existing system, all the solar panels are static. They are not 

able to locate the position of the sun and they cannot 

distinguish between the presence and absence of sunlight. 

This method of implementation doesn’t produce constant 

output from the solar panel which leads to loss in power 

generation.  

III.   CONCEPTUAL MODEL OF THE SOLAR TRACKER 

To overcome the above losses we have to build a system 

which works according to the environment bases. Since the 

solar panel generates the power according to the intensity 

produced by any source of light, we have to design the system 

to track the high intensity by itself without any agent 

bases.This is done by implementing the system with sensors 

which senses the amount of intensity produced by the light 

source. The system is capable of rotating to 360 degrees 

(NORTH – SOUTH 180 degrees && EAST – WEST 180 

degrees).The rotation is achieved using pair of servo motor. 

In previous tracking methods, the sun has been tracked 

from east to west (0-180 Degrees) only. Even though sun rises 

in east and sets in west, it has slight variation in angles on 

mailto:logendhiranbala@gmail.com
mailto:ganeshsuresh333@gmail.com
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north and south direction throughout the year. The angle 

variation in north and south direction changes every month. 

This variation is not tracked in existing systems. This leads to 

loss in power generated by the solar panel and the proposed 

work overcomes this loss of energy. 

 

 

IV. WORKING METHODOLOGY 

A.  Solar Trackers 

Solar tracker may be a device that follows the movement of 

the sun because it rotates from the east to the west on a daily 

routine. Prior to everything, all systems need to supply one or 

2 degrees of freedom in movement. Trackers square measure 

keeps solar panels orienting directly towards the sun because 

it moves through the sky each day. These solar trackers will 

increase the number of solar power that is received by the 

solar power collector and improves the energy output of the 

heat/electricity that is generated. Solar trackers will increase 

the output of solar arrays by 20-30% that improves the 

political economy of the solar panel applications.The two 

basic types of solar trackers are single-axis and double-axis. 

Here we are using Dual axis tracking system. Dual axis 

tracker as shown in the Fig.2 have two degrees of freedom 

that act as axes of rotation.  

 

 

 

 

 

 

 

 

Fig.2. Dual axis tracker 

B.  Working  of the  Solar Tracker 

The electrical system consists of LDR sensors which provide 

feedback to a micro controller. This micro controller 

processes the sensor input and provides two PWM signals for 

the movement of servo motors. This servo motor moves the 

solar panel towards the higher density of solar light. The 

entire electrical system is powered by a 12volt source power 

supply. Initially five different analog values are obtained from 

LDR’s, and then they are feed to microcontroller. Micro 

controller gives two different PWM signal for the movement 

of solar panel through servo motor. The current time, as well 

as the latitude and longitude positions of the solar tracking 

system, can be acquired by GPS. Using that information, the 

current azimuth and altitude angles of the sun can be 

estimated by an astronomical formula. However, the current 

heading angle of the solar tracking system may not be correct, 

and it cannot be updated from the GPS measurement. 

Therefore, in our study the camera sensor is used to more 

accurately determine the position of the sun. The center 

position of the sun is computed by image processing; the solar 

panel is maneuvered to locate the center position of the sun 

on the image center. 

V. SOLAR TRACKING METHODS 

   The current time, as well as the latitude and longitude 

positions of the solar tracking system, can be acquired by 

GPS. Using that information, the current azimuth and 

altitude angles of the sun can be estimated by an astronomical 

formula. However, the current heading angle of the solar 

tracking system may not be correct, and it cannot be updated 

from the GPS measurement. Therefore, in our study the 

camera sensor is used to more accurately determine the 

position of the sun. The center position of the sun is 

computed by image processing; the solar panel is maneuvered 

to locate the center position of the sun on the image center. 

 

A. Astronomical Tracking Method 
 

The azimuth and altitude angles of the sun are calculated 

by the celestial formula below. The planet position is updated 

every minute to minimize unnecessary power consumption 

[1] and [2]. The algorithm inputs for calculating planetary 

positions are latitude, longitude, and time, which can be 

acquired from the solar tracker GPS. 

The number of days is defined as d and is obtained using 

(1), [3] and [4]. 

 

d367Y 
 
 
 
 

In (1), Y, 

M, and d represent the year, month, and day, respectively, 

which are obtained by GPS. Eccentricity (e), angle from 

ascending node to perihelion (w), mean anomaly (M), mean 

longitude (L), eccentric anomaly (E), and declination (a) are 

defined by (2), (3), (4), (5), (6), and (7). 

e 0.016709(1.151109 d )  (2) 

w 282.9404(4.70935105 d ) 

 

(3) 

M 356.0470(0.9856002585 d ) 
 

(4) 

 

     L  M  w   (5)  

E  M  

180  

 e sin(M )(1 e cos(M )) 

 

(6) 

 

 

  

  

 

   

 (7  (Y ((M 9) /12))) / 4 

(1)  

  

 (275 M ) / 9 D 730530   
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  23.4393  (3.563107d )   (7)  
 
The x and y rectangular coordinates for elliptic Coordinates 
are obtained using (8) and (9). True anomaly (v) is obtained 
using (10). Celestial longitude (l) and distance (r) for 
calculating celestial longitude are obtained using (11) and 
(12) [5], [6] and [7]. 

 

x cos(E) e (8)  

        

y sin(E)  1e2 (9)  

v tan1 

y  

(10) 

 

x 

 

    

     

r   x 2 y 2 (11)  

l  v  w (12)  

 

The perpendicular ecliptic coordinates are transformed to an 
equator coordinate system using (13),[8]. 
 

xequat  r cos(l) (13)  

yequat  (r cos(l))  cos( ) 
  

  

zequat  (r cos(l))  sin( )    
The right ascension (RA) and declination (De) of the sun is 

obtained using (14) and (15). 
 

 

1 

 y   

(14) 

 

RA 
tan 

  
equat

  

 

 

  

 

  
      

   
xequat   

  
zequat 

    

De tan1 

    (15)         

x
2  y 2 

 

 

  

    

  equat equat     

 

Greenwich Mean Sidereal Time (GMST) and sidereal time 
(SIDTIME) are defined by (16) and (17). The hour angle (ha) 
is obtained using (18). 
 

GMST  L /1512 (16) 

SIDTIME  GMST UT  LON /15 (17) 

ha  SIDTIME  RA (18) 
 

The z-axis transformation in the direction of the zenith is 
defined by (19), (20), and (21). In (19), (20), and (21), lat 
represents the latitude of the tracker. 
 

xhor(cos(ha)cos(De)sin(lat)) (19) 

 (sin(De)  cos(lat ))  

yhorsin(ha)cos(De) (20) 

zhor(cos(ha)cos(De)cos(lat)) (21) 

 (sin(De)  sin(lat ))  
 

Finally, the azimuth and altitude of the sun are obtained 
using (22) and (23). 

  

1 

yho

r    (22)  

azimuth   tan 

  

  180 

  

    
         

   
xhor     

altitude sin1(zhor)  (23)  

 

B. Solar Image Tracking 
 

The conventional solar image tracking method using an 

optical sensor is inefficient because it often mistakes the sun 

for light scattered by clouds or other obstacles. Therefore, it is 

desirable to find the widest range for the location of the sun 

through pixels separated by color.  
Although astronomical estimates from the celestial 

formula are expected to provide an accurate position of the 

sun, the actual solar panel could be facing away from the 

normal direction of the sun because of the tracking system’s 

current heading-angle measurement error.  
Therefore, we propose a more precise tracking method 

using an image sensor. The objective of tracking is then to 

locate the sun at the center of the image.  
Consider the x and y coordinates represent horizontal and 

vertical distances, respectively. And also, A and L represent 

the distance to the center and the image sensor focal length, 

respectively. The lateral angle correction using the image 

sensor is defined as (24). The longitudinal angle correction is 

also calculated in the same way. 

 

 

 tan1 

h 

(24) 

L   

 

 

VI. EXPERIMENTAL RESULTS 
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Using the tracking method that fuses astronomical 

estimates and the solar image, the solar tracker panel can 

maintain its position facing the normal direction of sunlight. 
 

However, when the weather is cloudy, controlling the 

tracker by solar image is not desirable because it is difficult to 

locate the sun using the solar image. In such a case, it is 

better to employ only astronomical estimates instead of their 

fusion with image processing. 

 

 

 
 

Fig. 3: Examples of sun positions during regular 

Time intervals in sunny and cloudy days 

 

As shown in Fig.3, the developed solar tracker demonstrates 

good performance in tracking the sun because the sun in the 

camera image remains in the center of the image as the 

tracker moves over time. 

 

Fig. 4: Movement of sun during cloudy day 

 

Fig. 5: Solar movement during sunny day 

Fig. 4 and Fig. 5represents images of the solar tracker 

tracing the sun and images of the sun taken by a camera 

attached to the tracker. The images in this figure are 

presented in chronological order from the upper left to lower 

right. 
 

 

 

 

 

 

 

VII. CONCLUSION 

In this paper, we have proposed a solar tracking system and 

an algorithm that uses astronomical estimates of solar 

position and solar image processing results.This technology 

of tracking is very easy and simple in design, reduced in cost 

and precise in tracking. A variety of technologies for the solar 

energy are available on the market. But this tracking 

technology which is based on dual axis has higher energy 

gain comparing with both fixed solar panel and single axis 

solar tracking technologies and it is also very efficient. We 

expect that the proposed method will improve acceleration of 

the local spread of the solar cell module due to the high 

precision and robustness of the system in all weather 

conditions. 
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Abstract 

 

A static index along with the throwaway indices be at specialized moving object 

indices that maintain location updates incrementally. However, throwaway indices suffer 

from single-server style and therefore the solely distributed throwaway index (D-MOVIES), 

extension of a centralized approach, doesn’t scale out because the variety of servers will 

increase. we have a tendency to propose a distributed throwaway spatial index structure (D-

Toss) that not solely scales bent on multiple servers by Associate in Nursing intelligent 

partitioning technique however additionally scales up since it totally exploits the multi-core 

CPUs accessible on multiple server. D-ToSS apace constructs a Voronoi Diagram that 

incorporates a flat structure creating it an ideal acceptable data processing for instance, we 

have a tendency to through an experiment show a twenty five speed in question process 

compared to D-MOVIES and this gap gets larger because the variety of servers will 

increase. D-ToSS speedily constructs a Voronoi Diagram and Heuristics Partition rules, 

that features a flat structure creating it an ideal appropriate multiprocessing to any or 

all servers

 

I INTRODUCTION 

 
While large-scale information 

technology has been evolving separate 

transaction and analytical systems, data 

mining provides the link between the two.  
Data mining software analyzes 

relationships and patterns in stored 

transaction data based on open-ended user 

queries. Several types of analytical 

software are available: statistical, machine 

learning, and neural networks. Generally, 

any of four types of relationships are 

sought.  
Classes and Clusters: Stored data is used 

to locate data in predetermined groups. For 

example, a restaurant chain could mine 

customer purchase data to determine when 

customers visit and what they typically 

order. This information could be used to 

increase traffic by having daily specials. 

 
 
Data items are grouped according to  
logical relationships or consumer 

preferences. For example, data can be 

mined to identify market segments or 
consumer affinities.  
Associations and Sequential patterns: 

Data can be mined to identify associations. 

The beer-diaper example is an example of 

associative mining. Data is mined to 

anticipate behaviour patterns and trends. 

For example, an outdoor equipment 

retailer could predict the likelihood of a 

backpack being purchased based on a 

consumer's purchase of sleeping bags and 

hiking shoes.  
A spatial database is a database that is 

optimized to store and query data that 

represents objects defined in a geometric 

space. Most spatial databases allow 

representing simple geometric objects such 

as points, lines and polygons. Some spatial 
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databases handle more complex structures 

such as 3D objects, topological cover ages, 

linear networks, and TINs. While typical 

databases have developed to manage 

various numeric and character types of 

data, such databases require additional 

functionality to process spatial data types 

efficiently, and developers have often   
operations, such as loading data, building 

indexes and evaluating queries. Although 

data may be stored in a distributed fashion, 

the distribution is governed solely by   
Centralized and client– server database 

systems are not powerful enough to handle 
such applications. In parallel processing,  
many operations are performed 

simultaneously, as opposed to serial 
processing, in which the computational 

steps are performed sequentially. 

 

II EXISTING SYSTEM 

 

Moving-object index structures 

maintain location updates incrementally 

and process only a fraction of the updates 

using position approximation techniques. 

However, all of these approaches suffer 

from limited scalability due to their single-

server design. The Static indexes problem 

is that most of the throwaway indices are 

designed for the centralized paradigm that 

is limited to the capabilities of a single 

server. On the other hand, devising a 

distributed throwaway index that scales 

out to multiple servers is not 

straightforward due to the following 

reasons. First, tree based indices cannot 

directly be implemented in a distributed 

setting by simply assigning an index node 

to a server, because traditional top-down 

search unnecessarily overloads the servers 

near the tree root. Second, it is need to be 

forwarded to all servers to ensure 

accuracy, which reduces query throughput. 

Finally, since data objects  
continuously move, static spatial 

partitioning methods, where each server is 

assigned to a zip-code, city or grid cell, 

will create imbalance across the servers 
over time.  
• High Update workload and major 

scalability problem.  

• Throwaway Indices- Suffer from 
limited scalability due to single server 
design.  

• R-Tree/ Linearized kd-Tree – Top 

Down search unnecessarily overloads, 
reduce query throughput and server 

access for imbalance.  
• D-MOVIES - Query throughput 

degrades as the number of servers 
(nodes) increases due to the high query 

coordination cost.  
• RT-CAN is not designed to handle 

dynamic datasets.  
• Spatial Data only used for moving 

objects. 

 
2.1 Drawbacks 

 
• A distributed throwaway index that 

scales out to multiple servers is not 

straightforward  
• The objects are broken with hashing.  
• Requires a large number of message-

passing across the nodes to process 
updates, Imbalanced grid partition. 

 

III PROPOSED STSTEM 

 

Propose a distributed 

throwaway temporal spatial index that 

scales near-linearly both in index 

construction and Slide Window query 

processing. The fundamental construct 

of our index, dubbed (for Distributed 

Throwaway Spatial Index Structure),is 

a Voronoi diagram (VD) where we 

adapt a Voronoi based partitioning 

method also used Heuristic Partition 

Algorithm and build a Voronoi cell 

(VC) for each data object in a 

distributed fashion. Selected VD a sour 

partitioning technique and underlying 

index structure because 1) it has a flat 

structure that lends itself nicely to 

parallel processing since each Voronoi 

cell can be built autonomously in 

parallel and 2) it is an extremely 

efficient data structure to answer a 

wide range of spatial queries. The 

main challenge in distributed Voronoi 

Diagram generation is that, due to 

partitioning, Voronoi cells might be 
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inaccurate because some of their 

neighboring data objects may reside in 

a different server so salve this problem 

to use Heuristic Partition Algorithm. 

The intuitive approach to overcome 

this issue is to first build the global 

Voronoi over all the data objects on a 

single server and then partition it 

across the servers for query processing. 

However, this build-first-distribute-

later approach suffers from limited 

scalability. To overcome this 

challenge, we propose a novel three-

step  
distribute first-build-later scalable 

framework.The sliding-window 

queries that define the authorized view 
of the data stream for each role. 

 

3.1 Advantages 

 

• The multi-core architecture of each 
server node.  

• All servers communicate with each 
other in parallel.  

• Multi-core parallelization during the 
local index (local VD) construction.  
Efficient partition creation in Hueristic 
Partition. 

 
IV ALGORITHM DESCRIPTION 

 

4.1 Voronoi Diagram Algorithm 

 

A Voronoi diagram decomposes a 

space into disjoint polygons (cells) 

based on the set of generators (i.e., data 
points). Given a set of generators S in 

the Euclidean space, Voronoi diagram 

associates all locations in the plane to 

their closest generator.  
Each generator s has a Voronoi cell 

consisting of all points closer to s than 

other generators. 

 

4.2 DKNN - Distributed K-Nearest 

Niebuhr Search Algorithm. 

 

A given query q, DKNN can 

directly identify the set of strips that 

are guaranteed to contain k neighbors 
of q, which call the candidate strips.  

Step1: Calculating the number of 
candidate strips.  
Step2: Identifying the set of candidate 
strips.  

Finding Three NN using D-KNN 

 

 

 
  

 
 
 
 
 
 
 
 
 
 
 

DKNN Algorithm 

 

4.3 Slide-Window Query 

 

• Query imprecision is defined as the 

total sum of false-positives and false-

negatives for a predicate sliding-
window query evaluated on an 

anonymized Data Stream.  
• Slide query is evaluated for all the 

tuples in equivalence classes that 

overlap the query region. A utility 

measure that for a given sliding-

window query captures two types of 

information loss; loss due to 

generalization (in terms of false 

positives) and loss due to publishing 

delay (in terms of false negatives). 
 

4.4 Heuristic Partition Algorithm  
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V. SYSTEM ARCHITECTURE 

 

Flow of D-ToSS where each server 

stores a subset of the data objects and 

corresponding local index. As shown, 

while the current locations are collected 

from the data objects, the queries are 

processed through the current indices. This 

separation allows us to run data 

partitioning phase the background without 

affecting the performance. Obviously, data 

partitioning phase does not need to be 

executed at every index construction cycle 

since the data distribution does not change 

significantly within several seconds. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5.1 Voronoi Diagram Construction 

Module 

Generate partial Voronoi diagrams 

(PVD) in each node in parallel and merge 

the (partial) results in a single node to 

build one global Voronoi Diagram. Every 

Node has a Local Voronoi Diagram for 

easily lookup the data object in query time.  
Voronoi-based adaptive partitioning 

technique that quickly learns from the 

dataset and distributes the objects across 

the servers while preserving the spatial 

proximity among the objects and 

balancing load among the servers globally.  
Second, to take advantage of the multi-

core architecture of each server node, 

generate local Voronoi diagrams (local 

VDs) using multiple threads where every 

Voronoi cell is generated by a thread 

autonomously. 

 

5.2 Pivot Selection and Partition Module 

 

Compute the total sum of the distances 

between every two objects and choose the 

set with the maximum total sum as pivots. 

A partition can add a false-positive tuple 

to a predicate sliding-window query due to 

a spatial overlap (QI attributes), temporal 

(time-stamp attribute) overlap, or both 

temporal and spatial overlaps. 

 

5.3 Data Object Distribution Module 

 

The data object divided into equally sized 
partition using voronoi cell diagram or 

Heuristic Partition algorithm. Finally all 

data sent to all other node in which local  
voronoi diagram are created 
independently. All partition data will store 

local storage and also maintain local index 

overall index maintain for global node 

name global index. 

 

5.4 Query Module 

 

D-ToSS to evaluate two major types of 

spatial queries: range and Distributed k 

nearest neighbor (Dk-NN). With D-ToSS, 

the queries can be submitted to any node 

in the system. The Dk-NN algorithm 

works on distributed manner to match 

nearest data for global partition and find 

the result forward to user.  
 
 
 
 
 
 
 
 
 
 

 

 

 

VI   CONCLUSION 

 

D-ToSS, to index highly dynamic 

moving object data. The main idea behind 

D-ToSS is to build short-lived Voronoi 

based index structures with combination of 

Slide Window Query instead of updating 

indexes with each location update from the 

moving objects. D-ToSS creates the 
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throwaway indexes in a very short time by 

employing a fully decentralized parallel 

and distributed architecture that uses 

multiple server nodes in a cluster. An 

efficient parallel search algorithm (DKNN) 

with which queries can be submitted to 

any node in the cluster without looking for 

the relevant node that may include the 

result-sets which provides decentralization 

unlike tree-based approaches. This project 

successfullydeveloped for C#.net with 

SQL server efficiently. 
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ABSTRACT 

Technological advancement had 

replaced humans with machines in almost every 

field. Banking automation has reduced human 

workload by introducing machines. Tedious task 

like currency handling that require more care 

are simplified by banking automation. When 

machines are handling currency they should 

recognize it. Currency is the medium for 

exchanging goods and services. Currencies are 

issued by the governing bodies to circulate 

within an area. 

 

Currency recognition is a simple process 

of identifying the denominational value of a 

currency. Currency recognition is a simple job 

for normal human beings, but for a visually 

challenged person the currency recognition is a 

challenging task. In ATM counters and vending 

machines currencies are handled by machines. 

The currency detection is a challenging task for 

the both visually challenged and machines. At 

first the system will recognize either the 

currency is genuine or fake. If the currency is 

fake the entire system will exit but it is a 

genuine currency the system will precede 

further process. 

 

When the currency is recognized IR 

sensor is used to count the number of currency 

and each person will be providing by RFID tag 

which contains their information. When they 

show their card in the RFID reader it gets the 

information about the person and number of 

currency is detected by using IR sensor. The 

payment details of each person are stored in the 

database. It is a product based project. If it is 

converted to a product it will be like a “Cash 

Deposit Machine”. It is mainly developed for 

college students for pay their fees without 

manpower. 

 

mailto:1thamaraiselviece11@gmail.com
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Key terms: Fake detection, currency 

denomination, amount calculation using IR 

sensor, Authentication using RFID. 

INTRODUCTION 

In ATM counters and vending machines 

currencies are handled by machines. This 

automated system implemented in fees paying 

system. Once the amount is recognized in the 

process IR sensor is used to predict the count of 

the currency notes. The total amount is 

calculated using the recognized amount and the 

currency count.  

Automated machines are used instead of 

usual cash counter. The main aim is to reduce 

the workload of the human. It focuses on fully 

automated system for the fees paying system. It 

collects the amount automatically and also 

checks whether the currency is genuine or not 

by using currency recognition and fake 

detection. Then it provides the acknowledgment 

for paid amount at the time and it update the 

details automatically into the database.  

 The currency counting and the fake 

detection methods are combined to reduce the 

setup size by using MATLAB.  The product 

based system is very useful to management 

record and daily report generation to reduce the 

workload. The system not needed the 

manpower. The main conclusion is to reduce the 

manpower and the add features in the real time 

processing of fees paying system. If the overall 

concept will be implemented at real time, it is 

very useful for the management. We can reduce 

the problems which are occurred during the 

paying system. The features are mainly used for 

implementing the currency fake detection and 

the automated configuration in Fees Paying 

System.  

EXISTING METHOD   

Previous research in the field of currency 

recognition is predominantly based on neural 

networks. Major drawback of using neural 

networks was the processing overhead. 

Further research was based on image processing 

methods where the properties and patterns of 

currencies are used for recognition. The method 

was slow to identify the currencies & was not 

suitable for real time applications. 

 

PROPOSED METHOD 

Currency recognition system is used for 

billing process. We are proposing new method, 

in our process first we are detect and verify the 

input amount. Here Preparation of dataset is 

done by collecting dataset images of currencies 

of Rs 100,500 & 1000 All these Images are 

stored in a directory. 

In detection and recognition process uses 

image processing technique. This process 

involves following, Read the image, and then 

identify the value of money. In this method 

preprocessing steps like edge detection, 
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character extraction will be involved. After 

extract the feature we are use pattern 

recognition technique to find the value of 

money. Once the amount is recognized the 

number of currency count is calculated using IR 

sensor, the person details will be read by using 

RFID tag and the amount paid by the person is 

updated in the database. 

 

BLOCK DIAGRAM 

 

 

 

Fig (a). working process 

 

AUTHENTICATION 

Radio-frequency identification (RFID) 

uses electromagnetic fields to automatically 

identify and track tags attached to objects. The 

tags contain electronically stored information. 

RFID is one method for Automatic 

Identification and Data Capture (AIDC). 

The students details are collected and verified 

by the RFID reader. The RFID tag is provided 

for each and every user for read the details.  

 

 

 

 

 

 

 

Fig (b). RFID signal Processing 

 

FAKE DETECTION 

Genuine or Fake currency is detected 

using the Register and water mark identity. 

The major difference between fake and original 

is the water mark, Register and the security 

thread. Using ROI (Region Of Interest) process 

and GLCM(Gray Level Co-Occurrence 

Matrix)the fake or original currency is 

predicted. 

INPUT CURRENCY 



                    International Journal of Innovative Research in Engineering Science and Technology 

                                 June  2017                                                               ISSN  2320 – 981X 

Selvam Indian Research Publications @ Selvam Educational Institutions  IJIREST   Vol.  V   Issue 02  Pp 11- 16 

 

Fig (c). Input currency 

We have to place the currency into the 

scanner plate; it will scan that currency note and 

captures the currency image. This image is 

transferred into the tool box which contains the 

Image processing technique. Using the 

preprocessing techniques we can find the 

currency is genuine or fake. The preprocessing 

technique contains the steps are Edge detection 

and Character extraction. 

 

 

 

 

PREPROCESSING 

 

 

 

 

Fig (d). Image processing technique performs 

preprocessing. 

 

The Image processing performs the 

operations using the process of ROI( Region Of  

Interest) and GLCM( Gray Level Co-occurrence 

Matrix). This process selects the particular 

region of the currency. That selected portion 

will be processed.  

 

CURRENCY DENOMINATION 

 

 

 

Fig (e). Fake detection 

 

The currency denomination is performed 

by using the count which is performed by IR 

sensors. The currency recognition is found by 

identifying the currency denomination. 

Currency recognition is a simple process of 

identifying the denominational value of a 

currency. Currency recognition is a simple job 

for normal human beings, but for a visually 

challenged person the currency recognition is a 
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challenging task. In ATM counters and vending 

machines currencies are handled by machines.  

The currency detection is a challenging 

task for the both visually challenged and 

machines. At first the system will recognize 

either the currency is genuine or fake. If the 

currency is fake the entire system will exit but it 

is a genuine currency the system will 

proceeding further process.  

 

CURRENCY COUNTING  

 

The currency counting is processed by 

IR sensor. It will applicable only for the 

valuation of input currency which is deposited 

into the box. It is used instead of “Cash Deposit 

Machine”. It produces the total amount paid by 

the person and it will update into the database. 

 

 

 

Fig (f). IR sensor 

 

 

ACKNOWLEDGEMENT 

 

After the user paid their fees the 

configuration provides the acknowledgement for 

the paid amount. This is for verification of the 

management. The automated system provides 

the bill from database after it will be updated. 

 

 

 

Fig (g). IR sensor 

 

CONCLUSION   

 

Cash deposit machine is very useful for 

students to pay their different types of fees by 

using their RFID.  It makes the college and 

students life in next higher levels. It doesn’t 

need any manpower to maintain cash counter. 

The main conclusion is to reduce the manpower and 

the add features in the real time processing of fees 

paying system. If the overall concept will be 

implemented at real time, it is very useful for 

the management. We can reduce the problems 

which are occurred during the paying system. 
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The features are mainly used for implementing 

the currency fake detection and the automated 

configuration in Fees Paying System.  
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 Abstract- Geo social networks are the new trend 

in the social networking now a day. With the advance in the 

smart phone and internet technology they are achieving more 

popularity than before. These geo social networking sites make 

use of the location information of the users. So location privacy 

of the users is a very big concern. Without adequate privacy 

protection, however, these systems can be easily misused, e.g., to 

track users or target them for home invasion. So an added 

privacy must be provided in order to preserve the location of the 

users. In this paper we compare the different location privacy 

settings that can be introduced in geo social applications and 

different methods that are now adopted to provide security to 

the users. 

 

Keywords: Security, Location privacy, Tor, Longitude, Location to 

Index Mapping, PIR protocol, location-based social applications 

 

I.INTRODUCTION 

Geo social networking is a new mode of social 

networking and is an emerging trend today [1]. People always 

use to collect information by asking other people even when 

they have access to large amount information such as the 

Internet and libraries. This is because people are good 

resources reservoirs. Social networking becomes so popular 

because of this main reason. Now in social networking geo 

social networking works with the location information and 

data provided by different users and this can be utilized by 

people to get valuable information about different places and 

things. Best examples of geo social networking sites are 

Foursquare and SCVNGR. Since these geo social networking 

sites make use of the location information of the users to 

locate places and reviews, this is a great threat to the location 

privacy of the users. Many location based attacks, economic 

damages, harassments have been reported so far due to the 

lack in privacy setting in these geo social applications 

[2] ,[3]. Since these applications have a large number users 

now a days it need more stronger privacy setting than the 

open to all policy available now. In the current scenario for 

proving location security for the users the geo social networks 

adopts mainly three techniques.  

First one is introducing some kind of error to the 

latitude and longitude of a particular location while storing 

this to servers. The second method is storing the location 

information in trusted servers. Third one is usage of heavy 

weight cryptography and private information retrieval 

techniques.  

Each of these techniques has its own demerits. The 

first method needs both the user and server to add error to the 

accurate data. It won’t provide accurate information for the 

needy and is not a trustworthy method, but it is most widely 

method used today. The second method i.e., depending on 

trusted servers is a good option but it also has some 

drawbacks such as a software bug, hardware misconfiguration 

etc., can expose the private data to risk. The third method 

that is using heavy weight cryptographic methods is more 

expensive and more complicated to be implemented into 

mobile devices. 

The major challenge here is to give tight location privacy to 

the users, provided there is no compromise for the accuracy in 

the query result and to support for the point queries and 

nearest neighbor queries in an efficient fashion, suitable for 

today’s mobile devices.  

II.RELATED WORK 

Location-based services are emerging as the next 

killer app in personal wireless devices, but there are few 

safeguards on location privacy [4]. In fact, the demand for 

improved public safety is pushing regulation in the opposite 

direction. The challenge with wireless location privacy is 

making it easy to share the right information with the right 

people or service at the right time and, conversely. In 

addition, the corporate world can discover and match a 

person’s location trail to create unwelcome spam. Disclosure 

of location information may cause embarrassment or 

humiliation. 

Information about a person’s movements or activities 

can result in financial losses. Positioning technologies have 

the potential to intrude on personal privacy. Information 

about a person’s movements or activities can result in 

financial losses. Managing privacy in the network is one of 

mailto:ganeshsuresh333@gmail.com
mailto:rajavenkates@gmail.com
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the most challenging aspects of wireless location privacy. 

Different privacy risks related to location are Economic 

damages, Location-based spam, Harm to a reputation i.e., 

Information about a person’s movements or activities can 

result in financial losses. The Cyber marketers could bombard 

a mobile device with customize voice and data ads for stores, 

restaurants, and other businesses as an individual strolls 

through a mall. Disclosure of location information may cause 

embarrassment or humiliation. If taken out of context, 

location information could also lead others to make incorrect 

inferences that unjustly tarnish a person’s reputation. 

There are different ways in which privacy can be 

preserved. The main thing among them is the selection of 

positioning system. Positioning systems fall into one of three 

categories. In the network-based approach, infrastructure 

receivers such as cell towers their own position, as is the case 

with a GPS unit. In terms of privacy, client-based positioning 

is fundamentally better than network-based or network-

assisted tracking because it does not reveal any location 

information to the network unless the user decides to 

communicate. Another measure is the use of intermittent 

connectivity. For example, Figure 2.1 shows a model in 

which mobile devices avoid revealing precise location 

information by retrieving geographically coded records one 

set at a time rather than individually through separate 

queries. Intermittent connectivity is a powerful mechanism 

[4], but it is only useful for specific kinds of services in which 

data changes relatively slowly. 

 

 
 

Fig 2.1 Intermittent Connectivity 

 

Another method is providing strong user interface so that the 

users will be aware that their location information is used by 

the applications [1]. Fixed home agents are another method 

by which location information can be hidden. 

For certain types of geo-social services, such as 

services like testing if a friend is nearby, some recent 

proposals are there which have a guaranteed location privacy 

with the usage of expensive cryptographic techniques such as 

secure two party computation 

 

A. Longitude 

Longitude is a work which adopts this technique [4]. 

Longitude transforms locations coordinates to prevent 

disclosure to the servers. In Longitude, the secrets for 

transformation are maintained between every pair of friends 

in order to allow users to selectively disclose locations to 

friends. Longitude eases privacy concerns by making it 

possible to share a user’s location data blindly and allowing 

the user to control who can access her location, when and to 

what degree of precision. This is with the help of 

cryptographic algorithms and this can be adapted to mobile 

phones also. Here in the system model it consists of a 

location-sharing service provider and the set of users 

registered with the provider. The provider store location 

along with some data. The user can determine which other 

users should view their data’s. The security model assumes 

that the server is honest but curious about user’s detailed 

location and information. The longitude protocol is based on 

proxy encryption [9]. Here the user register with the service 

provider, the service provider provide them with some 

cryptographic elements. This can be saved safely in the user 

devices. 

Whenever a user A wants to know about the location 

information of user B, user A sends a request to user B along 

with his own public key. If user B wants to revel his 

information to A, user B computes a re-encryption key using 

user A’s public key and his own private key and also decides 

how accurate the location should be for user A and generates 

a corresponding precision mask The re-encryption key and 

the precision mask are sent to the service provider C, and act 

as an authorization policy that allows A to retrieve B’s 

location. Friend revocation methods are used if the user 

doesn’t wants to share his information with other users. In 

simple revocation method the user can ask the provider not to 

share the location to other user. If the provider colludes then 

B can use strong revocation by updating his keys. Updating 

only changes two components in his keys and leaves the other 

parts unchanged. B also updates the re-encryption keys for all 

friends except A. 

 

 

B. The Onion Router 

One of the most widely used system for providing 

online anomaly to the user is software known as Tor [5]. Tor 

is a circuit-based low-latency anonymous communication 

service. Tor works on the real-world Internet, requires no 

special privileges or kernel modifications, requires little 

synchronization or coordination between nodes, and provides 

a reasonable trade-off between anonymity, usability, and 

efficiency [6]. People use Tor to keep websites from tracking 

them and their family members, or to connect to news sites, 

instant messaging services, or the like when these are blocked 

by their local Internet providers. Using Tor protects against a 

common Internet surveillance known as "traffic analysis." 

Knowing the source and destination of a user’s Internet 

traffic allows others people to track the user’s behavior and 

interests. 
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The Tor network is an overlay network; each onion 

router (OR) runs as a normal user-level process without any 

special privileges. Onion Routers maintain among them a 

transport layer security connection. Each user run local 

software known as onion proxy and establishes circuits across 

the network, and handle connections from user applications. 

To create a private network pathway with Tor, the user's 

software or client incrementally builds a circuit of encrypted 

connections through relays on the network. The circuit is 

extended one hop at a time, and each relay along the way 

knows only which relay gave it data and which relay it is 

giving data to. No individual relay ever knows the complete 

path that a data packet has taken [7]. Once a circuit has been 

established, many kinds of data can be exchanged and several 

different sorts of software applications can be deployed over 

the Tor network. Traffic flows down the circuit in fixed-size 

cells, which are unwrapped by a symmetric key at each node 

i.e., like the layers of an onion and relayed downstream. 

When the packet reaches the last relay it will be fully 

unwrapped and then send to the destination. 

 

C. PIR Protocol 

PIR [8] resulted in protocols that allow a client to 

privately retrieve information from a database, without the 

database server learning what particular information the 

client has requested. It uses PIR protocols and eliminates the 

need for any trusted third party.PIR technique is the first to 

provide provable privacy guarantees against correlation 

attacks. 

 
Fig.2.2 

Most techniques are expressed in a theoretical 

setting, where the database is an n-bit binary string X (see 

Figure 2.2). The client wants to find the value of the ith bit of 

X (i.e., Xi). To preserve privacy, the client sends an encrypted 

request q(i) to the server. The server responds with a value 

r(X, q(i)), which allows the client to compute Xi. PIR does not 

disclose any spatial information. As opposed to CR-based 

methods (which only perturb location, but still disclose the 

CR), no location information is disclosed. Instead, the data 

(i.e., POIs) are retrieved based on object index, by employing 

the provably private PIR protocol. This approach prevents any 

type of attack based on user location.  

PIR protects against correlation attacks. Assume that 

u asks a continuous query as he moves. Existing methods 

generate one cloaking region CRi per location, but all CRi 

will include u. By intersecting the set of users in all CRi, an 

attacker can identify u with high probability; this is called 

correlation attack. Note that this attack is possible because 

the CR reveals spatial information. Since the PIR framework 

does not reveal any spatial information, u is protected against 

correlation attacks. 

PIR does not require any trusted third party, since privacy is 

achieved through cryptographic techniques. Existing 

techniques, on the other hand, need: (i) An anonymizer, 

which is a single point of attack, and (ii) A large set U0 of 

subscribed users, all of whom must be trustworthy, since 

malicious users may collude to reveal the location of u. 

Furthermore, users in U0 must accept the cost of sending 

frequent location updates to the anonymizer, even if they do 

not ask queries. 

 

 

 

D. Location to Index Mapping 

Location to index mapping is another approach 

towards location privacy of users [9]. Here in this system the 

data and location are partitioned into two components and are 

stored in separate servers. The authorized person with the 

necessary credentials can only access the location information 

of the users. The location is stored in a server called as index 

server via another untrusted server called as proxy server. 

Proxy server is used in order for preventing the index server 

from uniquely identifying the client devices. Here the location 

information is transferred to another coordinate system and 

this is known as transformed location. Each user will be 

provided with an element which consists of a shift, a rotation 

angle, and an encryption key. Here in this system this element 

will be shared with trusted friends circle. 

The location is transformed using the shift and rotation in the 

secret element of the particular user. This transformed 

location will be encrypted by the encryption key of the 

particular user and will be stored in the index server via the 

proxy server in a unique index. The data is encrypted and 

stored into the data server directly in previously defined 

unique index. A person who has the decryption key, rotation 

and shift only can retrieve the data from the index and data 

servers. If user B want to know about the location information 

and corresponding data that A has put on the server, then 

user B with the right elements need to transform the specific 

location to be known to the transformed coordinate of user A 

and this need to be send to the proxy server and from proxy 

this request will be redirected to the index server and the 

corresponding index for the data will be retrieved to the user 

B. With this index user B can request for data corresponding 

to the index in the data server and the encrypted data will be 

retrieved to the user. Using the decryption key user can 

decrypt the information related to the particular location. 

 

III.COMPARISON 
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There are different problems associated with the 

location based networking such as different real time 

problems that people facing. Different solutions such as 

intermittent connectivity, improving the user interfaces of the 

application with notifications etc. are some of the good 

methods to assure location privacy to the users. 

Longitude is a good measure towards location 

privacy [4]. Here the information is shared among needy 

users only. The major drawback of the system is the complex 

encryption, which will be time consuming but provide more 

privacy to the user. Also in Longitude, the secrets for 

transformation are maintained between every pair of friends 

in order to allow users to selectively disclose locations to 

friends. 

The second generation onion router or Tor provide 

anoymity for user and is a strong shield against traffic 

analysis. This approach seems to provide privacy as the server 

only sees location data but not the identity of the user behind 

that data [6]. However, recent research has revealed that 

hiding the identity of the users alone is not sufficient to 

protect location privacy. Attacks can be done at the rear end 

of the circuit were node send the packet fully decrypted to the 

source station [7]. Even if Tor is used, it is possible for an 

attacker with access to the location data to violate our privacy 

and unlinkability requirements. 

Computational PIR Protocol[8] address for the 

correlation attacks, BNC(bench mark) and AHG(Aggregate 

Hilbert Grid) in this information are stored in DB and 

retrieved via queries using secure PIR , Louis, Lester, Pierre 

Protocol the person checks for the availability of their friends 

and share the information . A person checks for the 

availability of their friends and share the information. 

Location to index mapping method is a novel 

approach towards location privacy of the users [9]. It makes 

use of the location transformation method that is introduced 

in the Longitude protocol and also it introduces a mechanism 

which split the data and location into two parts and storing 

these data and location in different servers. Transformation 

along with splitting of data and location provides the system 

with more security. It adds little computational and 

communication overhead to existing systems. This system is a 

bigger step towards overcoming the location privacy of the 

user. 

Both longitude and location to index mapping make 

use of the location transformation of the users. But in 

longitude the cryptographic elements are maintained between 

each pair of friends and friends can be untrusted entities so 

revocation methods need to be implemented. Different 

revocation techniques are used in Longitude based on 

whether the service provider collude or not. Blocking of the 

untrusted entities can be done with the help of the service 

provider if the provider does not collude and if the provider 

collude the cryptographic elements for every entity except the 

untrusted entities. But in location to index mapping this 

problem is not there since friends are considered as trusted 

entities. The Table 3.1 shows different characterizes of both 

longitude and location to index mapping. 

 
 

IV. CONCLUSION 

Geo social networking is one of the most emerging 

trends today. With the advance in the networking technology 

lots of privacy related issues are also emerging in the real 

world. In this paper we discussed different privacy related 

issues and some solutions which can be adopted in the 

existing system. Longitude is protocol that introduced 

location transformation and works on two ways secure key. 

Longitude’s proxy re-encryption scheme is provably secure 

and the cryptographic functions optimized for mobile 

platforms but have computational overhead. Tor is software 

that can be used for providing online anoymity. But new 

research found that attacks can be made between the final 

relay and the destination. Location to index mapping is a new 

mechanism which adopts the location transformation from 

longitude protocol and also introduces splitting of location 

and data into two parts and storing it in different servers. The 

friends of a user share this user’s secrets so they can apply the 

same transformation. This allows all location queries to be 

evaluated correctly by the server, but our privacy mechanisms 

guarantee that servers are unable to see or infer the actual 

location data from the transformed data or from the data 

access. This adds little computational and communication 

overhead to existing systems. Location to index mapping 

takes a big step towards making location privacy practical for 

a large class of emerging geo-social applications. 
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 Abstract: Big data ought to describe at any view as “the 

data whose amount service has to view beyond the test and 

actual methods that are widespread at the time.” In this paper, 

the sequence and development of big data with their portion to 

grab the data, according to their techniques. Big data own some 

specific uniqueness (such as Variety, Velocity, Volume and 

Value) which makes hard to manage from the security point of 

view. Big Data experience occurs from the enlarging count of 

data set out from a variety of sources that also include the 

internet. The Big data problem includes a large number of 

sectors and fields, that should be ranging from business and 

economic activates to public administration, from national 

security to scientific researches in many areas. It is enormously 

priceless to produce productivity in evolutionary and business 

step forward in scientific control, which provides huge 

opportunities to make immense progress in many pastures.  

 

Keywords : Big Data, BDAaaS, MapReduce and DFS, ANN, SNA, 

Data curation, Data visualization, Elasticsearch 

 

I. INTRODUCTION 

 
 In big data the detail, store, distribute, manage and analyze 

the data, will be the necessitate process and technologies for 

increasing in variety, velocity, volume and veracity of data. In 

2001 Laney define the uniqueness of big data, and he also 

spots out the three main attribute for huge data sets which is 

velocity, volume, and high variety. Gartner salvage, in 2012 

provides the further meticulous description about big data, 

“Big data is a high-variety, high-velocity, and high-volume in 

series asset which needed the new shape of processing to 

conduct enhanced imminent detection. Process optimization 

and decision making”. A collection of data should be called 

as Big data if it should be difficult to perform analysis, 

creation capture and visualization in the current technologies. 

The economic ability of this big data will be a distinct in the 

data itself and the type of driver that the organization to hold 

the Big data analytics[3]. There are four organizations, which 

is oriented to big data can influence from: Internal 

composition data such as inventory data or Customer 

Relationship management (CRM). External formation data 

such as credit history data or Global Positioning System 

(GPS).Internal unstructured data includes sensor data (i.e. the 

data which is sensed by the sensor and the text document data 

as well as External unstructured data can be said is Twitter 

posts or facebook [2].Big data may cover a broad range of 

business and industries. There are enormous and managerial 

big data technologies should evaluate the monetary potentials 

and application possibilities.  

 

II. ASPECTS OF BIG DATA 

 

At any point in time, the big data should differ as “The 

data size will compel to view the tested methods which 

commonly arrived a time”. The variety-volume-velocity 

describes an effort to capture not only the dimension of size, 

and also speed and type of the data place[7]. Big data sources 

will includes scientific, transactions, experiments, logs, 

events, emails, genomic investigations, events, social media, 

logs, sensors, audio data and geospatial data, medical records, 

images, videos and surveillance. The source of data can be 

amorphous or semi structured. In the text, the terms which 

are used in data and information can be used interchangeably, 

there also be a separate definition for information, 

knowledge, data and Meta knowledge. 

 

A. Intention  

 

Big Data intention might be producing[3] to improve the 

data productivity and the value for data and it force to engage 

scientific discoveries.  

  

 
Fig 1. Aspects of Big Data 

mailto:rajavenkates@gmail.com
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B. Source  

 

The Big data sources include scientific experiments, 

genomic investigation, events, logs, emails, social media, 

geospatial data, sensor, audio data, surveillance, videos and 

images. The source will be a semi-structured or 

unstructured[5].  

 

C. Big Data Analysis  

 

It describes the pipeline of recording and acquisition, 

integration, aggregation and symbol, study and modeling and 

also interpretation.  

 

D. Property  

 

There should be an identical multi-dimensional, 

embedded physical models and it composes meta-data about 

provenance and experiments that have low updatable rates of 

data. [3]The Big data occupies the some of the data instances 

with distribution, probabilistic, recognizing spatial and 

temporal dimension by using cardinalities of a database, 

prevailing database model have a number of different entities 

with few observation.  

 

E. Technologies  

 

Big data success of analysis mainly depends on the 

following technologies: Data mining, crowdsourcing, 

machine learning, cloud computing, stream processing time 

series analysis and visualization.  

 

There should be some of the challenges occur in big data 

analysis, that can be said as retrieval, search and visualization 

issues and also veracity which generates the data uncertainty 

handling inconsistency during data pre-processing[1]. 

Challenges are survived in privacy, security, provenance and 

modeling.  

 

The main potential pitfall is generating value out of data. 

In a digital world the data will not be alone; it might be a 

created value or advance knowledge. [11]Leaner might 

exemplify few assumption or knowledge ahead of the data it 

is given in order to simplify further. The raw format of huge 

dataset is not in a form that is amenable for learning, but can 

build feature from it.  

 

From the few domain of discourse, only the data available 

will denote the value. The information describes the sense of 

data values as inferred by those who make use of it. Some 

domains will permit one to make a decision which is called as 

knowledge [4]. Expertise is dedicated operative facts which is 

relatively inflexible and inherently mission specific.  

 

 

Knowledge will be a subject of significant granularity 

that should have tiny connotations and then the knowledge of 

minute granularity will have the big combinations.  

 

F. Granularities  

 

The granularity of knowledge clearly defines the big data 

analysis which is used to provide better and accurate 

creation[7]. The algorithm should be chosen by the 

circumstance dependence. According to the terminology, 

which is used in the big knowledge, big information or big 

meta-knowledge will be pertinently utilized to describe the 

circumstance accurately whenever the input collection 

specifies the huge capacity of knowledge, information or 

meta-knowledge respectively.  

 

III. STRATEGIES OF BIG DATA 

 

The approach of big data is mainly dispatch in traditional 

Relational Database Management Systems (RDBMS) which 

is mainly used in Big data analysis[11]. Big Data Analytics as 

service(BDAaas) is an approach, which is obtained by 

including the Big Data technology into the existing 

environment: while the organization’s environment will stay 

behind untouched, frequently the extra front end have to be 

combined and managed to upload company-inside data into 

cloud and then we can access the analytical ability[1]. For 

Distributed File System (DFS) and MapReduce, there should 

be a mixing of a completely have stack into the current 

application and infrastructure background is desirable. 

 

 
Fig 2. Infrastructure Integration of Big Data Strategies 

 

A. RDBMS  

 

Big data is a trade with traditional data warehousing 

architectures which is based on the standard RDBMS. From 
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various external and internal sources, the process of selecting, 

aggregate and loading into the data warehouse, should obtain 

the data[11]. To handle a large amount of data in RDBMS, 

the velocity and veracity of the data should be processed 

constantly in an increasing manner. 

This data will be stored in the tables and multiple 

machines which are partitioned by the nodes and formed in a 

clustered manner, and then the application layer allows a user 

to access the various portions of the different nodes. The main 

goal of this architecture is to offer linear speed up[2]. The 

benefit of RDBMS is that they should handle and examine 

huge amount of data with stable and fast. It is optimized by 

concerning data analysis, it is very cumbersome and time-

consuming for loading the data[3]. The architecture will be 

an appropriate strategy for big data approaches, as well as the 

system will not load the new data frequently and the duty 

involves a huge volume of unstructured data are execute 

moderately not often. 

 

B. MapReduce and DFS  

 

Distributed File System(DFS) and MapReduce engine 

will be used for introducing the new system (i.e. referenced 

strategy approach for big data analysis).Hadoop is the 

prominent exponent of such type of the system which is an 

open source architecture set out of various engines such as 

DFS engine and MapReduce engine[1]. The analyzed data 

should be stored in DFS and then processed by using the 

MapReduce engine. Then the processed data result should be 

stored in the file system and directly flow to business 

intelligence relevance.  

 

The MapReduce system usage is allowed the business to 

execute the advanced study of unstructured data such as 

Facebook or text files. The data loading into MapReduce 

infrastructure only takes a tenth of the time required in 

RDBMS[7].To cope up with large data velocity and variety in 

the organization, the MapReduce approach will offer new 

possibilities. Thus, the solution of MapReduce environment 

constantly enlarges to handle with the increasing need of 

customer to perform Big Data analytics. 

 

C. Hybrid approach  
 

To expand the processing capabilities of unstructured 

data, the MapReduce capability should be integrated with the 

RDBMS dominant hybrids. The hybrid approach permits the 

Big Data to handle without struggling with the problem 

description for the pure MapReduce or RDBMS strategy. The 

hybrid system performance does not exceed of uncombined 

approaches[11]. This type of system process and data analysis 

with a huge amount of large velocity, volume, a variety with 

allowable performance and fault boundaries. This approach 

will more expensive for the uncombined approach. 

Researches are lay efforts in improvement of hybrid solutions 

which become increasing performance. The related examples 

are HadoopDB (MapReduce-dominant) which is an oracle 

indatabase Hadoop. 

 

D. BDAaas (Big Data Analytics as a Services) 

 

The BDAaas will be placed in the cloud, the amount for 

BDAaaS in business will far more flexible than the cost of 

Big-Data Solution implementation. At the vendor side, the 

economies of scope and scale allow to perform Big Data 

analytics in a more efficient manner than the other average 

company will do[9]. For a small organization, it is interesting 

that didn’t have enough expertise or resources to recognize 

Big Data analytics resource and cost-efficient in-house and 

have an interest in utilizing off-shelf solution. It is mainly 

useful to the organizations for which the deployment of own 

Big Data analytics is too limited, expensive or external data.  

 

E. HBase  

 

Hbase is a new emerging NOSQL database based on 

Hadoop. It’s designed for big data real time access. But there 

is only one key in HBase, the rowkey[1]. It means there is no 

secondary index in HBase. So when we want to search from 

Hbase, more data blocks will be load into memory than 

necessary. Lucene is a full-text search and search for open 

source library that can do full-text indexing and search. In the 

Java development environment, Lucene is a free open source 

tool mature. For its part, Lucene is currently and in recent 

years the most popular free Java information retrieval library. 

ElasticSearch is a construct based on Lucene open source, 

distributed, RESTful search engine. Designed for cloud 

computing, to achieve real-time search, stable, reliable, fast, 

easy to install. Support for data using JSON over HTTP 

index. 

 

 
Fig 3. Hbase processed data 

 

F. Solr  
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Solr is an independent enterprise search application 

servers, which offer similar Web-service API interface. Users 

can through HTTP requests be submitted to the search engine 

server XML file format, generate an index; operation can also 

be made via Http Get lookup request and get back results in 

XML format. Solr is a high-performance, using Java5 

development, full text search server based on Lucene. At the 

same time, it was extended to provide richer than Lucene 

query language, while achieving a configurable, scalable and 

optimized query performance, and provides a complete 

function management interface, is a very good full-text search 

engine. 

 

 

 

IV. TECHNIQUES OF BIG DATA 

 

From the Big data, to get the value, it is important to 

develop the new technologies and new techniques for 

examining it. To process the huge volume for data efficiently, 

the Big Data needs extraordinary methods and also developed 

within time period[8]. It includes data mining, machine 

learning, social network analysis, statistics, and pattern 

recognition, signal processing, visualization approach and 

some of the optimization approaches.  

 

A. Optimization Methods  

 

This method should allow solving a quantitative crisis in 

a set of an area such as biology, physics, engineering and also 

economics[1]. In many computable approaches is used to 

address the global optimization problem are conversed that 

includes adaptive simulated annealing, simulated annealing, 

generic algorithm which naturally provide to parallelism and 

will be efficient highly. Data parallelization and reduction has 

also been having an alternative strategy in optimization 

problems.  

 

B. Statistics  

 

To gather, organize ant interpret the data, this method 

will be useful. To exploit correlation ship and produce 

relationship among the various objectives, the statistical 

method will be used. These statistics is used to provide the 

numerical definition[6]. The appropriate algorithm for large-

scale multivariate monotonic regression will efficiently use. 

That should be a strategy for creating the function, which is 

monotonic according to input variables. Data-driven 

statistical analysis mainly concentrates in parallel and scale 

implementation of statistical algorithm 

 
Fig 4. Big Data Techniques 

 

C. Data Mining  

 

To extract the useful information from data which 

includes classification, regression, clustering analysis, and 

association rule learning[5]. The method should be taken 

from the machine learning and its statistics. Compare to 

traditional data mining algorithm, the big Data mining was 

more contest. To derive a partition the overall data, there 

should be a sample Big data and sample-based results will be 

used.  

Example: Clustering, The algorithms used in clustering 

includes CLARANS (Clustering Large Application based on 

the RANdomized search), CLARA(Clustering Large 

Applications) algorithm, BIRCH (Balanced Iterative 

Reducing using Cluster Hierarchies) algorithm. To reflect the 

integrity, the genetic algorithm should be applied on 

clustering.  

 

D. Machine Learning  

 

Based on the empirical data, this system will design the 

algorithm which used to evaluate the behaviors. The main 

characteristics of machine learning have to evaluate the 

knowledge and to produce the intelligent certitude 

automatically[4]. When big data is concerned, there should be 

a requirement for extending the machine learning in both 

unsupervised and supervised learning. Many particular sub-

methods in machine learning includes natural language 

processing, largescale recommender system and their also be 

an association rule available for learning and ensemble 

learning. 
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E. Artificial Neural Network  

 

This type of application will occur in pattern 

identification, adaptive control,image analysis and also other 

areas[1]. According to the classification optimization, 

statistical estimations, and control theory, the currently 

employed ANNs is used in Artificial intelligence. The neural 

network over big data learning process will take more time 

and memory consuming. By using the sample methods, the 

data should be reduced and the construction of neural 

network will remain same. The integration of parallel 

training and deep learning deployment techniques shows the 

potential ways to process the Big Data.  

 

F. Visualization approaches  

 

This type of method is used to produce the images, 

diagrams, tables and other intuitive display mode to recognize 

the data[2]. Because of complexity in 3vs or 4vs, the big data 

visualization is not easy like the traditional relative tiny data 

sets. To decrease the data size in Large-scale data 

Visualization, it uses the feature extraction and a geometric 

modeling before the real data rendering.  

 

 

G. Social Network Analysis (SNA)  

 

In modern sociology, it is emerged as the one of the key 

technique, and it also shows a social relationship in 

provisions of network theory and it also contains some of 

nodes and is. It also obtains some of the significant which 

includes communication, anthropology, biology, 

communication studied and socio linguistics[6]. SNA 

provides human behavior, system design, social network 

evolution analysis, social network visualization and mining 

and graph query. The Big data technologies have some of the 

higher levels that includes Distributed computational system, 

Distributed file system[5]; data mining based on grid 

computing, massively parallel-processing system, and cloud-

based storage and process the granular computing, computing 

resources, and biological computing. 

 

V. CHALLENGES IN BIG DATA 

 

The Big Data analysis challenges involve scalability, data 

inconsistence, timeliness and data security. The Big Data 

difficulties occur in storage, searching, sharing, data capture, 

visualization, and analysis[1]. Their is a big challenge for an 

efficient specification to retrieve and analysis the semi-

structured or unstructured data. The data size should often 

huge, sometimes numerous gigabytes and their sources from 

real-world databases, heterogeneous resources are prone to 

incomplete, inconsistent and noisy data. There should a 

number of pre-processing methods which includes data 

reduction, data transformation, data integration, data cleaning 

will be processed to avoid noise and correct 

inconsistencies[6]. The disputes in big data as follows:  

 

A. Data capture and storage  

 

Due to the nurture in a size of the data groups, they have 

been collected by ubiquitous information which can be said as 

aerial sensory technologies, sensing mobile devices, remote 

sensing, cameras, microphone, software logs, using radio-

frequency identifying readers, wireless sensor networks[1]. To 

detain and store the data in Big Data includes data storage 

architecture, storage devices, data access methods. Big Data 

should completely or partially smash the constraint and allow 

the user to access easily and quickly for further analysis. The 

present storage skill will not allow the high performance for 

together the random I/O and sequential concurrently, that 

needs to plan storage subsystem for processing Big Data.  

 

B. Data transmission  

 

In cloud and distributed systems have a bottleneck in 

network bandwidth capacity, in particular when the 

communication amount is large. Cloud storage will also have 

a security problem due to the requirement for checking data 

integrity[1]. Under different security models and system, 

many schemes will also be proposed.  

 

C. Data curation  

 

The main aim for data curation is data retrieval and data 

discovery, reuse, value addition, data quality assurance and 

protection under time. There are numeral sub-fields which 

have representation, management, archiving, preservation, 

retrieval and authentication. If the Big data increase large and 

complex, then it is unable to process the existing database 

management [1]. Currently, the size of the Big data allows 

increasing exponentially with an accordingly low level of 

Zettabytes, Exabyte and also the petabytes of the data. Before 

the data stored in big data the pre-processing is needed which 

cataloging, transformation, and data are cleaning. The data 

will available on upper level[4] online data mining methods, 

after the pre-processing methods take over.  

 

D. Data analysis  

 

This is mainly used to increase the volume of data and 

speed up processors. There should be a need for developing 

the on-line, multi-resolution and sampling of the data. The 

Big Data analytics allows for scalable by increasing the 

various algorithms, but not for the entire machine [1]. There 

will be a natural spectacular shift in processor technology, if 

the data size was extending much faster than the CPU speeds. 

Even though the clock cycle frequency is doubled, the clock 
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speed will lag behind itself [2]. The processor should 

incorporate with an extending number of cores. This change 

in processor guides to the improvement of parallel computing 

[4].  

 

E. Data visualization  

 

The main purpose of this type is to symbolize the fact 

which is more effectively and perceptive by including various 

graphs. It hid the complexity of knowledge in the large scale 

data sets that include aesthetic form, to show the information 

[5] easily. Normally the data should be extracting in some of 

the schematic forms which includes variable or attributes to 

the parts of information and it also been important for data 

analysis. Because of the high dimension and huge size in big 

Data, it is difficult to examine the data visualization. 

Currently, it has the poor functioning in scalabilities and 

response time [1].  

 

V. CONCLUSION 

 

Big Data is the next frontier for innovation, competition, 

and productivity, a new wave of scientific revolution. Big 

Data analytics is still in the initial stage of development since 

existing Big Data techniques are very limited to solve the real 

Big Data problems completely. Big Data also means big 

systems, big challenges, and big profits, so more research 

works in these sub-fields are necessary to resolve it. Human 

resources, capital investments, and creative ideas are 

fundamental components of development of Big Data.  
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ABSTRACT 
 By definition, fraud is an unexpected or 

rare event with significant financial or other 

damage.  Fraud assumes that the fraudster has 

some prior information how the current system 

works including previous successful and 

unsuccessful fraud cases and possibly the fraud 

detection mechanisms.  The above breaks the 

standard statistical modelling assumption, the 

variable independence or I.I.D. assumption, 

making building a reliable statistical model 

difficult.  Often the fraudster is working in the 

same industry that the fraud detection is 

supposed to protect, is intimately familiar with 

the fraud detection methods, and is actively 

trying to avoid detection by masquerading. It is 

easy to defraud investors by presenting the 

results of partial analysis excluding the “rare 

events”. 

 Fraud prevention includes limiting the 

amount of damage the fraudster can  

 

 

 

impact on the organization as well as early 

detection of fraud patterns. To the rescue are 

new technologies like Hadoop, Influence 

Diagrams and Bayesian Networks which are 

computationally expensive (these are NP-hard in 

computer science terminology) but are more 

accurate and predictive. Hadoop can be 

combined with other tools to manage moderate 

to low response latency requirements. Big data 

framework for this application aims to help 

people detect unexpected activity on their 

property that may be fraudulent. The Big Data 

properties will lead to significant system 

challenges to implement existing system. 

Finally, big data can facilitate the building of 

fraud detection models for land Transactions that 

can then be integrated with registration systems, 

and act as an alarm system. 
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INTRODUCTION  
 

           This thesis identifies some of the illegal 

activities that occur in the trading of lands and 

other forms of real estate. It also examines the 

traceability of these activities in land Information 

management systems.  In particular this research 

project explores the application of Hadoop 

methods to identify suspicious transactions in 

land records which may underlie illegal 

manipulation of land and property ownership. For 

Hadoop to be applied effectively, an 

understanding of the techniques used to commit 

illegal activities, such as land grabbing or 

exploiting the registration systems for personal 

gain, is vital to enable the tracking of these 

activities. Tracking land records for fraud and 

other forms of mischief or negligence is an 

important facet of tenure security management 

and this is the prime contribution of this thesis. 

Security of tenure is a critical factor underlying 

social and political stability. Secure tenure is one 

of mankind’s most basic needs, and is a major 

contributor to the economic and cultural 

development of civilizations. To enhance land 

tenure security and Property ownership, research 

has been growing in two main directions. The 

first stream focuses on creating land 

administration models to capture the complexity 

of the different Situations which occur in 

developed and growing economies Fraud is an act 

of deception intended for personal gain or to 

cause a loss to another party. 

  There are many words used to describe 

fraud: Scam, con, swindle, extortion, sham, 

double-cross, hoax, cheat, ploy, ruse, hoodwink, 

confidence trick. Fraud involves one or more 

persons who intentionally act secretly to deprive 

another of something of value, for their own 

benefit. Fraud is as old as humanity itself and can 

take an unlimited variety of different forms. 

However, in recent years, the development of 

new technologies has also provided further ways 

in which criminals may commit fraud. In addition 

to that, business reengineering, reorganization or 

downsizing may weaken or eliminate control, 

while new information systems may present 

additional opportunities to commit fraud.  In 

different situational contexts, fraud can take 

somewhat different forms for example, Bribery 

Embezzlement, Securities fraud, Health care 

fraud, Money-laundering scams, Insurance fraud, 

Software piracy, Internet fraud, Telemarketing 

fraud, Identity theft. These have their own special 

characteristics. There are at least as many types 

of fraud as there are types of people who commit 

it. But in each instance, fraud involves deception. 

Someone knowingly lies in order to obtain an 

unlawful benefit, or an unfair advantage. Fraud 

Detection involves finding the “needles in a 

haystack,” which requires methodologies and 

techniques that are unique to this application area. 
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Often, there are instances of fraud that have not 

been detected, which adds to the challenge of 

training the computer to recognize fraudulent 

cases. A complete fraud detection solution 

uncovers patterns of suspicious behaviour and 

provides actionable alerts to the organization. The 

literature review is divided into two parts: a 

review of the fraud problem in land record 

systems and a review of Hadoop methods that can 

help solving the problem. This thesis presents the 

review of the fraud problem in land record 

systems and it also reports on interviews on the 

nature of the problem. Mainly, this thesis expands 

on the nature of the research problem discussed in 

fraud literature and examining interviews the 

author conducted with experts to better 

understand the problem. The aim in this chapter 

is to help the reader better understand the fraud 

problem. It also aims to give the reader an initial 

understanding of some fraud methods and how 

they are dealt with in some previous studies. 

Thereafter, it describes the problem of large land 

datasets with examples of how this data is being 

analyzed. The chapter concludes by describing 

major fraud types, methods and causes, and then 

examines two studies that deal with the fraud 

problem in land record systems. 

EXISTING SYSTEM 

 
       Data mining is a field which is concerned to 

understanding data patterns from huge datasets. 

We can say that the aim is to find out new 

patterns in data. Data mining to classify, cluster, 

and segment the data and automatically find 

associations and rules in the data that may signify 

interesting patterns, including those related to 

fraud. Expert systems to encode expertise for 

detecting fraud in the form of rules. Pattern  

recognition  to  detect  approximate classes,  

clusters,  or  patterns  of  suspicious  behavior  

either automatically (unsupervised) or to match 

given inputs. Machine learning techniques to 

automatically identify characteristics of 

fraud.Data mining techniques can be classified 

into two categories  Supervised Learning for 

Fraud Detection: This method uses supervised 

learning in which all the available records are 

classified as “fraudulent” and “non-fraudulent”. 

Then machines are trained to identify records 

according to this classification. However, these 

methods are only capable of identifying frauds 

that has already occurred and about which the 

system has been trained. Unsupervised Learning 

for Fraud Detection: This method only identifies 

the likelihood of some records to be more 

fraudulent than others without statistical analysis 

assurance. Unsupervised learning is closer to the 

exploratory spirit of Data Mining as stressed in 

the definitions given above. In unsupervised 

learning situations all variables are treated in the 

same way, there is no distinction between 

explanatory and dependent variables. 
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DISADVANTAGES OF EXISTING  

SYSTEM 

 
       Many applications suffer from the Data 

mining problem, including machine learning 

analysis, geospatial classification and business 

forecasting. New Type of fraud in online not to 

discover the data mining classification. One of 

the major limitations of this study is the lack of 

real datasets. As data is a major factor in the 

success of achieving the objectives, the existence 

of real datasets would have helped substantially 

in the progress of the research. A property 

transactions data simulator was developed to 

overcome the lack of data availability. While this 

simulator has advantages, it has some limitations 

and creates a finer scope for the type of data to be 

worked with. 

 

PROPOSED SYSTEM 

 
        Data framework for this application aims to 

help people detect unexpected activity on land 

property that may be fraudulent. Fraudsters may 

attempt to acquire ownership of a property 

through forging documents, impersonating the 

registered owner and convince mortgage lenders 

and solicitors that they own the property to detect 

and alert the owner and safe side forever. We 

propose a classification of naive Byes technique 

is a well supervised learning model and capture 

uncertainly fraud in classifications big data 

framework using this technique is a highly 

scalable and solve predictive problems in land 

registration. Able to perform classification 

processes on huge amounts of dataset, exploiting 

the benefits of working on effective patterns with 

the Hadoop framework. Land Record Systems are 

experiencing a data explosion, as are most other 

information systems. This study is concerned 

with the data held inside a system rather than the 

type of the system. In many parts of the 

developing world, much of the land data is still in 

paper format. However, studies are emphasizing 

the transition from analogue to digital form, and 

land data is being converted continually into 

digital form This part of the review was to 

understand the different cadastral models and 

how relations between people and land are 

conceptualised. This review was important 

because for any Hadoop method to work, the data 

infrastructure of the targeted system should be 

reviewed and understood. Many cadastral data 

models have been developed to support land 

record systems. All of these are trying to model 

the relation between land and people via rights. 

Some of these models include: Core Cadastral 

Domain Model (CCDM) 

 

ADVANTAGE OF PROPOSED 

SYSTEM 

 
        To predict the fraud detection and perform 

an appropriate action, before the fraud actually 
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occurs. It is possible to overcome the weaknesses 

of all previous data mining models. It can provide 

continue correct Performance of fraud detection 

and previously alert the owner of land. This 

approach used to achieve the best effective and 

efficient for detecting fraud and reduce the 

execution time, Cost effective is also low. 

Performing computation on large volumes of data 

has been done before, usually in a distributed 

setting. What makes Hadoop unique is its 

simplified programming model which allows the 

user to quickly write and test distributed systems, 

and its efficient, automatic distribution of data 

and work across machines and in turn utilizing 

the underlying parallelism of the CPU cores. The 

Four reasons for why we are using Hadoop is, 1: 

Data exploration with full datasets, whether using 

R, SAS, Mat lab or Python, they always need a 

laptop with lots of memory to analyze data and 

build models. In the world of big data, laptop 

memory is never enough, and sometimes not even 

closes. A common approach is to use a sample of 

the large dataset, a large a sample as can fit in 

memory. With Hadoop, you can now run many 

exploratory data analysis tasks on full datasets, 

without sampling. Just write a map-reduce job, 

PIG or HIVE script, launch it directly on Hadoop 

over the full dataset, and get the results right back 

to your laptop. 2: Mining larger datasets, in many 

cases, machine-learning algorithms achieve better 

results when they have more data to learn from, 

particularly for techniques such as clustering, 

outlier detection and product recommenders.  

 Historically, large datasets were not 

available or too expensive to acquire and store, 

and so machine-learning practitioners had to find 

innovative ways to improve models with rather 

limited datasets. With Hadoop as a platform that 

provides linearly scalable storage and processing 

power, you can now store all of the data in RAW 

format, and use the full dataset to build better, 

more accurate models. 3: Large scale pre-

processing of raw data, as many data scientists 

will tell you, 80% of data science work is 

typically with data acquisition, transformation, 

and cleanup and feature extraction. This “pre-

processing” step transforms the raw data into a 

format consumable by the naive byes algorithm, 

typically in a form of a feature matrix. Hadoop is 

an ideal platform for implementing this sort of 

pre-processing efficiently and in a distributed 

manner over large datasets, using map-reduce or 

tools like PIG, HIVE, and scripting languages 

like Python. For example, if your application 

involves text processing, it is often needed to 

represent data in word-vector format using 

TFIDF, which involves counting word 

frequencies over large corpus of documents, ideal 

for a batch map-reduce job 4: Data agility, It is 

often mentioned that Hadoop is “schema on 

read”, as opposed to most traditional RDBMS 

systems which require a strict schema definition 
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before any data can be ingested into them. 

“Schema on read” creates “data agility”: when a 

new data field is needed, one is not required to go 

through a lengthy project of schema redesign and 

database migration in production, which can last 

months. The positive impact ripples through an 

organization and very quickly. 

 

EXPERIMENT ENVIRONMENT AND 

PROCESS 

 
        Fraud analysis has been one of the oft 

quoted use cases for Hadoop. We look at the 

topic further to explore usage of Hadoop 

ecosystem products. Per se, the fraud analytics 

can be divided into 3 further use cases: 

1- Fraud detection: determining if a fraud is 

taking place or has occurred in the past and 

generating appropriate alert for it. 

2- Fraud prevention: implementing controls and 

access to prevent fraud. 

3- Fraud reduction: monitoring and predicting 

patterns to minimize chances of fraud occurrence 

Listed below are some of the methods that can be 

implemented using Hadoop to ensure fulfilment 

of either of the 3 use cases above. 

1- Reduplication -  

            a) Entity matching - This could include 

exact or similar matching of entities like name, 

father name or contact information (phone, e-mail 

id, street, city) or phonetic matches using the 

reduplication methods  Since this is a data 

intensive exercise and requires matching 

previously built index, there cannot be better 

technology fit than Hadoop. 

            b) Social network identity matching - Not 

very commonly used, but emerging off late, is a 

tendency to match social network profiles with 

customer identity. While this technique could be 

quite effective provided you have the right social 

network data feeds, please be aware of privacy 

laws that may be applicable. 

 

2- Outlier detection - 

            A usual outlier will be a deviation from a 

common usage pattern of a customer or 

transaction set. Using custom machine learning 

algorithms or available libraries, we would tend 

to combine data to see any outlier points. 

Clustering, probabilistic distributions along with 

visualization techniques are more common 

methods to derive outliers. 

These may be used in conjunction with 

techniques like path analysis, sessionization, 

tokenization and attribution. Regression, co-

relation, averages and graph analysis may also be 

employed based on functional requirement. 

 

3- Workflow -  

            Transaction streaming, monitoring, alert 

forwarding, alert disposal and transaction 

blocking could be among a few steps that a 

custom workflow may implement in fraud 
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management system. Considering the massive 

volume of transactions, a custom DSL workflow 

may be implemented on top of Hadoop. 

 
 

Figure1:Relationship between data blocks and 

input splits 

 

 

 

 

 

 

 

 

OUTPUT 

 

 
 

Figure2:login of admin 

 

 
 

Figure3:login of user 

 

CONCLUSION 
 

           This thesis identified different fraud 

activities in different situations. The effect of 

those activities on the underlying databases was 

examined and fraud indicators and patterns 
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derived. Using fraud indicators and patterns, it 

was possible to use Hadoop techniques to detect 

the fraudulent activities. So, using Hadoop should 

facilitate the building of fraud detection models 

for land transactions that can then be integrated in 

the registration systems and act as alarm systems. 
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Abstract—Network security is an ever green field and 

cryptography is one part of the network security. Cryptography 

is converting of original message into cipher text which is an 

unreadable form. The cryptanalysis is recovering of the original 

message from the cipher text. Many algorithms are available in 

cryptography architecture. In this paper the computational 

complexity of the Cryptanalysis is studied and that can be 

reduced by using Genetic algorithm, and tabu search is 

compared. The applicability of Genetic algorithms for searching 

the key space of encryption scheme is presented. In Vigenere 

cipher, guessing the key size is done by applying Genetic 

Algorithm. The frequency analysis is used as an essential factor 

in objective function. 

 
Keywords— Poly-alphabetic cipher; Vigenere cipher Particle 

swarm optimization; Simulated Annealing; genetic algorithm; 

Tabu search; firefly algorithm. 
 

I. INTRODUCTION  
 

Cryptanalysis is the method to get the plaintext and or key 

from a cipher text. Cryptography is the art and science of 

rendering data unreadable for all but the intended recipients 

[1, 6]. The purpose of a cryptosystem is to keep no others 

from reading that original data. Plaintext refers to the original 

message before any encryption and cipher text refers to the 

encrypted text. If the unknown person finds the key, he can be 

able to recover the original message. If the key size is larger, a 

search method is preferable rather than trying every key [9].  
There are two types of cryptographic schemes namely 

symmetric cryptography and asymmetric cryptography. The 

symmetric scheme uses the same key for encoding and 

decoding process. Two keys is used in asymmetrical 

cryptography , one for encoding process, known as the public 

key, and the other for decoding process, known as the private 

key. Asymmetric cryptography is often used for key 

distribution and digital signature but its processing speed slow. 

The symmetric cryptography is normally used to encode the 

private data for its high performance. 

The growth of the natural language programming is very 

suitable in the field of cryptography. Many types of natural 

language programming are available. 

 

 
The genetic algorithm, simulated annealing, tabu search, 

particle swarm optimization, firefly algorithm are analyzed 

and the applications of the natural language programming are 

studied here. Genetic Algorithm (GA) is the best optimization 

-heuristics techniques to reduce the time for key search and 

computational complexity while breaking any type of the 

cipher. In artificial intelligence also genetic algorithm, tabu 

search and PSO are used for various applications. 
 

Use of the GA and frequency analysis is the best way 

for finding length of the keyword. Other papers [12, 13, 14, 

15, 16, 17, 18] done more research on genetic algorithms for 

Cryptanalysis. Substitution ciphers are vulnerable to 

frequency analysis. The Genetic algorithm is used to search of 

a key space and to guess the key.  
Mr. Vinod Saroha., et.Al, [30] replace the letter with 

any other letter and transposition method only change position 
of characters.  

Ekta Agrawal et.Al.,[31] analyzes the security 
information with enhanced speed of encryption and decryption 
process. Some variation makes in converting the plain text 
into cipher text for making data more secure so that the 
unauthorized user cannot access the data and cannot 
understand the cipher text easily but same cipher text for 
identical alphabets.  

Sonia Dhull.,et.al., 2013 present a perspective on 
Poly-alphabetic techniques which are currently used only for 
encryption purpose.  

The rest of the paper is organized as follows. Section 
2 describes about the genetic algorithm and its steps and 
different surveys with their limitations. Section 3 details the 
tabu search with the results and discussion. Section 4 presents 
the simulated annealing technique with the results and 
discussion. Section 5 evaluated the results and discussion on 
firefly algorithm.  

Section 6 presents the particle swarm optimization. 

Section 7 and 8 describes the algorithms for tabu search and 

genetic algorithms. The final two sections that are 9, 10 will 

summarize results of GA with one example. 

 

II. GENETIC ALGORITHM  
 

Genetic Algorithm is a general method of solving 

problems to which no obvious solution exists. It is based on 

mailto:saveepme@gmail.com
mailto:sureshkumartt@gmail.com
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the idea of the evolution of a species in nature and so the 

various components of the algorithm are roughly analogous to 

aspects of natural evolution. Common mathematical tasks 

amenable to genetic solutions include computing a curve to fit 

a set of data or approximating Non-deterministic Polynomial 

(NP) problems. Often these operators consist of flipping a 

single random bit of one individual or swapping two randomly 

selected substrings from a pair of [2] parents to generate a new 

child. To simulate Darwinian survival of the fittest some 

representation of the fitness of the individuals must be 

generated. Joseph Alexander Brown [19] has shown the result 

in his paper as how to find the weak keys using genetic 

algorithm technology. The work has also shown the 

comparison between known plain text and chosen plain text. 

The work has shown the result as the genetic algorithm can be 

used in other system attacks.  
In genetic algorithm we have two main operations: 

Crossover and mutation. Crossover is a technique in which the 
bits are interchanged [22]. In crossover we have many types 
such as:  

a. Single-point crossover   
b. Two-point crossover   
c. Uniform crossover   
d. Multi-point crossover   
e. Three-point crossover   
Mutation is a process used to maintain the diversity from 

one generation to the next generation. The main purpose is to 
preserve and introduce diversity [23].  

There are two types in mutation [6]: 

 
a) Flip Mutation: Flip Mutation causes one bit to be 

randomly selected within the chromosome and then 

flipped, a 1 is changed to a 0 and a 0 is changed to a 

1.  
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Fig. 1.  Flow chart for Genetic Algorithm 

 

 
 
Before Mutation: 1010110000110101  
After Mutation: 1011110000110101 

 
b) Swap Mutation: In Swap Mutation two random bits 

are selected and exchanged within the chromosome.  

 
Before Mutation: 1010110000110101  
After Mutation: 1011110000110100 

 

The advantages of GA are: parallelism, liability, 

wider solution space, complexity in the fitness landscape, and 

easy discovery of global optimum. It encounters some 

limitation too, they are: the problem to identifying the fitness 

function, computational time, definition of representation of 

the problem and occurrence of premature convergence. This is 

also a secured algorithm which can be used in data transfer in 

network and cloud computing. 

 

III. TABU SEARCH  
 
Fred Glover proposed tabu search in 1983 to allow local 
search methods to overcome local optima. Tabu search is to 

perform local search in local optimum by allowing non-
improving moves. We maintain a list called tabu list to record 
the recent history of the search. 
 

It is also one of the optimization heuristics techniques 

which prevent the search from returning to a previously 

explored region of the solution space immediately. Hence it 

maintains a list of previous solutions, which are called ‘tabu’; 

hence the name of the technique. Performance of the 

algorithm [11] depends on the size of the tabu list. In the tabu 

list two randomly chosen key elements are swapped to 

generate candidate solutions. In each iteration one worst 

solution in the tabu list will be eliminated with newer one. 

Verma et al [20] compared tabu search and genetic algorithm 

and concluded that tabu search is more powerful than genetic 

algorithm in cryptanalysis of mono-alphabetic substitution 

cipher. Ho yean[11] compared tabu search and genetic 

algorithm in the cryptanalysis of transposition ciphers, Poly-

graphic substitution cipher(Hill cipher) and product cipher(the 

AES cipher).The work has shown that transposition cipher is 

more vulnerable in tabu search and genetic algorithm attack 

and the poly-alphabetic substitution cipher is also susceptible 

in tabu search and genetic algorithm. Advanced Encryption 

Standard (AES) cipher is vulnerable to weak password attacks. 

 

IV. SIMULATED ANNEALING 
 

In 1983, Krik- patrick et al proposed the simulated 

annealing technique which is derived from thermo-dynamic 

considerations with annealing interpreted as optimization 

procedure. Simulated annealing (SA) is used to solve the 

combinatorial optimization problem. It is the process of 

slowly 
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cooling a heated metal in order to attain minimum energy 
state.  

Nalini.N et al [21] have shown the experimental 

result as that the simulated annealing is good at performance 

in cryptanalysis of Simplified Data Encryption Standard. 
 

V. FIREFLY ALGORITHM  

 

Firefly algorithm was developed by Xin- She Yang at 

2007 which is a population based meta-heuristic algorithm. In 

this algorithm we create a virtual swarm of fireflies where 

each firefly is allotted a random position in space. Each firefly 

represents the solution and its brightness depends on the fittest 

function value. The firefly with best fittest function value will 

be brighter. Other fireflies will be attracted towards the 

brighter firefly. 
 

Saibal K.Pal et al [24] have found that the fitness 

value will be increased by increasing the total number of 

generations and also observed that the algorithm works best 
for large input cipher text lengths. 
 
C.S.Rai et al [25] have shown that firefly algorithm is more 

powerful in solving the noisy non-linear optimization and it 

also improves its own space from the previous stage. 

 

VI. PARTICLE SWARM OPTIMIZATION 

 

Particle swarm optimization is developed by Kennedy and 
Elbert in 1995; it is used to solve many optimization problems. 
The algorithm consists of swarm of particles. The fitness of 
each particle represents the quality of the position. The 
particles will fly over the search space in a velocity and that 
velocity is the best position and best solution found by its 
neighbors. 
 

C.S.Rai et al [25] worked on have observed that 

Particle Swarm Optimization is better in terms of speed of 

convergence. 

 

VII. ALGORITHM FOR GA 

GA is applied in four [4] steps:-  
1. Initialize algorithm variables: G the maximum number of 

generations to consider, M the solution pool size and any 

other problem dependent variables.  

 
2. Generate an initial solution pool containing M candidate 

solutions.  
 
3. For G iteration, using the current pool:  

a. Select a breeding pool from the current solution 
pool and make pairings of parents.   

b. For each parental pairing, generate a pair of 
children using a suitable mating function.   

c. Apply a mutation operation to each of the newly 

created children.  

d. Evaluate the fitness function for each of the  
children.  

e. Based on the fitness of each of the children and the 

fitness of each of the solutions in the current pool, decide 

which solutions will be placed in the new solution pool. Copy 

the chosen solutions into the new solution pool.  
f. Replace the current solution pool with the new one. 

So, the new solution pool becomes the current one.  
4. Choose the fittest solution from the final generation. 

 

VIII.TABU SEARCH ALGORITHM 
 

Tabu search algorithm [10] is presented here:-  
1. Input: Intercepted cipher text, the key size P, and the 

language statistics.  
2. Initialize parameters: The size of the tabu list STABU, the 

size of the list of possibilities considered in each iteration 

SPOSS, and the maximum number of iterations MAX. 

3. Initialize the tabu list with random and distinct keys and 
calculate the cost for each key in the tabu list.   
4. For I =1,..., MAX do:   

a. Find the best key with the lowest cost in the 
current tabu list, KBEST.   

b. For j=1,..., SPOSS do: 
i. apply the perturbation mechanism to produce a 

new key KNEW.  
ii. Check if KNEW is already in the list of 

possibilities generated for this iteration or the tabu 
list. If so, return to step 4(b) i. 

iii. Add KNEW to the list of possibilities for this 
iteration.  

c. From the list of possibilities for this iteration, 
find the key with the lowest cost, PBEST.  

d. From the tabu list, find the key with the highest 
cost, TWORST.   

e. While the cost of PBEST is less than the cost of 

TWORST: i. Replace TWORST with PBEST.  

ii. Find the new PBEST.  

iii. Find the new TWORST.   
5. Output the best solution from the tabu list, KBEST (the 

one with the least cost).  

 

IX. CRYPTANALYSIS AND GENETIC ALGORITHM 

 

Cryptanalysis is the method to get the plaintext and 

/or key from a cipher text. Genetic Algorithm (GA) is the best 

optimization heuristics techniques to reduce the computational 

complexity while breaking a [2], [8] Vigenere cipher. 

 
Method for breaking a Vigenere cipher includes two steps: 

 

1. Finding the length of the keyword  
2. Dividing the message into many simple substitution 
cryptograms.   
Use of the GA and frequency analysis is the best way for 

finding length of the keyword. Substitution ciphers are 

vulnerable to frequency analysis. Use of a GA to conduct a 
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directed random search of a key space and to [7] guess the key 

size can suppress the normal frequency data by using more 

than one alphabet to encrypt the message. 
 

Jun Song et al [5] has shown the result that genetic 

algorithm was used to crypt analyze the four round DES. The 

fitness function of genetic algorithm is flexible and also can be 

applied to complex block cipher. It is hard to define the fitness 

function in crypt analyze of four round DES. Hence they 

produced adequate optimum keys based on fitness function. It 

is difficult to produce high fitness function value for each 

search and it can be solved by using multi plaintext/cipher text 

pairs in experiment. The auxiliary fitness function can also be 

used to improve the evaluation measure. 

 
Guang Gong et al [26] proposed the selective discrete- 

fourier spectra attack on stream ciphers. They have divided 

work into two parts. First part is about DFT analysis and 

second part is new fast selective DFT attack which is related 

to fast algebraic attacks. They have used linear feedback shift 

register for more efficient analysis. Hence the attack imposes 

strong Boolean functions defined in the spectral immunity of 

the sequence. The use of standard operators in genetic 

algorithm based pseudorandom series will consume 5% to 

10% lesser time. 
 

Genetic algorithm attacks lead to the creation of security 
against substitution permutation network. This work is proved 
by Bethany Delman et al [7]. We can say that genetic 

algorithm can be used to break non-classical cipher which is 
an emerging field of research. 
 

While using Genetic algorithm search technique in DES, 

we can find many weak keys. The genetic algorithm does not 

see a cipher in the same way a cryptographer using 
mathematical methods does [6]. 
 

The Matthews [27] et al attacks the columnar transposition 

cipher and which was successful only for key length 7. The Clark et 

al[28] attack was successful on a block length of 8, slightly 

successful on a block length of 16, and unsuccessful on a block 

length of 32. The cipher text attacked seemed to play a larger role in 

the attack’s success. 
 

D.Sahoo [29]et al shown the result on mobile host network that 

integration of genetic algorithm and secure key exchange makes the 

security system robust in order to verify authenticity of any client 

nodes entering into the network. 
 

Joseph Alexander Brown et al [6] showed the result on use 

of genetic algorithm in substitution permutation network cipher. 

Location of weak keys was found from the process of selecting 

key classes using genetic algorithm. Then weak keys are 

combined with substitution permutation network properties to 

handle the round keys existent. It is illuminated using key class 

selection method. 

X. POLYALPHABETIC SUBSTITUTION CIPHER  

 
An extension in mono alphabetic cipher is called Poly-

alphabetic Substitution Cipher. The message is broken into 

blocks of equal length; the block is encrypted using a different 

simple substitution cipher key. The message is “Growth of work 

is success” and keyword is permutation, then the encryption 

process is shown. 

 

 
 

 

 

 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z A A 

B C D E F G H I J K L M N O P Q R S T U V W X Y Z B B C 

D E F G H I J K L M N O P Q R S T U V W X Y Z A C C D E 

F G H I J K L M N O P Q R S T U V W X Y Z A B D D E F G 

H I J K L M N O P Q R S T U V W X Y Z A B C E E F G H I J 

K L M N O P Q R S T U V W X Y Z A B C D F F G H I J K L 

M N O P Q R S T U V W X Y Z A B C D E G G H I J K L M N 

O P Q R S T U V W X Y Z A B C D E F H H I J K L M N O P 

Q R S T U V W X Y Z A B C D E F G I I J K L M N O P Q R S 

T U V W X Y Z A B C D E F G H J J K L M N O P Q R S T U 

V W X Y Z A B C D E F G H I K K L M N O P Q R S T U V 

W X Y Z A B C D E F G H I J L L M N O P Q R S T U V W X 

Y Z A B C D E F G H I JK M M N O P Q R S T U V W X Y Z 

A B C D E F G H I J K L N N O P Q R S T U V W X Y Z A B 

C D E F G H I J K L M O O P Q R S T U V W X Y Z A B C D 

E F G H I J K L M N P P Q R S T U V W X Y Z A B C D E F 

G H I J K L M N O Q Q R S T U V W X Y Z A B C D E F G H 

I J K L M N O P R R S T U V W X Y Z A B C D E F G H I J K 

L M N O P Q S S T U V W X Y Z A B C D E F G H I J K L M 

N O P Q R T T U V W X Y Z A B C D E F G H I J K LM N O 

P Q R S U U V W X Y Z A B C D E F G H I J K L M N O P Q 

R S T V V W X Y Z A B C D E F G H I J K L M N O P Q R S 

T U W W X Y Z A B C D E F G H I J K L M N O P Q R S T U 

V X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X Z 

Z A B C D E F G H I J K L M N O P Q R S T U VW X Y A B 

C D E F G H I J K L M N  

 

 

PERMUTATIONPERMUTATIO *Plaintext: 

GROWTHOFWORKISSUCCESS *Cipher text: 

VVFINAOYECEZMJEOVCXAG The decryption 

will be,  
*Keyword: PERMUTATIONPERMUTATIO 

*Cipher text: VVFINAOYECEZMJEOVCXAG 
*Plaintext: GROWTHOFWORKISSUCCESS 
 

For both encryption and decryption vigenere table is used. 

The individual letter of the keyword and the intersection letter given 

by the individual letter of original message present at the column are 

chosen and the cipher text is recovered. The genetic algorithm is 

applied in stream cipher and results of encryption and decryption 

were studied.  
A transformation plays the role of individual in the GA, 

because it provides solution to the spectral immunity. The key’s 

length finds only the key, i.e. the transformation with the fixed length 

‘n’. The first simple solution which seems the most evident is to 

associate separate genes with elements of the transformation ‘T’, i.e. 

associate the i 
th

 gene with the number pi. Obviously in that case 

genes will depend on every other. If some gene (i.e) bits is equal to j 

in GA, then no other gene of this individual can be equal to j, 

because all numbers between 1 and ‘n’ are presented only once in the 

transformation ‘T’. The dependence of bits results in important 
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limitations to operators of mutation and crossover.  
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

                            

 

 

 

                               Fig. 3.  Input Message to be Encoded 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

c. 
 
Fig. 4.  Secret data obtained in Decoding process with GA 
 
series because all of them work with a string of independent 
bits for effective privacy. This leads to prejudice in the 
efficiency of using genetic algorithms. But this association is 
subconsciously comprehensible and doesn't need any 

additional computations to form bits in GA based pseudo-
random series. 
 

To compare GA with pseudo-random series process with fast 

discrete Fourier spectra approach on stream cipher is implemented in 

the java platform. The experiment of encoding and decoding process 

is conducted on the input secret data. 
 

Fig 3 and 4 performs the encoding and decoding 

process on the stream cipher to enhance the security. The 
encrypted data in fig 4 uses the different spectral immunity 
values, so that the same characters in the secret data contains 
the different encrypted symbols. Encoding process on the 
stream cipher using the GA with pseudo-random series 
method consumed lesser memory and time when compared 
with the existing Fast Discrete Fourier Spectra approach on 
stream cipher. 
 

XI. CONCLUSION 

 
The natural language programming is very suitable in 

the field of cryptography. In terms of Performance and measure, 

the Genetic algorithm produces good results in transposition 

cipher bad result in substitution cipher and modern ciphers. 

Genetic algorithm produces better results when compared with 

tabu search algorithm. Based on the survey it has shown that 

Genetic algorithm and tabu search gives better performance when 

compared to the other optimization techniques. A result shows 

the probable of GA with pseudorandom series provide automated 

assisted un-breaking of ciphers. The GA splits the key set 

effectively from the small input texts on stream ciphers during 

decoding process when compared with the Fast Discrete Fourier 

Spectra approach on stream cipher. 
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Abstract:The cloud service provider has the responsibility to maintain the secrecy of users 

information and has to provide secure communication protocol to their clients. Many encryption 

algorithms are available, but in the stream ciphers, the user needs chain of previous stream keys 

to compute the decryption key of current stream. A new feed forward approach for stream cipher 

encryption approach requires only last two stream details to decrypt the current stream. This 

approach will compute the decryption key based on previous two streams and the user could 

obtain the key by having the last two stream information. It will use fixed size streams but 

varying data rate, which may helps computing the key values for the stream. This approach will 

improve the security of cloud environment by providing secure communication.  

Keywords:Cloud Computing, Data Security, Stream Ciphers, Feed Forward C
2
N model. 

1. Introduction: 

 The modern world grows with the amount and size of information which requires 

enormous amount of storage space. Obtaining such heavy memory devices cost higher which is 

not possible for the end user. The introduction of cloud environment paves the way for the 

problem, where the user need not spend more on that still he could access the storage medium. 

There are service providers who provide set of services using which the cloud resource could be 

accessed by the end user. The end user can store and retrieve the required information from the 

cloud through the services available.  

 To maintain the identity of the user and providing data security plays key role in the cloud 

field. The growth of internet technology has introduced many advantages but has many network 

threats. The end user information can be captured by some middle men who is a malicious user 

and can access the information available. These kinds of middle men attacks and malicious 

threats make the service providers to think about their security. There are options in the cloud 

mailto:saveepme@gmail.com
mailto:arumugmdote@yahoo.co.in
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environment which supports the identity management but not the data security. To provide such 

data security, there must be some encryption standards have to be followed.  

 In stream cipher based encryption, the decryption of the stream can be performed by 

having much number of previous streams. The decryption key could be computed based on the 

data present in the previous streams. In a loosely coupled architecture like cloud environment, the 

possibility of having all the previous stream is not possible and there are chance of missing set of 
streams in the middle. This makes the last received stream useless and could not be decrypted.  

To solve the problem of  missing of streams ciphers, there must be an efficient encryption 

technique has to be designed, so that the performance of the cloud environment could be 

improved. Feed forward model is one, where the decryption of a current block can be obtained by 

having very few or recent stream information. The problem of missing a stream in the middle 

also can be solved in this model by performing back propagation methods. The remainder 

secction of the paper is organaized as follows. section 2 discusses the different reaesrch 

contributions in the field of the cloud security. Section 3 illustrates the proposed forward model 

based stream ciphers for secure communication in cloud environment. Section 4 summarizes the 

results and discussions of the proposed work.Fillnaly conclution of the work is presented. 

2. Literature review: 

 There are many approaches has been discussed for data security in cloud environment and 

we discuss few of them here around the problem. 

 

From Single to Multi-clouds [2], it is projected a framework to ensure the security of cloud 

computing to store sensitive information with cloud storage where the providers may be un-

trusted.  To overcome the risks of service availability failure and the possibility of malicious 

insiders in the single cloud a movement towards "multi-clouds", or in other words, "inter clouds" 

or "cloud-of-clouds" has emerged recently. Here they o promote the use of multi-clouds due to 

its ability to reduce security risks that affect the cloud computing user.  

An Ultra Performance Stream Cipher for Pervasive Data Encryption [3], an ultra-performance 

stream cipher that runs into one clock cycle per byte on a typical personal computer. With an 

encryption/decryption rate significantly higher than the disk data transfer rate, it can be employed 

to secure data at rest with almost no user observable performance degradation. The cipher resists 

various known cryptanalytic attacks. Its keystream demonstrates good statistical properties and 

clears all the NIST statistical tests, the new Diehard battery of tests, and the TestU01 batteries of 

tests. 
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 Metadata Attribute Based Cipher-Key Generation System in cloud [5], 

proposed a model where the cipher key is generated based on attributes of metadata. The key 

problems of this approach includes, the generation of cipher key and establishing an access 

control mechanism for the encrypted data using cipher key where keys cannot be revoked 

without the involvement of data owner and the metadata data server (MDS), hence makes data 

owner feels comfortable about the data stored. It proposes a novel Metadata Attribute Based Key 

Generation scheme for cloud data security system by exploiting the characteristic of the data 

stored. It is implemented a security model that incorporates our ideas and evaluated the 

performance and scalability of the secured model. 

Metadata Partitioning for Large-scale Distributed Storage Systems [6], propose a dynamic 

programming method combined with binary search to solve the partitioning problem. With 

theoretical analysis and extensive experiments, we show that our algorithm finds the partitioning 

that minimizes load imbalance among servers and maximize efficiency of metadata operations. 

 Perimeter – Pseudonymization and Personal Metadata Encryption for Privacy-Preserving 

Searchable Documents [11], presents a Pseudonymization and personal meta data encryption 

approach for ensuring data security that specifically addresses internal attackers by minimizing 

the leakage of sensitive information in case of unauthorized data disclosure, i.e., data theft. It 

provides (i) key management without the need of external trusted third parties, (ii) secure 

document storage by Pseudonymization, (iii) a pseudonym-based authorization mechanism 

controlled by the data owners, and (iv) a privacy-preserving query mechanism that efficiently 

searches within encrypted metadata. 

 Ensuring Data Security for Secure Cloud Hybrid Framework [13], a simple hybrid 

framework is proposed with the help of encryption algorithms. This hybrid framework produces 

a secure data which can be transferred over the clouds. The combination of  RC4, SHA and RSA 

is used to enhance data security  and to give more energy efficient and fast working  

environment. A practical implementation of the  framework can be performed.  

 

An Efficient  Chaos - Based Optimization Algorithm  Approach For Cryptography [14], presents 

an overview of  cryptography, optimization algorithm and chaos theory is provided and a novel 

approach for encryption and decryption  based on chaos and optimization algorithms is 

discussed. In this article, the basic idea is to encrypt and decrypt the information using the 

concept of genetic algorithm with the pseudorandom sequence further used as a key in genetic 

algorithm operation for encryption: which is generated by application of chaotic map. This 
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attempt result in good desirable cryptographic properties as a change in key will produce 

undesired result in receiver side. The suggested approach complements standard, algorithmic 

procedures, providing security solutions with novel features. 

 The discussed approaches has the problem of computing and verifying the key 

generation process for decryption and does not provide data security in more strategic way. 

3. Feed Forward Model Based Stream Ciphers: 

         A new feed forward model is used for performing data encryption in stream cipher based 

cloud computing. Figure 1 shows the Feed Forward Model Based Stream Ciphers system 

architecture. This architecture includes various stages as follows: Key Generation, Stream 

Generation, Stream Encryption, and Stream Decryption, Feed Forward Model.  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

               Figure 1: Feed Forward Model Based Stream Ciphers system architecture. 
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 The cloud service provider generates the key or the service generates the key for 

the request by randomization approach. The key generation is performed by random generation 

approach. We use two values an integer value which specify the size of key and the equivalent 

character with the integer value. Generated two values are used given as input to perform the 

stream encryption. The second value specifies the encryption key which has to be used to 

perform encryption process. The service the invokes the stream generation and encoding process. 

Algorithm: 

Input: Null 

Output: Integer I , Encryption key K 

Step1: if this is the first stream then 

  Choose an integer using random approach 

  I =           
 

   
 

            Else 

 I = compute stream difference between previous two streams. 

          End.     

Step2: Choose Encryption Key Ek using random approach. 

Step3: Return values 

Step4:stop. 

 

3.2. Stream Generation and Encryption: 

 The cloud service invokes this stream generation phase and at this stage the 

process chooses the data to be encrypted and performs encryption. Whatever the data of size 

being selected the key selected for encryption is used to perform encryption. The input data 

stream will be encoded with the encryption key and the output stream will be given for padding 

process.  

Algorithm: 
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Input: Integer I, Encryption key Ek. 

Output: Encoded cipher text T. 

Step1: Read a random sized stream from the total stream TS. 

 S =           
 

   
 

Step2:for each bit Bi from S 

   Encrypt S with Ek. 

 End 

Step3: stop. 

 

3.3. Padding: 

 The padding is the real encoding process which is performed by the sender where 

the user could easily identify the padded information and helps to perform decryption process.  

The padding process will be given with the stream encoded and the random integer generated at 

the key generation phase. The encoded stream is converted into binary and we count the number 

of 1’s and 0’s present in the stream. The difference between them makes the difference and we 

pad the number of 1’ s or 0’s at the end or at the start of the stream which will be changed at 

different sessions which knows only the registered user of the cloud. 

Algorithm: 

Input: Encoded Stream ES, Integer I. 

Output: Padded Stream Ps. 

Step1: start. 

Step2: Choose a random function R =            
 

   
 

Step3: If R==1 then 

 If R.Loc == 1 then 

  Add 1’s at the end 



                           International Journal of Innovative Research in Engineering Science and Technology 

                                        June  2017                                                               ISSN  2320 – 981X 
 

Selvam Indian Research Publications @ Selvam Educational Institutions   IJIREST   Vol.  V    Issue 02    Pp 42- 55 

  ES = ES+      
 

   
  

 Elseif R.Loc=0 

  Add 0’s at the end 

  ES = ES+      
 

   
  

 End 

 End 

         If R==0 then 

 If R.Loc == 1 then 

  Add 1’s at the START 

  ES = ES+      
 

   
  

 Elseif R.Loc=0 

  Add 0’s at the sTART 

  ES = ES+      
 

   
  

 End 

         End 

Step4: Stop. 

 

3.4. Stream Decryption: 

              The data stream received from the cloud service is decrypted by the end user using the 

following approach. The method first computes the difference between number of 1’s and 0’s 

from the stream. The user maintains set of keys and the difference specifies the key which has to 

be used to perform the decryption. The particular key will be selected to perform decryption. 

Before doing that the user removes the padded data from the direction it uses at the particular 

session. 
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Algorithm: 

Input: Encoded Stream Es, Key Set Ks. 

Output: original Text T. 

Step1: Compute bit difference BD =                

Step2: Remove excess pads ES = ES-BD. 

Step3: Choose decryption key dk = Ks(BD). 

Step4: for each bit Bi from ES 

 Decrypt data. 

 End 

Step5: stop. 

3.5. Feed Forward Model: 

 The functionality of each component has been discussed in this sections and the 

composite component is named as feed forward model. In this model, the selection of random 

integer is generated at the first time the stream being sent. At the next time, the difference 

between previous two stream bits has been used. In this model if the user has missed a particular 

stream, still he can identify the size of stream being used by computing the difference between 

the size of current stream and if he could receive the missing stream at later stage it can be 

decrypted successfully.  

4. Results and Discussion: 

 Cloud computing is a new technology which offers good number of benefits to its 

users. The security issues of the cloud computing may discourage the users to use this cloud 

technology. Understanding the type vulnerabilities of cloud will help the users to effectively 

utilize the cloud. The proposed feed forward model for stream ciphers is fully focused and 

developed to improve the cloud security. It has been implemented and tested for its efficiency. 

The method maintains the public auditability of cloud environment. The cloud services have been 

achieved its efficiency in performing data encryption based on stream ciphers. 

4.1. Tamper Resistance: 
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 The tamper resistance is the measure of tamper of the cloud network. It is 

computed based on the number of times the attack has been performed and also the number of 

times it has been successful. 

 

  

Graph1: Comparison of tamper resistance of different algorithm 

 The graph1 shows the comparison of tamper resistance of different algorithms. It 

shows clearly that the proposed method has achieved higher tamper resistance and provides more 
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security to the communication systems and more security to the cloud services.

 

Graph2: Comparison of time complexity of encryption 

 The graph 2 shows the comparison of time taken by different methods to perform 

encryption process and it shows clearly that the proposed approach has less time complexity than 

others. 
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Graph3: Comparison of decryption time complexity 

 The graph 3 shows the comparison of different methods decryption time 

complexity and it shows that the proposed method has produced less time than other methods. 

5. Conclusion: 

 For the upcoming years the security of the cloud framework has to be improved 

efficiently to use this great service completely. The proposed a feed forward model had generates 

encryption keys for stream ciphers in cloud environment using randomization approach for the 

first round and then uses last two sequences of streams to compute the decryption key for the 

next streams. The cloud service maintains set of encryption keys. It has been selected according 

to the difference or addition of size of streams or the function is chosen by the cloud service at 

different sessions. The padding style was different each session, which provides high tampering 

resistance for the proposed approach. The proposed method produces less time complexity and 

produces higher tamper resistance than other approaches. This work can be further improved by 

increasing the speed of time of encryption and decryption . 
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Abstract 

Large amount of data can be collected from the Internet and travel guides, but these resources 

normally recommend personalized Point of Interest (POI) that is considered to be familiar, but they do not 

provide sufficient information to the interest preference of the users or hold to their trip constraints. The 

resources collected from the Internet and travel guides, normally recommend familiarized Point of 

Interest (POI). Such resources do not provide sufficient information to the users interest preference. 

Compared to the existing approaches, this approach is both personalized and also able to recommend a 

travel sequence. Topical package space is constructed which includes representative tags, the cost 

distributions, visiting time and visiting season of each topic. These resources are mined to bridge the 

vocabulary gap between user travel preference and travel routes. It utilizes two kinds of social media: 

travelogue and community-contributed photos. The textual descriptions of both user and routes are 

mapped to the topical package space to get user topical package model and route topical package model.  

First famous routes are ranked according to the similarity between user package and route package. Then 

top ranked routes are further optimized by social similar users travel records. The method suggests that 

the POIs are optimized to the users’ interest preferences and POI popularity. 

 

Index Terms - Point of Interest, Topical package space, user topical package , route topical 

package travelogue, community-contributed photos 

 

1. INTRODUCTION 

    There were two ways to tackle TS 

arrangement (TSA) problem, which included 

package tourism provided by travel agency who 

arranged entire travelling program. The other 

was independent tourism in which travelers 

arranged travelling details themselves after 

collecting the information. And independent 

tourism was getting popular, due to its tourism 

flexibility and customization. To cater for 

independent tourism customer, online traveler 

recommender system with particular tourism 

packages had been already developed by many 

travel agencies. These recommendations focused 

on query conditions. Intelligence travelling 

recommender system included two reasoning 

processes, the first was general reasoning and the 

second was exception one. 

 

1.1 OVERVIEW OF THE PROJECT 

    Recommendation systems and adaptive 

systems have been introduced in travel 

applications to support the travelers in their 

decision-making processes. The interests are 

according to what people like doing more, some 

people can analyze in a better way than others 

while others might just learn what they are 

supposed to learn as it is. This approach is able to 

recommend a travel sequence rather than 

personalized Points of Interest (POIs). 

 

1.1.1 Social Based Recommender System 

A Tourist-Area-Season Topic (TAST) 

model was developed, which represents travel 

packages and tourists by different topic 

distributions, where the topic extraction was 

conditioned on both the tourists and the intrinsic 

features like  locations, travel seasons of the 

landscapes. Furthermore, the TAST model was 

extended to the Tourist-Relation-Area-Season 

Topic (TRAST) model for capturing the latent 

mailto:priyacit.itech@gmail.com
mailto:tovijayakumar@gmail.com
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relationships among the tourists in each travel 

group. Finally, the TAST model, the TRAST 

model, and the cocktail recommendation 

approach were evaluated on the real-world travel 

package data. The cocktail approach was much 

more effective because experimental results 

show that the TAST model could effectively 

capture the unique characteristics of the travel 

data.  

 

1.1.2 Collaborative Filtering 

 A composite recommendation system for 

travel planning which was based on the central 

idea that the usual recommender systems provide 

users with a list of recommendations and a single 

item under each recommendation like a book or a 

CD. However travel planning applications could 

get benefit from a system which could 

recommend packages whose items will be in the 

form of sets or sequences and it could be based 

on user preferences like budget , location etc. 

That raised the need for a system which could 

recommend top-k packages for users to choose 

from. This paper proposed a novel system, 

CompRec-Trip, which could automatically 

generate composite recommendations for travel 

planning. The system leverages rating 

information from underlying recommender 

systems, allows flexible package configuration 

and incorporates users' cost budgets on both time 

and money. It had a very good graphical user 

interface which could let users to customize the 

returned composite recommendations and took 

into account external local information. Thus 

user gets customized package which is more 

efficient than conventional recommendation 

system. It’s better than even Hybrid 

recommendation strategy to produce an efficient 

result to the travelers. The collaborative tagging 

which mainly works in tagging the neighboring 

places by predicting the value for the suggested 

areas and this mechanism helps to capture 

effective results in the real world recommender 

system. 

 

1.1.3 Location Based Social Network 

 People share their locations on location 

based social networks and write their likings and 

disliking about those places there. By these data 

i.e. crowd source digital footprints, one could 

guess user preference to locations. A prototype 

system was developed which obtained users 

travel demands from mobile client and thus 

generated travel package containing multiple 

points of interest and their visiting sequence. 

This approach dissipated and improvement in 

accuracy and diversity according to the 

experimental results. 

 

1.2 OBJECTIVES OF THE PROJECT 

  The main objective of this project is to provide 

both personalized and sequential travel route for 

the users based on their POI’s. 

  The main contributions are: 

 To give a personalized travel 

recommendation rather than a general 

recommendation.  

 Automatically mine user’s travel interest 

from user contributed photo collections 

including consumption capability, preferred 

time and season which is important to route 

planning and difficult to get directly. 

 Ranking is performed based on the 

similarity between user package and route 

package, and top ranked famous routes are 

further optimized according to social similar 

users’ travel records. 

 Takes advantage of the complementary of 

two big social media to construct topical 

package space. 

 

2. EXISTING SYSTEM 

Mainly introduce three aspects of related 

works (1) travel recommendation on various big 

social media; (2) personalized travel 

recommendation; (3) travel sequence and travel 

package recommendation. 

 

2.1 Graph-based Point-of-interest 

Recommendation with Geographical and 

Temporal Influences 

The availability of user check-in data in 

large volume from the rapid growing location-

based social networks (LBSNs) enables a 

number of important location-aware services. 

Point-of-interest (POI) recommendation is one of 

such services, which is to recommend POIs that 

users have not visited before. It has been 

observed that: (i) users tend to visit nearby 

places, and (ii) users tend to visit different places 
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in different time slots, and in the same time slot, 

users tend to periodically visit the same places. 

For example, users usually visit a restaurant 

during lunch hours, and visit a pub at night. In 

this paper, we focus on the problem of time-

aware POI recommendation, which aims at 

recommending a list of POIs for a user to visit at 

a given time. To exploit both geographical and 

temporal influences in time-aware POI 

recommendation, we propose the Geographical-

Temporal influences Aware Graph (GTAG) to 

model check-in records, geographical influence 

and temporal influence. For effective and 

efficient recommendation based on GTAG, we 

develop a preference propagation algorithm 

named Breadth-first Preference Propagation 

(BPP). The algorithm follows a relaxed breath 

first search strategy, and returns recommendation 

results within at most 6 propagation steps. Our 

experimental results on two real world datasets 

show that the proposed graph-based approach 

outperforms state-of-the-art POI 

recommendation methods substantially. The 

availability of historical check-in data in LBSNs 

enables POI recommendation service. In this 

paper, we focus on the problem of time-aware 

POI recommendation, which considers the 

temporal influence in user activities. We propose 

the GTAG to model the check-in behaviors of 

users and a graph-based preference propagation 

algorithm for POI recommendation on the 

GTAG. The proposed solutions exploit both the 

geographical and temporal influences in an 

integrated manner. We conduct extensive 

experiments over two real-world LBSN datasets. 

The experimental results show that the proposed 

methods beat all baselines significantly. 

 

2.2 Drawbacks 

 The existing studies related to travel 

sequence recommendation did not well 

consider the popularity and personalization of 

travel routes at the same time.  

 It is far more difficult and time 

consuming for users to plan travel sequence 

than individual POIs. 

 However, general travel route planning 

cannot well meet users’ personal 

requirements. 

 Existing studies focused more on famous 

route mining but without automatically 

mining user travel interest. 

 

3. PROPOSED SYSTEM  

Automatic travel recommendation is an 

important problem in both research and industry. 

Big media, especially the flourish of social media  

offers great opportunities to address many 

challenging problems, for instance, GPS 

estimation and travel recommendation. 

Travelogue websites (e.g., www.igougo.com) 

offer rich descriptions about landmarks and 

traveling experience written by users. 

Furthermore, community-contributed photos 

with metadata like tags, date taken, latitude etc. 

on social media record users daily life and travel 

experience. These data are not only useful for 

reliable POIs (points of interest) mining, travel 

routes mining, but give an opportunity to 

recommend personalized travel POIs and routes 

based on user’s interest. 

Online mode focuses on mining user 

package and recommending personalized POI 

sequence based on user package. First, tags of 

user’s photo set are mapped to topical package 

space to get user’s topical interest distribution. 

For example, if a user usually takes part in 

luxurious activities like Golf and Spas, he is 

more likely to be rich. Combine user topical 

interest and the cost, time, season distribution of 

each topic to mine user’s consumption capability, 

preferred visiting time and season. After user 

package mining, rank famous routes through 

measuring user package and routes package. At 

last, optimize the top ranked routes through 

social similar users’ travel records in this city. 

Social similar users are measured by the 

similarity of user packages.  

In offline mode, the topical package 

space is mined from social media combining 

travelogues and community contributed photos. 

Four travel distributions (i.e., topical interest, 

time, season and cost) of each topic are described 

in topical package space.. For example, the “date 

taken” of Flickr may be error with the influence 

of time difference.  Sometimes observe in 

community-contributed photo the “date taken” of 

night scene is daytime. In offline module, mine 

POIs and famous routes from community 
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contributed photos, and obtain routes’ packages 

through mapping travelogues, which are related 

to these routes, to the topical package space. 

 

3.1 Advantages 

 Recommends not only POIs but also 

travel sequence, considering both the 

popularity and user’s travel preferences at the 

same time.  

 The system automatically mines user’s 

and routes’ travel topical preferences 

including the topical interest, cost, time and 

season 

 

4. SYSTEM METHODOLOGY 

 The system considers not only user’s 

topical interest but also the consumption 

capability and preference of visiting time and 

season. A topical package space is build, and 

map both user’s and route’s textual descriptions 

to the topical package space to get user package 

and route package under topical package space. 

 

4.1 Contemporary Package Model (TPM) 

learning method 

The proposed system is a personalized POI 

sequence recommendation system which could 

automatically mine user’s travel attributes such 

as users interest, consumption capability, 

preferred time and season. The terms used are:  

 Package space construction  

 Route package 

 User package 

 

4.1.1 Package space construction 

 It is a kind of space in which the four 

travel distributions of each topic are described by 

(1) representative tags mined from travelogues 

which describe POIs within the same topic; (2) 

the average consumer expenditure of the POIs 

within this topic, which are also mined from 

travelogues; (3) distribution of the visiting 

season of the twelve months mined by the “date 

taken” attached with the community-contributed 

photos; (4) distribution of visiting time during 

the day from travelogues. The usage of topic 

package space is to bridge the gap between user 

interest and the attribute of routes.  

 

4.1.2 Route package  

To save the online computing time, the 

travel routes and the attributes of the routes are 

mined offline. After mining POIs, to construct 

travel routes, the spatio-temporal structure of the 

POIs are analyzed among travelers’ records. 

First, the users who only upload few photos or 

only take photos at one POI are removed. 

Second, to each user, the spatio-temporal 

structure of the POIs is constructed according to 

the “data taken”. POI with the earlier timestamp 

is defined as the “in” and the POI with a later 

timestamp, on the contrary, is defined as “out”. 

The famous route mining is finished and famous 

routes of each city are obtained. 

 

4.1.3 User package  

User package is learnt from mapping the 

tags of user’s photos to topical package space. It 

contains user topical interest distribution, user 

consumption capability, preferred travel time 

distribution and preferred travel season 

distribution.  

 

5. SYSTEM ARCHITECTURE 

The existing systems did not  consider  

the attributes like consumption capability. It 

focused more on famous route mining but 

without automatically mining user travel interest.  

The route recommendation is done with the help 

of Topic Modelling Algorithm to automatically 

mine user travel interest from two social media, 

community-contributed photos and travelogues. 

Automatically mine user’s travel interest from 

user contributed photo collections including 

consumption capability, preferred time and 

season which is important to route planning and 

difficult to get directly. 

 
 

Fig. 1. System Architecture 
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5.1 Pre-processing the dataset 

Data preprocessing describes any type of 

processing performed on raw data to prepare it 

for another processing procedure. Commonly 

used as a preliminary data mining practice, data 

preprocessing transforms the data into a format 

that will be more easily and effectively processed 

for the purpose of the user. The dataset consists 

of travelogues and community contributed 

photos. 

 

Fig. 2. Dataset Preprocessing 

5.2 User Package Model  

User Topical Interest Mining Method 

 This module illustrates user topical 

interest mining method. Map the textual 

description (tags) of user‘s community photos to 

the topical package space to present the user’s 

travel preference of different topics, which is 

defined as user topical interest distribution.  

Cost, Time and Season Distribution Mining 

The easiest way to obtain the time 

preference seems to analyze the “date taken” of 

the photo.  

5.3 Route Package Model  

Route Mining 

 To save the online computing time, travel 

routes and the attribute of the routes are mined 

offline. After mining POIs, to construct travel 

routes, the spatio temporal structure of the POIs 

among travelers’ records is analyzed .  

Route Package Mining 

 It describes routes topical package model 

mining. Mine POI’s package including POI 

topical interest distribution, POI cost distribution, 

time distribution and season distribution. Then to 

each route, compute average for all the POIs on 

the route to get route topical package model. 

 

 Fig. 3. Route Package Space Construction 

 

 

5.4 Personalized Travel Sequence 

Recommendation   

 After mining user package and route 

package, travel routes recommendation module 

is introduced. It contains two main steps: (1) 

routes ranking according to the similarity 

between user package and routes packages, and 

(2) route optimizing according to similar social 

users’ records. 

5.5 Routes Recommendation Module  

Routes Ranking 

 Assume R = {r1; r2; :::; rn} is a set of n 

travel routes mined offline. Rank these routes 

according to the similarity between user package 

and routes packages. 

Route Optimizing  

 After POI and route ranking module, a set 

of ranked routes ^R are determined. Further 

describe the optimization of top ranked routes 

according to social similar users’ travel records. 

Firstly, introduce how to mine social similar 

users and their travel records. Then, the roads are 

optimized by social users’ travel records. 

 

Fig. 4. Route Optimization 

6. CONCLUSION 

The advantages of this project are 1) The 

system automatically mines user’s and routes’ 

travel topical preferences including the topical 
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interest, cost, time and season, 2) Recommends 

not only POIs but also travel sequence, 

considering both the popularity and user’s travel 

preferences at the same time. The famous routes 

are mined and ranked based on the similarity 

between user package and route package and 

then optimize the top ranked famous routes 

according to social similar users’ travel records. 
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 Abstract: Mobile Adhoc networks is a wireless network 

consists of number of nodes. The nodes consists of sending 

packets from source to destination via path connection. The path 

connection is of multipath routing and it is very unstable and go 

down at any time and making the connection on Adhoc network 

is difficult. If primary path fails to send the packet to 

destination then the secondary path is used to send the packets. 

In multipath routing from the route failures that provides fault 

tolerance and load balancing. The path connection establish the 

link from source to destination via intermediate nodes. In 

mobile Adhoc network the path is unstable due to mobility of 

nodes. The multipath routing protocol provides fault tolerance 

and load balancing. This fault tolerance is used to quickly 

recover from route failures.  

 

Keywords : MANET, ad hoc networks, Routing protocols, QoS. 

 

I. INTRODUCTION 

Mobile Ad Hoc Networks (MANETs) are not 

centralized means in the network the nodes are operating in 

distributed manners. These are self-organized networks. 

MANETs are infrastructure less networks because the nodes 

are mobile. All the nodes can move in any direction while 

communicating and these nodes can act as both router and 

host. So, these networks are dynamic in nature means can 

change their topology. MANET are created dynamically and 

maintained by individual nodes comprising the network. In 

MANET all communication occurs through a wireless 

medium.   MANETs also possess multi hop routing means 

packets are allowed to forward to destination through 

multiple nodes thus creating each node act as terminal as well 

as router. Routing is task of transferring data from source to 

destination while maximizing network performance. So it 

becomes a challenge in MANETs. Because of changing 

topology and network density, limited resources changes 

paths which were initially efficient but can quickly become 

inefficient and infeasible. 

In such networks, nodes are typically distinguished by their 

limited power, processing, and memory resources as well as 

high degree of mobility. Due to the limited transmission 

range of wireless network nodes, multiple hops are usually 

needed for a node to exchange information with any other 

node in the network.  

 

 
Fig 1 MANET infrastructure 

 

 

Thus routing protocols play an important role in ad hoc 

network communications. Since all nodes in an ad hoc 

network can be connected dynamically in an arbitrary manner 

it is usually possible to establish more than one path between 

a source and a destination. 

 

Mobile Ad Hoc Networking (MANET): Routing 

Protocol Performance Issues and Evaluation 

Consideration, this describes the characteristics of MANET 

and their idiosyncrasies with respect to traditional, hardwired 

packet networks.  It  then  discuss the effect these differences 

have on the design and evaluation of network control 

protocols with an emphasis on routing performance 

evaluation considerations. 

 

 

Split Multipath Routing with Maximally Disjoint 

Paths in Adhoc Networks 

mailto:rajavenkates@gmail.com
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This describes in recent years, routing has been the most 

focused area in ad hoc networks research. On-demand routing 

in particular, is widely developed in bandwidth constrained 

mobile wireless ad hoc networks because of its effectiveness 

and efficiency. Most proposed on-demand routing protocols 

however, build and rely on a single route for each data 

session. Whenever there is a link disconnection on the active 

route, the routing protocol must perform a route recovery 

process. In QoS routing for wired networks, multiple path 

routing is popularly used. Multiple routes are however, 

constructed using link-state or distance vector algorithms 

which are not well-suited for ad hoc networks. The on-

demand routing scheme called Split multipath routing (SMR) 

that establishes and utilizes multiple routes of maximally 

disjoint paths. Providing multiple routes helps minimizing 

route recovery process and control message overhead. To 

distribute data packets into multiple paths of active sessions. 

The traffic distribution efficiently utilizes available network 

resources and prevents nodes of the route from being 

congested in heavily loaded traffic situations. Thus evaluate 

the performance of our scheme using extensive simulation. 

 

A path availability model for wireless ad hoc 

networks, a common characteristic of all popular multi-path 

routing algorithms in mobile ad-hoc networks, such as 

AOMDV, is that the end to end delay is reduced by utilization 

of parallel paths. The competition between the neighboring 

nodes for obtaining a common channel in those parallel paths 

is the reason for end to end delay increment. In fact, due to 

medium access mechanism in wireless networks, such as 

CSMA/CA, data transmissions even through two node-

disjoint paths are not completely independent and each path 

will affect the other one. In this paper have modified the 

AODV protocol which results in selection of zone-disjoint 

paths, to the extent feasible, and as a result we achieve less 

end to end delay. The efficiency of the proposed protocol has 

been evaluated on different scenarios and there has been a 

noticeable improvement in the packet delivery ratio and also 

in the reduction of end-to-end delay comparing to AOMDV. 

 

ZD-AOMDV: A New Routing Algorithm for Mobile 

Ad-Hoc Networks, this describes the MANET is a collection 

of mobile nodes that can communicate with each other using 

multihop wireless links without utilizing any fixed based 

station infrastructure and centralized management. It is very 

necessary for MANETs to have an efficient routing and QoS 

mechanism to support diverse applications. Multipath routing 

allows the establishment of multiple paths between a single 

source and single destination node. This paper discusses the 

Multipath routing problem of MANETs with multiple QoS 

constraints, which may deal with the delay, bandwidth and 

reliability metrics, and describes a network model for 

researching the routing problem. It presents a Node-Disjoint 

Multipath routing protocol with multiple QoS constraints 

(NDMRP). The NDMRP successfully solves the QoS routing 

problems when nodes change dynamically in the networks. It 

only requires the local state information of the link but does 

not require any global network sate to be maintained. It can 

effectively decrease the overhead for the network lifetime, and 

improve the success ratio of seeking links. Simulation results 

show that the NDMRP provides an available means to 

implement routing, and adapt to all kinds of the topology 

networks, and have better expansibility. 

 

A new approach to on-demand loop-free multipath 

routing, in this on-demand multipath source routing scheme 

in mobile ad hoc networks called "split multipath - dynamic 

source routing" (SMP-DSR) is proposed. The proposed 

protocol establishes and utilizes multipath maximally disjoint 

routes in order to improve fault tolerance and to provide load 

balancing via multipath routing. Based on simulation results, 

our protocol performs well over a variety of environmental 

conditions such as host density and movement rates, 

particularly it achieves a high rate of successful packet 

delivery in all cases. 

 

Redundant source routing for real-time services in ad 

hoc networks, Quality-of-service in ad hoc networks is 

becoming more important with progress of the ad hoc 

networking research and development. In this paper, we 

proposed a new routing protocol named RSR for ad hoc 

networks. RSR is one type of redundant dispersity routing 

protocol. Through the judicious use of packet replication in 

RSR, the performance of network applications in ad hoc 

network is significantly enhanced. This enhancement is of 

great meaning for mission-critical applications with stringent 

delay requirement, especially in networks with frequently 

changing topologies. Both TCP and UDP traffic are used to 

evaluate the performance of RSR using DSR as the 

benchmark. The simulation results show that RSR improves 

the packet drop rate and end-to-end delay for UDP traffic and 

improves the end-to-end good put for TCP traffic. RSR is a 

good candidate for QoS routing and fault-tolerant real-time 

services in ad hoc networks. 

 

The main design criteria for the routing protocols in 

MANETs are as follows: 

 Scalability and reliability 

 Simplicity and ease of implementation Fault 

tolerance 

 Dynamic topology maintenance 

 Distributed and lightweight 

 

In most cases, the ability of creating multiple routes from 

a source to a destination is used to provide a backup route. 
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When the primary route fails to deliver the packets in some 

way, the backup is used 

 

A. Routing of MANETs: 

 

In routing user data is send from sender to destination 

through network. The routing functions are: 

 Path Generation 

 Path Selection 

 Data transmission 

 Path Maintenance 

1) Path Generation- In this, path is generated from scattered 

environment of network. There are multiple path generated 

from sender to destination. 

2) Path Selection- In the previous phase, there were multiple 

path and from them suitable path is chosen for data 

transmission so that time, memory and overhead will be less 

and performance is better. 

3) Data transmission- In this data is transmitted from sender 

to destination on the selected path 

4) Path Maintenance- The suitable path must have to 

maintain using control messages like Hello. If the link is 

broken and not active then using hello messages, 

maintenance of the route is done. 

 

B. Characteristics of Routing Protocols 

 

The Routing protocols should be: 

 Adaptable of an grouping data 

 Application specific 

 Adaptable of improving energy consumption 

 

C. Route discovery 

When a node wants to communicate with another node in the 

network a unique communication path is established between 

the sender and the receiver nodes. The source node scans the 

neighborhood vector for the destination. If the destination 

node is identified to be the single hop neighbor of the source, 

the source nodes starts transmitting data packets. The 

transmission of data will be uninterrupted until there is no 

change in the geographical positions of the source and the 

destination nodes.  

 

Greedy forwarding uses the positions of neighbour nodes 

and a packet’s destination to make packet forwarding 

decisions. Specifically, if a node knows its neighbours’ 

positions, the locally optimal choice of the next hop is the 

neighbour that is geographically closest to the packet’s 

destination. In this, each RREQ packet has the same 

structure, including the ID and position of the destination, the 

ID, position and velocity of the current node Ni, and the link 

lifetime calculated by Ni (the RREQ sent by S does not 

include the link lifetime, so the initial value of the link 

lifetime in the RREQ is set as 0). 

 

 
Fig 2 Primary path -Local-backup path 

 

The neighbors in the neighborhood vector are stored in 

the increasing order of their  distances. The source node 

generates a RREQ packet and forwards it to n/k neighbors 

(where n is the total number of the neighbors and K1 – 

ratability parameter - a random Number between 3 and 7) 

from the neighborhood vector targeting the farthest nodes 

from the source node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3 Architecture diagram 

 

D.Determination of Number of Rebroadcast  

 

The number of rebroadcasts is determined by the 

rehabilitee parameter K which ranges between 3 and 7. The 

number of route requests to be rebroadcast by each node to 

determine an optimal path depends on the chosen rehabilitee 

parameter and the local density of the network. Selecting half 

of the neighbors from the neighborhood vector in a dense 

network establishes a shortest path between the source and 

the destination nodes reducing the control overhead to half 

from the one that is actually required. 

 

Route Discovery 

Determination of Number 

of Rebroadcast 

Approach to Reduce the 

RouteRequesting 

Flooding 
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E. Approach to Reduce the Route Requesting Flooding  

Route request flooding is a major concern in route request 

phase in AODV. It is possible that the destination is 

unreachable or request lost due to transmission errors. In 

these cases, source initiates the route discovery process again. 

Even though routing overhead is less compared to proactive 

protocols, route discovery overhead leads to wastage of the 

limited resources in the network .  

When S is about to send data to D and no route for D is 

available, then route discovery is started. S selects the node 

nearest to D (here node a is selected) from its neighbour table 

as the next hop and sends RREQ (by RREQS, we denote the 

RREQ packet sent by S) to it. Here, the link (S, a) of primary 

path is established. Nodes a, e, i, and j may receive this 

RREQ simultaneously. When a receives RREQS, it records 

RREQS in its RREQ table and updates the corresponding 

fields of RREQ (RREQS) with its ID,position, velocity, and 

LET(S, a). Then, node a selects b as its next hop and sends 

RREQa to b (RREQa denotes the RREQ that has been 

updated by a). When e, i, and j receive RREQS, they add it to 

their respective RREQ tables. When e and j receive the same 

RREQa, they calculate PET(S, e, a) and PET(S, j, a), 

respectively 

 
Fig 4 Route Maintanance 

 

 

The main intention is to propose a simple method, having 

less overhead for route search in AODV. The proposal also 

has minimal computational complexity and communication 

overhead. This method considers the probability of success to 

connect to the destination. The probability depends on the 

previous behavior of a node to get the destination through an 

outgoing link. To calculate this probability, connectivity 

index ( μ  k) is used as the probability of choosing the 

neighbor to initiate a route request. 

 

F. Simulation Parameters 

 

PARAMETER VALUES 

                    

II. RELATED WORKS 

 

Recently, there have been some works on multipath 

routing in ad hoc networks. Multipath-DSR (M-DSR) is a 

simple multipath extension of the popular DSR in which 

alternate routes are maintained so that they can be utilized 

when the primary route fails. Instead of replying only to the 

first received RREQ the destination node sends an additional 

RREP for a RREQ which carries a link disjoint route 

compared with the routes already replied. Split multi-path 

routing (SMR), proposed in, focuses on building and 

maintaining maximally disjoint paths, however, the load is 

distributed in two routes per session. However, M-DSR can't 

compute link disjoint paths in many cases because the 

intermediate nodes drop every duplicate RREQ that may 

comprise another link disjoint path. In AODV-BR, an 

extension of AODV, multiple routes are maintained and 

utilized only when the primary route fails. However, traffic is 

not distributed to more than one path.  

Multiple Source Routing protocol (MSR) proposes a 

weighted round-robin heuristic-based scheduling strategy 

among multiple paths in order to distribute load, but provides 

no analytical modeling of its performance.And have further 

compared on-demand routing protocols with one of the 

efficient table driven routing protocol DSDV to demonstrate 

that how and why on-demand protocols work better than table 

driven protocols under the identical conditions of traffic load 

and mobility pattern. The protocols were also studied under 

Number of mobile 

Nodes 

: 10,20,30 

Simulation run time : 600 sec 

Area  : 500x500 meters 

Movement : All Nodes 

Mobility : 10 m/s 

Number of Malicious 

Nodes  

: 1 to 2 

Simulation Traffic : CBR (Constant Bit Rate) 

Routing Protocol  : AODV, DSR , ZRP 

Network Interface : Wireless 

Queue Length  : 50 

MAC Type : MAC/802.11 

Packet Rate 1.0 mbps : 1.0 mbps 
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random mobility patterns. The present research work involves 

implementing of four routing protocols namely DSDV (Table 

driven), DSR, AODV and AOMDV (On-demand), and the 

comprehensive analysis of unipath on demand routing 

protocols like DSR, AODVand multipath on-demand routing 

protocol like AOMDV using NS-2 ( version NS-2.31 ) 

simulator.These benefits make it appear to be an ideal routing 

approach for MANETs. However, these benefits are not easily 

explored because the data packet that is fragmented into 

smaller blocks must be reassembled at the destination node, it 

maybe lead to error and increase control overhead. 

 

III EXISTING SYSTEM 

 

As MANETs is a collection of wireless nodes without any 

infrastructure support and nodes in MANETs consumes 

energy from battery. The n odes in MANET can act as either 

the router or source and the control of the network is 

distributed among nodes. The nodes in MANETS are highly 

mobile and it maintains dynamic interconnection between 

those mobile nodes. MANTEs have been considered as 

isolated stand-alone network. In AODV the network is silent 

until a communication is needed. At that point the network 

node that needs a communication broadcasts a RRER. Other 

nodes forward this message, and record the node that they 

heard it from, creating an explosion of backward route to the 

needy node or node in the destination. When a node receives 

such a message and already has a route to the desired node. It 

sends a reply message backwards through this route to the 

requesting node. The needy node then begins using the route. 

Unused entries in the routing tables are recycled after a time. 

When a link fails, a routing error is passed back to a 

transmitting node and the process repeats. Flooding of route 

request message by all nodes imposes major concern in 

energy consumption.  

The disadvantages are, 

 Link failure during transmission. 

 No acknowledgement send by the receiver. 

 Sometimes back up cannot be predicted. 

IV. PROPOSED SYSTEM 

The main intention is to propose a simple method, 

having less overhead for route search in AODV.  The 

proposal also has minimal computational complexity and 

communication overhead.  

 

A. Discover multiple paths: 

To discover multiple paths from a source to a 

destination, the basic route discovery mechanisms used in 

DSR and AODV protocols need to be modified. In fact, one of 

the major reasons for using multipath routing is to discover 

multiple paths that should be node-disjointed or link 

disjointed. In the node-disjointed paths, nodes on the paths 

should not be common. In the link-disjointed paths, links on 

the paths should not be common. Hence, the route discovery 

mechanisms of the existing routing protocols need to be 

modified to discover a maximum number of node- disjointed 

or link-disjointed paths. 

B. Path selection: 

Once multiple paths are discovered, a multipath 

routing protocol should decide how to select a path for 

sending data packets. If a number of paths are discovered, 

there is a question to ask how many of these paths should be 

used? If only a few paths are used, the performance of a 

multipath routing protocol should be similar to that of the 

shortest path routing protocol. On the other hand, if all paths 

are used, there is a chance of selecting an excessively long 

path, which may adversely affect the performance of a 

multipath routing protocol. 

C. Load distribution: 

Once a path or a set of paths are selected, a good 

multipath routing protocol should decide how to use these 

multiple paths while sending data packets. 

The advantages are, 

 Paths can be selected at random. 

 Can find a packet using sequence number. 

 Paths can be selected to satisfy the reliability or the 

delay constraint of a network. 

 

 

 

 

V.CONCLUSION 

The need to design an efficient routing protocol for 

an ad hoc network. A good routing protocol needs to provide 

reliability and energy efficiency with low control overhead. 

To ensure reliability, load balancing and QoS,  multipath 

routing protocols have been proposed for MANET. It also 

includes study of different protocols and simulation 

environments that is easy to analyze the system. The 

approach includes simulating MANET with AODV protocol 

and analyzing the network performances with respect to 

different parameters. The results shows the entire approach 

performance which keeps on decreasing with respective 

parameters specified such that the graphs help to identify the 

performance difference in both these approaches. 

 

VI. FUTURE ENHANCEMENT 

The main intention is to propose a simple method, 

having less overhead for route search in AODV. The proposal 

also has minimal computational complexity and 

communication overhead. In order to further improve 

accuracy in the adhoc network, we can go for the some 

additional features in the simulations parameters of the adhoc 

network. So that we can achieve the reliability and accuracy 
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in the network & that will be the further direction. Surveys 

investigate multipath routing protocols in efficient routing 

protocol for mobile ad hoc networks. The multipath routing 

protocols are to provide reliable communication and to ensure 

load balancing as well as to improve quality of service of 

MANETs. New protocol will focus the following issues 

simultaneous usage of paths, data forwarding mechanism 

considering the delay of the available paths, scalability and 

energy. 
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ABSTRACT: 

                    Data services  in cloud computing, 

sometimes lead to security issues, the data may be 

compromised by the attackers and other users in 

the cloud to provide a more safer environment for 

the data we need to go for new security strategy, 

thus we are preferring optimization techniques. In 

this paper we are proposing FS drops methods for 

data security and performance issues. FS  drops  

basically divides the file into segments and those 

segments are replicated to other cloud nodes. In 

this paper we exclusively uses light weight data 

replication method for splitting the data into 

fragments. We also compare the performance on 

the FS drop methodology with process schemes 

and it in observed that level or seeing with slight 

performance overhead was monitored 

INTRODUCTION: 

                    Cloud computing provides better 

usage in-term of information technology 

infrastructure. They are on-demand-self-server, 

ubiquitous resource accesses providers but they 

also lead to increased security concerns. Data 

security  in the crucial aspect among those 

accepting cloud computing concepts. It should 

provide a huge amount of security concerns. Thus 

they can’t rely on single man security measures. 

When we are using data storage is a offsite then. 

We have to more data from one node to another  

node may be environment to environment thus it 

lead to lot of security issues and in a different case 

physical resources can also be shared thus they’ll 

be lead to third party intruders into the data that 

time data recovery becomes a big hectic issue. In 

the previous methodology drops is introduced they 

are majority focus on the data replication. Were the 

individual data files are fragmented into different 

nodes and strategies location is stored. Thus they 

avoid the any unwanted attack and at the same 

time, in they attacked by the attacker. We won’t 

get the full file data from the cloud. This may be 

better result when they are compared to the old 

cryptographic technique. 

We proposed a system with scheme that can 

account both the security and performance. The 

fragment scheme replicates the data file. At the 

same time we are enter veining a new scheme, 

light weight data requesting method  for splitting 
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up the data, thus the attacker will not get an idea 

about the file they hacked. 

        Thus the splitted nodes are lined by means of 

T-coloring methodology, to keep track where the 

files are fragmented and how they are lined 

together. 

               And more importantly we are ensuring 

that these are not for the security purpose alone. 

The same concept is implemented in drops but 

their optimal solution is clearly blur mark. 

FS DROPS: 

                When we consider the cloud 

environment, the file is stored at a node reads to a 

single point, but they will end in a failure, since 

one success port attack will end the data’s 

integrity. Thus, we need a data replication strategy, 

at a same time; increasing the data integrity will 

increase the number of nodes that are holding those 

data. Thus FS drop’s is implemented to balance the 

service and the node level. FS drops fragment the 

entire file into different replication and those 

replication is stored in cloud, one node carry one 

fragmented file. Thus even though a single node is 

attacked by the attacker, then no data is lost or 

leaked. At the same time only once the data is 

replicated. They will be compared to the retrieval 

time to the level of free side replication. 

                FS drop allocates two cycles, one which 

is for the first replication method and in the second 

one next replicated data is placed, all the nodes are 

randomly called. The cloud manager keeps node of 

the fragment placement and is assumed to be a 

secret entity. 

T-COLORING 

 As the system is proposed, the data are 

fragmented and stored in different nodes keep 

tracking on those nodes are done by means of T-

coloring. T-coloring is one of the best approaches 

for the assignment of channels to the nodes. For 

example, we have graph G=(V,E) and set  T 

containing non-negative integers including 0.The 

T-coloring is a mapping function f from the 

vertices of V to the set of non-negative integers. 

Thus mapping function f assigns a different color 

to the vertices. Then these channels will be 

separated by means of distance to avoid 

interference. Thus comparing to the previous 

system we do observe a portably a different range 

of output. 

COMPARISON:  

              The performance was compared with the 

drops methodology with the current terms by 

means of  Increase node ,Changing node storage, 

Keeping number node constant. 
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                Thus when we increase the number of 

file fragment the FS drop and light weight 

methodology stabilize the centrality and thus it 

maintains supremacy. 

 

Comparison of FS-Drop Vs Data Storage node 

  Comparing the performance between 

Drops and FS- Drops, it is found that FS-Drops 

gradually increasing compared to Data storage 

node even though they perform  

Same process FS-Drops is slightly better than Data 

storage node 

 

Comparison of FS-Drop Vs Different  node 

 In file fragmentation the Drops   can split 

the data into fragments less than 50 nodes whereas 

in FS-Drops can perform the file fragmentation 

which it splits the data more than 50 nodes . 

 

Comparison of FS-Drop Vs File fragment and 

Storage 

 The fragmented data stored in each node 

varies  by comparing FS-Drops and Drops.  The 

Drops can store less data in each node while in FS-

Drops , fragment and snuffle algorithm help the 

fragmented data to split and store in each data node 

which is more optimized than Drops method  

 

Comparison of FS-Drop Vs DROPS 
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  Using the light weight data replication, 

the single node replication is only allowed, read to 

the better performance. Even though we change 

any storage capacity it does not change the 

performance. 

CONCLUSION: 

                We proposed the FS drops methodology 

a cloud storage security scheme that collectively 

deals with the security and performance in terms of 

retrieval time. Thus they show tremendous 

improvement in security and performance. 
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ABSTRACT: 

Mobile devices makes the mobile crowd sourcing is possible, since the mobile devices are everywhere in a 
tourism(theme)/network if a requester(travel agency) crowd, sources the data from worker(tourist). However data collection 

aggregation and data analysis have become challenging problems for requester when the volume of data is huge which is 

categorized as Bigdata. The data analysis includes set operations like intersection, union, and complementation for filtering 

redundant data and pre-processing raw data. theme is a necessity of data exchange between the worker, requester for better analysis 

of the interested worker. But workers may not be willing to participate if the privacy of their sensing data and identity are not well 

preserved in the untrusted cloud. Hence, the proposed work, establishes the usage of cloud to compute the intersect operation 

between the requester and the workers data. Also preserves the workers identity and accessible data. This paper says that use of 

cloud to compute set operation for the requester, at the same time workers data privacy and identity privacy are well preserved. 

And also, the requester can verify the correctness of set operation results on the dataset sourced by workers and send to the cloud. 

With this batch verification and data update are comparatively increased and reduce computational costs of the system. 

Key Words: Bigdata, Mobile Crowdsourcing, batch verification, Privacy 

I. INTRODUCTION 

 Crowdsourcing is defined as the practice of obtaining needed services or content by soliciting contributions from a large 

group of workers. Recently, with the rapid development of mobile Internet and mobile social networking techniques, the scope of 

crowd problem-solving system using mobile devices has been broadened and the traditional Internet Crowdsourcing is evolving 

into a new paradigm, i.e., Mobile crowd sourcing (MCS), Which facilitates the increasing number of mobile device users to 

participate crowdsourcing tasks. 

 Mobile crowdsourcing enables a task owner to obtain data from a large number of smartphone users, and further perform 

data analysis on the aggregated data. The task owner is also known as the requester, while the participating smartphone users are 

mobile workers who will  

 

collect and/or sense the data for the requester. With the development of the low cost sensing devices, many sensors have been 

embedded on mobile devices, such as GPS, accelerator, gyroscope, digital compass, temperature sensors, etc. More sensors 
measuring humidity, air quality, chemical, barometer, and biomedical information can be Equipped into smart phones or connected 

via wireless technologies. These affordable sensor-rich smart phones make them capable of sensing the environment around people 

and people’s physiological data as well. In mobile crowd sourcing, requester can make use of the data crowd sourced from mobile 

worker’s to achieve certain tasks. For example, transportation management bureau can utilize the speed data reported from the 

commuters to analysis the traffic condition. Obviously, mobile crowd sourcing as many advantages : first, the ubiquitous smart 

phone users cover a large geographic area, which makes data and information divers and rich; second, the requester does ‘not need 

to deploy specific sensor networks or employees to collect the targeted data; third, workers can receive rewards such as reputation 

and revenue from the crowd sourcing participation. 

mailto:anitharani574@gmail.com
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 Set operations or often used in data processing. For example, travel agencies want to know the most popular places that 

the tourists have visited during holidays. Here, the data from worker (tourist) will be a set, and thus the requester (travel agency) 

needs to find the intersection of all set. Set union may be used to merge different data bases collected from different database 

owners. Set difference is use full one requester wants to find the unique feature of one database compare to another. When the 

number of workers is very large, the requester requires huge amount of storage space for storing the crowd sourcing Bigdata even 

if each worker’s data is relatively small.as a result, a storage limited requester is not able to handle the above. Taking step for that, 
even if the requester can store all collected” Bigdata” , the data processing and analysis maybe another stumbling block when  he 

/she lacks computations capability.  

 An untrusted cloud may return a wrong set operation result to the requester. When computing set operations, the cloud 

may discard some data sets to reduce expense. Facing these challenges, we propose a verifiable set operation in Bigdata for could 

assist mobile crowd sourcing. Our solution leverages the cloud to release computation burden of the requester while preventing all 

the above security and privacy issues. With our scheme worker’s data and identity privacy are well preserved. Meanwhile, the 

requester can verify the correctness of the result retrieved from the cloud. We also extend our scheme to support data        

preprocessing, batch verification, and efficient data update. 

II. RELATED WORK 

 

2.1.    Private Set Intersection: 

Many workers have been done to achieve private set intersection(PSI). PSI enables two parties to compute the intersection with 
private input and only the intersection is known  to each party. The first protocol for PSI is proposed in Kissner et al. use 

polynomial representations to solve set operations between two parties, and utilize paillier Crypto system to protect the privacy of 

polynomial when trusted third party is not available. Private set intersection with linear complexity is proposed. Dong et al. make 

use of new variant of bloom filter to achieve efficient PSI. bloom filter and homomorphic encryption are used to achieved 

outsourced private set intersection. All of these works can achieve private set intersection, however, none of them offers 

verifiability of the result. Thus,none of them can be applied in our work directly. 

2.2.  Verifiable Computation: 

Verifiable computation was introduced and formalized by Gennaro et al. which enables a resource-limited client to outsource the 

computation of a function to one or more workers. The workers return the result of function evaluation. The client should be able 

to efficiently verify the correctness of the results. After that, many workers have been  done to achieve verifiable computation. In 

they propose the first practical verifiable computation scheme for high degree polynomial function. Fiore et al. propose a solution 

for publicly verifiable computation of large polynomials and matrix computations, where anyone can verify the correctness of the 

results. Popamanthou et al. study the problem of cryptographically checking the correctness of outsourced set operations 

performed by an untrusted server, and the sets are dynamic. However, all of them are designed for verifiable computation over 

plaintexts where data privacy is not considered. Verifiable computation for encrypted data is provided. This protocol allows 
multiple clients to upload their datasets and obtain the intersection from the cloud. Guo et al. propose a verifiable computation over 

encrypted data for mHealth systems, where a paitent can ask the cloud to evaluate a polynomial over his encrypted personal health 

record, and verify the correctness of the evaluation result. Although can achieve verifiable computation over encrypted data, they 

are all two party architecture, which is not suitable for our scenario. 

III. FRAMEWORK 

 SYSTEM ARCHITECTURE 
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Fig.1 System Architecture 

 

3.1.  System initialization 

The system consists of Trust Authority (TA), Cloud, Requester, Workers. TA is responsible for initializing the whole system 

which includes registering workers, requesters and the cloud, generating public parameters, and distributing keys, and maintaining 

the system. TA may be offline unless a dispute arises. The requester wants to obtain the intersection set of the workers’ data sets. 

However, due to his/her limitation on the storage and computation capability, the requester will delegate storage and most of the 

computation tasks to the cloud. The cloud receives the delegation requests from the requester and the encrypted data sets from 

mobile workers, then it computes the intersection set for the requester. The cloud also needs to provide some proof information to 
prove the correctness of the result. 

3.2.  Crowd sourcing 

Under Crowdsourcing, users cover a large geographic area, which makes the data and information diverse and rich; second, the 

requester does not need to deploy specific sensor networks or employees to collect the targeted data. User uploaded data are stored 
in the cloud after encryption.  

 

 

3.3   Data Encryption 

The data privacy is preserved through encryption. The requester will get the computation result from the cloud together with a 

proof information. Every worker W generates his data set D, and encrypts it with kp. The data will be signed with ring signature 

before sending to the cloud. After receiving encrypted data sets from all workers, the cloud verifies the authenticity of each of 
them, and computes the intersection set based on the encrypted data sets. Then the cloud sends the result together with its 

corresponding proof information to the requester. Finally, the requester decrypts the result and checks its correctness. 

3.4   Set operation and verification 

Set operation is performed when the workers are uploading data to cloud. Supposing the range limit set defined by the requester is 
SR, which means all valid data should be within SR. Worker Wx has data set Dx. There are four possible relationships between SR 

and Si. When the requester delegates the set intersection computation to the cloud, the cloud needs to excludes set Dx if the 

relationship between Si and SR, which means Dx contains at least an element that’s not in SR.  

3.5   Data Dynamic and verification 
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To reduce the cost on processing the operation on collected data, we need to carefully exam the reported data. Normally, the 

requester has a specific range requirements on the data set. The requester may determine that only sets of a specific range of tourist 

sites are eligible for the computation of intersection. This is especially useful for improving efficiency and accuracy in big data 

analysis, because it will greatly reduce the unnecessary raw data for data processing. The requester needs to compute a hashing set, 

based on relationships the cloud finds out all sets Si which satisfies requester conditions. 

IV. IMPLEMENTATION 

4.1   Design  

As shown in Fig. 2, our Design mainly consists of four entities, the mobile workers (W), the requester (R), the cloud (C), and the 

trusted authority (TA). 

 Trust Authority (TA): TA is in authority for make ready the complete system which contains registering workers, 

requesters and the cloud producing public parameters, and allocating keys, and preserving the system. TA may be 

disconnected without a dispute arises.  

 Cloud: The cloud receives the assignment requests from the requester and the encrypted data sets from mobile workers, 

then it calculates the intersection set for the requester. The cloud also wants to provide some proof information to verify 
the rightness of the result.  

 Requester: The requester needs to get the intersection set of the workers’ data sets. However, due to his/her control on the 

storage and computation capability, the requester will representative storage and most of the computation tasks to the 

cloud  

 Mobile Workers: Mobile workers refer to those who have smartphones and are willing to contribute data to the requester’s 

tasks. Each worker generates her own data set, and encrypts it before sending it to the cloud. 

                                                           

Fig.2  : Design 

 

 Security Model 

In our security model, the TA is fully trusted and will not be breached by any adversary. The security requirements for other 

entities are given below. 

 Mobile Workers: In our scheme, a worker’s data set should be kept confidential from other workers and the cloud. 

 Requester: The security requirement for the requester is that he should be able to verify the correctness of the computation 
result received from the cloud. 

 Cloud: In our model, the cloud is curious but honest. It should not be able to know workers’ data sets or the intersection 

set.  

We have three main objectives for our privacy-preserving verifiable computation of set intersection for mobile crowdsourcing. 

First, the cloud can compute the intersection set of the workers’ data sets without knowing the content and source of the data sets, 

thus workers’ data privacy and identity privacy are well preserved. Second, the requester can verify the correctness of the 

intersection set retrieved from the cloud. Third, to better adapt the privacy requirements for the collected big data, the proposed 
scheme should be scalable and efficient for processing huge volume of reported data 
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Notation used in our implementation 

Notation Description 

  Total number of mobile workers 

   Worker 

  Prime order of group G,  ,and    

  Generator of group G 

             Public/private key pair of worker 

           Public/private key pair of requester 

    Keyed hash function 

   Data set of worker    

   Ciphertext set of    

   Hashing set of    

  Upper limit of      
   Intersection set of all data sets 

   Intersection set of all hashing sets 

   Set of ciphertexts whose plaintexts 

are elements in    

                                  Table 1 

 

4.2   System Initialization 

TA first generates necessary parameters and keys for the system. Then, TA registers all workers, requester and cloud into the 

system. We present the two steps as follows. Main notations are listed in Table.I. 

 General Setup: Given the security parameter k, TA generates the bilinear parameter  (p, G,        ). Also, a hash function  

          
     is defined. TA chooses a random value d    Zp, and computes                Then TA publishes 

{ p, G, , e,               ,    } . 

 Entities Registration: Assume there are m mobile workers in the system             . For each worker   , TA assigns 

him a public/private key pair (          ), where         =     R Zp and     =     . TA registers the cloud and the requester 

by sending the private/public key pairs (          ) = (      ) and (kpriv, kp) = (A,   ) to the cloud and the requester 

respectively, where    and x are random number from Zp. Besides, both requester and workers obtain the encryption key  for a 

private hash function  H(   ) : G   Zp.. 

In our scheme, the plaintext space is group G, while the data space could be of any type. Therefore, the requester needs to build a 

mapping table between the data space and the plaintext space for every task T. The mapping table can be built as follows. The 

requester first defines a data space for the collected data. Then for every element in data space, a new random element in plaintext 

space G is chosen. The mapping table for the task is public to all. Then he sends  T  and kp as a task to the cloud. After receiving T 

and kp from the requester, the cloud broadcast the task to all the workers. When a worker  receives the task from the cloud, she 

generates a data set based on task tag T  , and maps every element in data set to element in plaintext space according to the 

mapping table provided by the requester to get her plaintext set  , where ni is the cardinality of , and , y = 1, 2, .... In the following, 

we assume every worker will map her collected data set to plaintext set automatically, and use data set and plaintext set 
interchangeably. Then, a worker needs to perform the following steps. 

 Data Encryption : 

Given Data set                          

And Requester public key is         



                     International Journal of Innovative Research in Engineering Science and Technology 

                                    June  2017                                                               ISSN  2320 – 981X 

  Selvam Indian Research Publications @ Selvam Educational Institutions   IJIREST   Vol.  V    Issue 02  Pp 73- 81 

Worker    chooses     random values          , 

Where   y=1,2,3…..   

Computes ciphertext  set      

                         

 

Where       is computes as follows: 

                   
      

 Data Hashing : 

Given data set                           

And the shared secret hash key       

Worker     computes the hashing set                          

Where      is computed as follows, 

                  

  

 4.3        Batch Verification 

 Signature Generation: 

  When finishing the above three steps, worker Wi will compute her signature on        . The original ring signature 

scheme is described . Given all worker’spublickeys(              ),        , and her private key kpriv, worker   

randomly chooses           for all the other workers    , where y = 1, 2, ..., m, y   x, and computes  

             

        
  

    
    

   

 

 
      

 

The ring signature for         is      
                            . However, in real life, when the number of workers t is 

large and workers are distributed over a wide area, it’s very time-consuming or impossible for a worker to communicate with all 

the other workers to get their public keys. Therefore, we cannot directly apply the above ring signature. Instead, we assume every 

worker belongs to a ring signature group, and all workers in the same group are in proximity with each other. We use    to denote 

the index set of workers who are in the same signature group as   , and               where     and      are the 

minimum and maximum number of workers in any signature group. Then,   ’s ring signature is      
          ,     , where  

          
  

    
     

   
 

 

      
 

4.4      Intersection Computation: 

 After successful verification of the ring signatures, the cloud computes the intersection set for the requester. Define    as the 

intersection set of the original data sets              , i.e.,  
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   =               

. Because all data sets               are encrypted by workers before being sent to the cloud, the cloud is unable to find    

for the requester based on the ciphertexts. Instead, the cloud needs to find all the ciphertexts whose plaintexts correspond to the 

intersection set   . Assuming         , for some x’s and y’s, then we define    as the set of ciphertexts      of all elements 

        

                 

 The cloud derives    based on hashing sets              , because      and      are one-to-one mapping,    is equivalent 

to   , where  

                 

Take    and    as an example, where                         and                      If                      

   then                ,         and        . This means that      (or     )      . If            for all x = 1, 2, ..., m, 

then the cloud knows that       . After comparing every pair of elements         and         , the cloud finally obtain 

  and  .  

V. PERFORMANCE ANALYSIS 

   Parameters setup 

Parameters  values 

Group order 128 bits 

Number of workers M 10000 to 50000 

Size of data set   1000 to 5000 

Size of intersection set  50 to 250 

 

Batch Verification:  

To make verification more efficient, we propose batch verification. When there are 104 workers and each worker has 

1000 elements in the data set, the data volume is at least 108 Bytes. The computational cost is high even for the cloud. We show 

the cost reduction at the cloud when batch verification is used in Fig. 5(a). The cost reduction at cloud is 34.1s when there are 104 

workers, and 155.8s when there are 5 times 104 workers. The cost reduction at the requester is also very obvious, as shown in Fig. 
5(b). When there are 5 time 104workers, the cost reduction for verification can be 840s, which is a great improvement compared 

with original cost of  912s. 
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Fig. 5(a) Batch verification 

 

 

Fig.5(b) cost of verification 

 

VI. CONCLUSION: 

In this paper we proposed a scheme to  enable the requester to delegate set operations over crowd sourced Bigdata to the cloud.so 

that it can achieve data pre-processing ,batch verification ,and data updations. 
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Abstract-Medical systems based on state of the art image 

processing and pattern recognition techniques are very 

common now a day. These systems are of prime interest to 

provide basic health care facilities to patients and support to 
doctors. Diabetic macular edema is one of the retinal 

abnormalities in which diabetic patient suffers from severe 

vision loss due to affected macula. It affects the central 

vision of the person and causes total blindness in severe 

cases. Dme occurs when fluid and protein deposits collect 

on or under the macula of the eye. These leakages cause the 

macula to thicken and swell, progressively distorts a 

persons vision. So in this article detection of exudates and 

its proximity towards macula determines and thereby its 

severity level.   In this article, we propose an intelligent 

system for detection and grading of macular edema to assist 

the ophthalmologists in early and automated detection of 
the disease. The proposed system consists of a novel 

method for accurate detection of macula using a detailed 

feature. A two-stage methodology for the detection and 

classification of dme severity from color fundus images is 

proposed. Dme detection is carried out via a supervised 

learning approach using the normal fundus images. A 

feature extraction technique is introduced to capture the 

global characteristics of the fundus images and discriminate 

the normal from dme images.  

 

I.INTRODUCTION 
A.Macular Edema 

According to the 2011 National Diabetes Fact Sheet, 
8.3 % of the populations in United States have 

diabetes [1] and today, nearly 1.2 million people in 

Malaysia have been diagnosed with diabetes in which 

half of them are unaware that they have the disease 
[2]. Prolonged suffering with diabetes may lead to 

diabetic retinopathy which is characterized by the 

damage of blood vessels of the retina. Diabetic 
macular edema is a complication of diabetic 

retinopathy and is often the true cause of visual loss 

and blindness [3]. Diabetic macular edema is 

diagnosed when interstitial fluid leaks from blood 
vessels within the macula region. The leakage is 

caused by the break-down of endothelial tight 

junctions in microaneurysms or retinal vessels. Lipid 
deposits accumulated in the retina resulting from the 

leakage is called exudates. Clinically, the exudates 

appear as well-defined, yellowish white intraretinal 
deposits on digital fundus image. Macula contains 

high concentration of photoreceptors responsible for 

shape and colour vision and it appears as dark area as 
seen in Fig. 1. The centre of macula is called fovea. 

The important step prior to exudates extraction is to 

remove optic disc on the image because exudates and 
optic disc has similar brightness. Optic disc is the 

entrance of blood vessel. Original fundus image of a 

patient diagnosed with stage 2 diabetic macular 
edema. Fovea is located at the center of the macula. 

(dotted arrow) and optic nerve. The occlusion of optic 

disc will not affect the detection process as there are 

usually no exudates found around the optic disc. A 
number of techniques to extract optic disc can be 

found in the literature [4]. In order to extract exudates, 

thresholding technique is the simplest technique but 
any low-contrast or uneven illumination image will 

affect the selection of threshold value for the 

exudates. A new unsupervised method using mixture 

model based on selecting dynamic threshold for 
exudates is proposed in [5], obtaining a sensitivity of 

90.2%. In [6], candidate exudates regions were 

obtained by making use of the local properties of 
exudates and the combined global and adaptive 

histogram thresholding methods. The candidate 

regions were then classified as exudates or non-
exudates by machine learning approach using 

statistical classifiers. The general limitation of using 

classifiers includes the intensive computing power 

required for training and classification. Besides, 
training size that is sufficient enough to represent the 

great properties variability of exudates has to be used. 

Morphological approach is recently employed because 
it requires less computational time and less computing 

power. In work done in [7], morphological operators 

were used in combination with sets of known shapes 
to give optimal contrast between the exudates and the 

background. In [8], four brightness properties on the 

exudates were used as input parameters to 

segmentation using Fuzzy C-means clustering that 
later fined tune with the morphological technique. 

This method was tested on low-contrast images and 

yields a sensitivity of 87.2 % and specificity of 99.2 
%. In [9], a macular grid was placed centered on the 

fovea to provide the ophthalmologist with the distance 
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information between the detected exudates and the 

macula. An algorithm for the localization of the 
macular has been presented in [10] by performing a 

search through a correlation procedure. In this paper, 

we intend to take one step further by locating the 

fovea location to develop an automated system that 
classifies diabetic macular edema into different 

severity stages. Since we aim at the realization of an 

automated system to grade severity stages, we would 
like to use it in combination with the exudates 

detection algorithm adopted from [11] because of its 

simplicity and its comparable results with known 
research works. Fig.2 shows the flow chart of the 

entire system in which our proposed classification 

method is highlighted with dotted lines. 

 

II.IMAGE PROCESSING 
In image processing the concept of  feature 

detection refers to methods that aim at computing 
abstractions of image information and making local 

decisions at every image point whether there is 

an image feature of a given type at that point or not. 

The resulting features will be subsets of the image 
domain, often in the form of isolated points, 

continuous curves or connected regions. Bag-of-

words-based image classification approaches mostly 
rely on low level local shape features. However, it has 

been shown that combining multiple cues such as 

color, texture, or shape is a challenging and promising 
task which can improve the classification accuracy. 

Most of the state-of-the-art feature fusion methods 

usually aim to weight the cues without considering 

their statistical dependence in the application at hand. 

A.Anatomical Struceture of Human Eye 

 

     
Fig. 1. Color fundus image with anatomical structures and lesions 

annotated 

The human eye has been called the most complex 

organ in our body. It's amazing that something so 
small can have so many working parts. 

  

 Working of Human Eye:  

  In a number of ways, the human eye works 
much like a digital camera:  

 Light is focused primarily by the cornea the 

clear front surface of the eye, which acts like 

a camera lens.  

 The iris of the eye as shown in the Figure 1.1 

functions like the diaphragm of a camera, 

controlling the amount of light reaching the 

back of the eye by automatically adjusting 
the size of the pupil.  

 The eye's crystalline lens is located directly 

behind the pupil and further focuses light. 

Through a normal process called 

accommodation, this lens helps the eye 
automatically focus on near and approaching 

objects, like an autofocus camera lens.  

 Light focused by the cornea and crystalline 

lens then reaches the retina the light sensitive 
inner lining of the back of the eye. The retina 

acts like an electronic image sensor of a 

digital camera, also converting optical 
images into electronic signals. The optic 

nerve then transmits these signals to the 

visual cortex the part of the brain that 

controls our sense of sight.  
 

B.Purpose of Image Processing 

The purpose of image processing is divided into 5 
groups. They are: 

1.      Visualization - Observe the objects that are not 

visible. 
2.      Image sharpening and restoration - To create a 

better image. 

3.      Image retrieval - Seek for the image of interest. 

4.      Measurement of pattern – Measures various 
objects in an image. 

5.      Image Recognition – Distinguish the objects in 

an image. 
 

C.Types 

The two types of  methods used for Image 

Processing are Analog and Digital  Image Processing. 
Analog or visual techniques of image processing can 

be used for the hard copies like printouts and 

photographs. Image analysts use various fundamentals 

https://en.wikipedia.org/wiki/Image_processing
https://en.wikipedia.org/wiki/Image_feature
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of interpretation while using these visual techniques. 

The image processing is not just confined to area that 
has to be studied but on knowledge of analyst. 

Association is another important tool in image 

processing through visual techniques. So analysts 

apply a combination of personal knowledge and 
collateral data to image processing. 
 

D.Images And Pictures 

 
Fig. 2. Sample images (green channel) and result of macula and optic disk 

detection. OD is indicated by a bright rectangular mask and the macula 

location by a circular mask. (a) Sample image A. (b) Detected macula and 

OD for sample image A. (c) Sample image B. (d) Detected macula and OD 

for sample image B. 

 

Since the severity of DME is determined based on the 
location of HE clusters relative to the macula, the 

images acquired for DME detection usually focus 

around the macular region.We find the best fit 

circlewithin the fundusmask withmacula at the center, 
for a given image. The region within this circle is the 

desired ROI denoted as the green channel of forms the 

input for all subsequent processing. The center of 
macula is automatically detected using and restricting 

the search to a central region of the given image since 

the acquired images for DME detection are macula-

centric. Since the OD shares a brightness 
characteristic similar to HE, it is also automatically 

detected and masked. The result of macula and optic 

disc detection can be seen in Fig. 2 where the macula 
is shown as a circular patch and the OD is shown as a 

rectangular patch. 

 

E.Image Acquisition And Sampling 

Sampling refers to the process of digitizing a 

continuous function. For example, suppose we take 

the function  
                  Y=sin(x)+1/3sin(3x) 

 and sample it at ten evenly spaced values of x only. 

This shows an example of under sampling, where the 

number of points is not sufficient to reconstruct the 

function. Suppose we sample the function at 100 
points, as shown in figure. We can clearly now 

reconstruct the function; all its properties can be 

determined from this sampling. In order to ensure that 

we have enough sample points, we require that the 
sampling period is not greater than one-half the finest 

detail in our function. This is known as the Nyquist 

criterion, and can be formulated more precisely in 
terms of frequencies. The Nyquist criterion can be 

stated as the sampling theorem, which says, in effect, 

that a continuous function can be reconstructed from 
its samples provided that the sampling frequency is at 

least twice the maximum frequency in the function. 

 

 
Fig. 3. Graphical depiction of motion pattern generation. First pattern: a 

disk with one lesion (shown as a red dot). The rest are results of applying 

motion with decreasing rotation steps:           /8 . In each case, 

the union of the patterns obtained after a complete cycle of rotation 

(0 to 2π ) is shown. 

The creation of a motion pattern is motivated by the 

effect of motion on biological/computer visual 
system. These systems represent a scene as a set of 

spatially sampled (by the sensors/detectors) intensities 

or an image. This sampling is uniform in cameras 
while it is log polar in human eyes. When an object in 

a scene moves at a high speed, it usually leaves a 

smearing pattern in the captured image. Generally, the 

spatio-temporal changes recorded by the sensor are 
characteristic of the moving object. In computer 

vision, the estimation and removal of the smear 

pattern, also popularly known as motion blur in 
images, has been an active area of researched. We 

argue that there is much information about the scene 

in the smear pattern and propose to use it to represent 
an image. We do this by simulating this operation in a 

single image by inducing motion. 

 

Signal aggregation at sensor locations in human eyes  
and camera, gives rise to the smearing effect. In order 

to simulate this effect, we induce motion in a given 

image to generate a sequence of images. These are 
combined by applying a function to coalesce the 

intensities at each sensor location to give rise to a 

motion pattern. Let the given ROI be denoted as 

.A motion pattern for is derived as follows: 

where denotes a pixel location, is a transformation 
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representing the induced motion which is assumed to 

be rigid. Practically speaking, generates transformed 
images which are combined using to coalesce the 

sampled intensities at each pixel location (1). Here, 

is expressed as follows: 

 
Where R is a rotation matrix. The rotation angle 

with  denotes the rotation 

step. When  , we have no rotation and hence 
 . Thus  is a set of rotated versions of 

the given I and the total number of rotated images 

 . The sampling rate of the 
detector determines the number of images generated 

in the set . In the problem at hand, since HE appear as 
bright localized lesions 

against the retinal background, they should form a 

bright smear pattern in whereas the textured 
background will be smoothed out. This representation 

can thus spatially enhance the characteristics of HE 

and help improve their detectability. At the same time, 
this should also serve to minimize the effect of the 

variability observed across images by smoothing them 

out. Since, the severity of the disease is directly 

related to the radial distance of HE in the circular 
ROI, rotational motion is induced to generate the 

desired . The transformation function is applied to to 

generate a sequence of images which are rotated 
versions of . The spatial extent of smearing of 

intensities depends on the maximum rotation whereas 

the sampling rate at each location is directly related to 

the size of each rotation step. The generation of 
motion patterns is shown graphically in Fig. 3. 

Consider a disk with a single circle near the periphery 

modeling a lesion (first pattern).When rotation is 
applied to this pattern in steps of , a set of patterns are 

generated. When two patterns will be generated and 

their union is the second pattern in Fig. 3. The 
remaining patterns in this 

figure are the result of the union of patterns generated 

with decreasing step size. It can be observed that a 

decrease in the step size results in several copies of 
the lesion in the final result. In this example, the 

motion pattern is obtained by using the union 

operation as the coalescing function. In practice, any 
coalescing function can be employed. The strength of 

the signal at will not only depend on the choice of , 

but also on the sampling rate . 
 

In the problem at hand, the choice of should ideally 1) 

enhance the HE by increasing the extent of the smear 
caused by it in the motion pattern and 2) increase the 

homogeneity of retinal background. Accordingly, two 

functions namely Mean and Maximum were 

considered in this work. These are defined as follows: 

 
 

While the coalescing function Mean (2) tries to 
achieve the averaging effect observed in motion blur, 

Maximum (3) tries to exploit the fact that HE usually 

appear brighter than any other structures in the 

background at the same radial distance. It can be seen 
that themotion patterns are clearly distinct for these 

two classes. 

 

F.Aspects of Image Processing 

It is convenient to subdivide different image 

processing algorithms into broad subclasses. There are 

different algorithms for different tasks and problems, 
and often we would like to distinguish the nature of 

the task at hand.  

 

G.IMAGE ENHANCEMENT.  

This refers to processing an image so that the result is 

more suitable for 
a particular application.  

Example include: 

  Sharpening or de-blurring an out of focus 

image, 

  Highlighting edges, 

 Improving image contrast, or brightening an 

image. 
 

H.Image Restoration.  

This may be considered as reversing the damage done 
to an image by a 

known cause, for example: 

 Removing of blur caused by linear motion, 

 Removal of optical distortions, 

 Removing periodic interference. 

 

I.Image Segmentation.  

This involves subdividing an image into constituent 

parts, or isolating 

certain aspects of an image: 
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 Ending lines, circles, or particular shapes in 

an image. 

 In an aerial photograph, identifying cars, 

trees, buildings, or roads. 
 

J. Basics Of Image Display 

An image may be represented as a matrix of the grey 

values of its pixels. The problem here is to display 
that matrix on the computer screen. There are many 

factors which will effect the display they include: 

1. Ambient lighting. 
2. The monitor type and settings. 

3. The graphics card. 

4. Monitor resolution. 
 

The same image may appear very different when 

viewed on a dull CRT monitor or on a bright LCD 

monitor. The resolution can also affect the display of 
an image; a higher resolution may result in the image 

taking up less physical area on the screen, but this 

may be counteracted by a loss in the colour depth: the 
monitor may be only to display 24-bit colour at low 

resolutions. If the monitor is bathed in bright light 

(sunlight, for example), the display of the image may 
be compromised. Furthermore, the individual's own 

visual system will affect the appearance of an image: 

the same image, viewed by two people, may appear to 

have different characteristics to each person. For our 
purpose, we shall assume that the computer set up is 

as optimal as is possible, and the monitor is able to 

accurately reproduce the necessary grey values or 
colours in any image. To display the image properly, 

we need to add several extra commands to the image 

line. 

 
1. True size, which displays one matrix element (in 

this case an image pixel) for each screen pixel. More 

formally, we may use true size([256 256]) where the 
vector components give the number of screen pixels 

vertically and horizontally to use in the display. If the 

vector is not specified, it defaults to the image size. 
2.  Axis off which turns o_ the axis labelling, 

3. Color map(gray(247)), which adjusts the image 

colour map to use shades of grey only. 

Histograms  
 

Given a greyscale image, its histogram consists of the 

histogram of its grey levels; that is, a graph indicating 
the number of times each grey level occurs in the 

image. We can infer a great deal about the appearance 

of an image from its histogram, as the following 

examples indicate: 
� In a dark image, the grey levels (and hence the 

histogram) would be clustered at the lower end: 

� In a uniformly bright image, the grey levels would 

be clustered at the upper end: 

� In a well contrasted image, the grey levels would be 

well spread out over much of the range.  

K.Linear Filtering In Matlab 

The filter2 function does the job of linear filtering for 

us; its use is filter2(filter,image,shape) and the result 
is a matrix of data type double. The parameter shape 

is optional, it describes the method for dealing with 

the edges: 

 Filter2(filter, image,' same') is the default; it 

produces a matrix of equal size to the original 

image matrix. It uses zero padding. 

 

L.Edge Sharpening 
Spatial filtering can be used to make edges in an 

image slightly sharper and crisper, which generally 

results in an image more pleasing to the human eye. 
The operation is variously called  edge enhancement, 

edge crispening, or unsharp masking. This last term 

comes from the printing industry. 
 

M.Non-Linear Filters 

Linear filters, as we have seen in the previous 

sections, are easy to describe, and can be applied very 
quickly and efficiently by Matlab. A non-linear filter 

is obtained by a non-linear function of the grey scale 

values in the mask. 
 

Simple examples are the maximum filter, which has 

as its output the maximum value under the mask, and 

the corresponding minimum filter, which has as its 
output the minimum value under the mask. Both the 

maximum and minimum filters are examples of rank-

order filters. In such a filter, the elements under the 
mask are ordered, and a particular value returned as 

output. So if the values are given in increasing order, 

the minimum filter is a rank-order filter for which the 
first element is returned, and the maximum filter is a 

rank-order filter for which the last element is returned 

For implementing a general non-linear filter in 

Matlab, the function to use is nlfilter, which applies a 
filter to an image according to a pre-defined function. 

If the function is not already defined, we have to 

create an m-file which defines it. 
 

N.Sampling And Quantization 



                International Journal of Innovative Research in Engineering Science and Technology 

                                    June  2017                                                               ISSN  2320 – 981X 

  Selvam Indian Research Publications @ Selvam Educational Institutions   IJIREST   Vol.  V    Issue 02  Pp 82-94 

In order to become suitable for digital processing, an 

image function f(x,y) must be digitized both spatially 
and in amplitude. Typically, a frame grabber or 

digitizer is used to sample and quantize the analogue 

video signal. Hence in order to create an image which 

is digital, we need to covert continuous data into 
digital form. There are two steps in which it is done: 

 Sampling 
 Quantization  

The sampling rate determines the spatial resolution of 
the digitized image, while the quantization level 

determines the number of grey levels in the digitized 

image. A magnitude of the sampled image is 
expressed as a digital value in image processing. The 

transition between continuous values of the image 

function and its digital equivalent is called 

quantization. 
 

The number of quantization levels should be high 

enough for human perception of fine shading details 
in the image. The occurrence of false contours is the 

main problem in image which has been quantized with 

insufficient brightness levels. 

  

O.Resizing Image 

Image interpolation occurs when you resize or distort 

your image from one pixel grid to another. Image 
resizing is necessary when you need to increase or 

decrease the total number of pixels, whereas 

remapping can occur when you are correcting for lens 
distortion or rotating an image. Zooming refers to 

increase the quantity of pixels, so that when you zoom 

an image, you will see more detail. 

 
Interpolation works by using known data to estimate 

values at unknown points. Image interpolation works 

in two directions, and tries to achieve a best 
approximation of a pixel's intensity based on the 

values at surrounding pixels. Common interpolation 

algorithms can be grouped into two categories: 
adaptive and non-adaptive. Adaptive methods change 

depending on what they are interpolating, whereas 

non-adaptive methods treat all pixels equally. Non-

adaptive algorithms include: nearest neighbor, 
bilinear, bicubic, spline, sinc, lanczos and others. 

Adaptive algorithms include many proprietary 

algorithms in licensed software such as: Qimage, 
Photo Zoom Pro and Genuine Fractals. 

Many compact digital cameras can perform both an 

optical and a digital zoom. A camera performs an 
optical zoom by moving the zoom lens so that it 

increases the magnification of light. However, a 

digital zoom degrades quality by simply interpolating 

the image. Even though the photo with digital zoom 
contains the same number of pixels, the detail is 

clearly far less than with optical zoom. 

P. Aliasing And Image Enhancement 

Digital sampling of any signal, whether sound, digital 

photographs, or other, can result in apparent signals at 

frequencies well below anything present in the 
original. Aliasing occurs when a signal is sampled at a 

less than twice the highest frequency present in the 

signal. Signals at frequencies above half the sampling 
rate must be filtered out to avoid the creation of 

signals at frequencies not present in the original 

sound. Thus digital sound recording equipment 
contains low-pass filters that remove any signals 

above half the sampling frequency.  

 

Since a sampler is a linear system, then if an input is a 
sum of sinusoids, the output will be a sum of sampled 

sinusoids. This suggests that if the input contains no 

frequencies above the Nyquist frequency, then it will 
be possible to reconstruct each of the sinusoidal 

components from the samples. This is an intuitive 

statement of the Nyquist-Shannon sampling theorem. 

Anti-aliasing is a process which attempts to minimize 

the appearance of aliased diagonal edges. Anti-

aliasing gives the appearance of smoother edges and 
higher resolution. It works by taking into account how 

much an ideal edge overlaps adjacent pixels. 

Q.Contrast Enhancement 
Image enhancement techniques have been widely used 

in many applications of image processing where the 

subjective quality of images is important for human 
interpretation. Contrast is an important factor in any 

subjective evaluation of image quality. Contrast is 

created by the difference in luminance reflected from 

two adjacent surfaces. In other words, contrast is the 
difference in visual properties that makes an object 

distinguishable from other objects and the 

background. In visual perception, contrast is 
determined by the difference in the colour and 

brightness of the object with other objects. Our visual 

system is more sensitive to contrast than absolute 
luminance; therefore, we can perceive the world 

similarly regardless of the considerable changes in 
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illumination conditions. Many algorithms for 

accomplishing contrast enhancement have been 
developed and applied to problems in image 

processing. If the contrast of an image is highly 

concentrated on a specific range, e.g. an image is very 

dark; the information may be lost in those areas which 
are excessively and uniformly concentrated. The 

problem is to optimize the contrast of an image in 

order to represent all the information in the input 
image.  

 

R.Spatial Domain Filtering 
Filtering is a technique for modifying or enhancing an 

image. Spatial domain operation or filtering (the 

processed value for the current pixel processed value 

for the current pixel depends on both itself and 
surrounding pixels). Hence Filtering is a 

neighborhood operation, in which the value of any 

given pixel in the output image is determined by 
applying some algorithm to the values of the pixels in 

the neighborhood of the corresponding input pixel. A 

pixel's neighborhood is some set of pixels, defined by 
their locations relative to that pixel. 

 

Spatial filtering is a form of finite impulse response 

(FIR) filtering. The filter is actually a mask of weights 
arranged in a rectangular pattern. The process is one 

of sliding the mask along the image and performing a 

multiply and accumulate operation on the pixels 
covered by the mask. 

III.EXISTING SYSTEM 
Diabetic macular edema is a common complication of 

diabetic retinopathy due to the presence of exudates in 

proximity with the fovea. In this paper, an automated 

method to classify diabetic macular edema is 
presented. The fovea is localized and the regions of 

macula are marked based on the Early Treatment 

Diabetic Retinopathy Studies (ETDRS) grading scale. 
Extraction method using marker-controlled watershed 

transformation is adopted and modified from the 

previous research. The location of the extracted 
exudates on the marked macular regions is computed 

to classify diabetic macular edema into normal, stage 

1 and stage 2 diabetic macular edema. The 

performance of the proposed method is evaluated 
using 88 images of publicly available MESSIDOR. 

IV. EXISTING BLOCK DIAGRAM 

 

V.BLOCK DIAGRAM DESCRIPTION 

A. Image Database 

 In this work, 41 digital fundus images of normal, 14 

images of stage 1 diabetic macular edema and 33 

images stage 2 diabetic macular edema were selected 
from MESSIDOR, a publicly available database, as 

our test images. The images were acquired by using a 

colour video 3CCD camera on a Topcon TRC NW6 
non-mydriatic retinograph with a 45 degree field.  The 

images were captured using 8 bits per colour plane at 

2240 x 1488. We have verified that all images are of 
sufficient quality and the annotations made for 

diagnosis have been considered as the reference 

standard to evaluate the results of our algorithm. 

 

B. Exudates Detection 

 Prior to detecting exudates, the image has to undergo 

series of process to ensure adequate level of success is 
achieved in exudates detection. It is reliable to work 

on green colour component of the image because the 

contrast shown between the exudates, optic disc with 
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the background is relatively higher. Contrast-limited 

adaptive histogram equalization (CLAHE) is done 
twice and contrast stretching transformation is done 

once to assign the exudates and optic disc with the 

highest intensity values. The image is then 

complemented to change the higher-intensity features 
into dark pixels. Fig.3 shows the image obtained after 

image is complemented. Inclusion of optic disc into 

the algorithm may affect the performance as the optic 
disc appears with almost the same contrast with 

exudates. Extended minima transformation is applied 

and the threshold parameter is set to a fixed value of 
2. The output image will be a binary image whose 

foreground pixels mark the location of the deep 

regional minima. Following extended minima 

transformation, morphological opening and dilation 
are performed. In order to create a circular mask of 

optic disc, the optic disc centroid is identified. Prior to 

watershed transformation, the gradient magnitude of 
the optic disc eliminated image is computed by using 

Sobel linear filter. To control oversegmentation, an 

approach based on markers is used. Internal markers 
are obtained by using extended minima transformation 

on optic disc eliminated image with threshold set to 2. 

The external markers are obtained by using Euclidean 

distance transform on the internal marker image. 
Using the internal markers and external markers the 

gradient image is modified using a procedure called 

minima imposition. The purpose of minima 
impositionis to modify the image so that regional 

minima occur only in marked locations. Watershed 

transformation image is then superimposed on the 

negative image and converted into a RGB image as 
shown in Fig. 3. A negative image. The image is then 

converted into binary image with threshold value of 

0.93. Fig.3 shows the extracted exudates from the 
original image. 

 

C. Fovea Localization 
 In this paper, diabetic macular edema is defined 

based on the ETDRS grading scale as shown in Table 

I. The location of the fovea is the determinant in 

classifying diabetic macular edema into stages, 
finding the location of fovea is therefore the 

preliminary and crucial stage in classification. A 

morphological closing operator is applied on the 
preprocessed image (refer to Fig.2) to discard other 

small features that could interfere in fovea detection. 

An annular mask is then created with the purpose of 
including fovea in the annular mask region. An 

annular binary mask with radius 345 to 600 pixels 

from the center of the optic disc is computed. The 

annular mask radius is defined based on experimental 
observations with a number of images. From the 

region of interest (ROI) obtained by the annular mask, 

the location in which pixels having minimum value in 

the ROI is identified as the location of the fovea 
because fovea appears as dark region in the fundus 

image. Unwanted regions of the mask are then 

removed once the location of fovea is identified. The 
images obtained following steps in fovea localization. 

 

D. CLASSIFICATION 
Disc diameter of optic disc is set to be 276 pixels 

based on observation on few numbers of images. The 

region of the macula for macular edema detection is 

divided into two, based on the definition given by 
ETDRS scale, one with a radius of 138 pixels and 

another with a radius of 276 pixels. If the exudates 

were found present in the region with radius 138 
pixels, it is classified as stage 1 diabetic macular 

edema and if exudates were found present in region 

with radius 276 pixels it is classified as stage 2 
diabetic macular edema. Exudates found elsewhere 

from these two regions are not taken into account for 

sign of diabetic macular edema. 
 

 

 

VI. PROPOSED WORK 
HE appear as clusters of bright, high contrast lesions 

and are usually well localized. The macula is a dark 
structure roughly at the center of the retina. In the 

absence of any HE (i.e., a normal retina), there is a 

rough rotational symmetry about the macula in the 

circular region of roughly twice the diameter of the 
optic disc. We use this observation to derive relevant 

features to describe the normal and abnormal cases. 

Given a color fundus image, a circular region of 
interest (ROI) is first extracted and an intermediate 

representation also known as the motion pattern of the 

ROI is created. Relevant features are then derived for 
to classify the given image as normal or abnormal 

(containing HE). 
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Fig.4. Effect of increasing rotation step, lesion contrast, and lesion size on 

abnormal retina for estimating motion parameters. (a) Effect of rotation 

step on d. (b) Effect of local contrast on . (c) Effect of lesion size on . 

 

A.Region Of Interest Extraction 

Since the severity of DME is determined based on the 

location of HE clusters relative to the macula, the 
images acquired for DME detection usually focus 

around the macular region.We find the best fit 

circlewithin the fundusmask withmacula at the center, 

for a given image. The region within this circle is the 
desired ROI denoted as (see Fig. 3 for an example). 

The green channel of forms the input for all 

subsequent processing. The center of macula is 
automatically detected using  and restricting the 

search to a central region of the given image show in 

Fig.4. since the acquired images for DME detection 

are macula-centric. Since the OD shares a brightness 
characteristic similar to HE, it is also automatically 

detected and masked. 

 

B. GENERATION OF MOTION PATTERN 
The creation of a motion pattern is motivated by the 

effect of motion on biological/computer visual 

system. Here motion is induced in a given image to 

generate a sequence of images. These are combined 
by applying a function to coalesce the intensities at 

each sensor location to give rise to a motion pattern. A 

motion pattern for is derived as follows, Let the given 
ROI be denoted as Imp. 

 

Radon Transform based Descriptor (RTD): Given an 
image, its Radon transform is the projection of 

intensities along a line oriented at direction α. α is the 

angle between the lines of projection and the x axis. 

We obtain a feature vector for the image IGMP by 
concatenating the projections for different values of 

angle α. The feature vector is normalized to address 

variation in the sizes of OD that occur across patients. 
Accentuated spatial extent of neuroretinal rim in 

IGMP of normal cases is reflected in the projection 

based feature vector. A large neuroretinal rim for 
normal OD will exhibit a shorter width of the intensity 

hill in 1-D projection in comparison to glaucomatous 

OD. 

 

C. Abnormality Detection 

The Mahalanobis distance is a measure of the distance 

between a point P and a distribution D, introduced 
by P. C. Mahalanobis in 1936.

[1]
 It is a multi-

dimensional generalization of the idea of measuring 

how many standard deviations away P is from 

the mean of D. This distance is zero if P is at the mean 
of D, and grows as P moves away from the mean: 

along each principal component axis, it measures the 

number of standard deviations from P to the mean of 
D. If each of these axes is rescaled to have unit 

variance, then Mahalanobis distance corresponds to 

standard Euclidean distance in the transformed space. 
Mahalanobis distance is thus unitless and scale-

invariant, and takes into account the correlations of 

the data set. Consider the problem of estimating the 

probability that a test point in N-
dimensional Euclidean space belongs to a set, where 

we are given sample points that definitely belong to 

that set. Our first step would be to find the average or 
center of mass of the sample points. Intuitively, the 

closer the point in question is to this center of mass, 

the more likely it is to belong to the set. 

https://en.wikipedia.org/wiki/Probability_distribution
https://en.wikipedia.org/wiki/Prasanta_Chandra_Mahalanobis
https://en.wikipedia.org/wiki/Mahalanobis_distance#cite_note-1
https://en.wikipedia.org/wiki/Standard_deviations
https://en.wikipedia.org/wiki/Mean
https://en.wikipedia.org/wiki/Principal_component
https://en.wikipedia.org/wiki/Euclidean_distance
https://en.wikipedia.org/wiki/Unitless
https://en.wikipedia.org/wiki/Scale_invariance
https://en.wikipedia.org/wiki/Scale_invariance
https://en.wikipedia.org/wiki/Correlations
https://en.wikipedia.org/wiki/Data_set
https://en.wikipedia.org/wiki/Euclidean_space
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However, we also need to know if the set is spread out 

over a large range or a small range, so that we can 
decide whether a given distance from the center is 

noteworthy or not. The simplistic approach is to 

estimate the standard deviation of the distances of the 

sample points from the center of mass. If the distance 
between the test point and the center of mass is less 

than one standard deviation, then we might conclude 

that it is highly probable that the test point belongs to 
the set. The further away it is, the more likely that the 

test point should not be classified as belonging to the 

set. 

This intuitive approach can be made quantitative by 

defining the normalized distance between the test 

point and the set to be By plugging this into the 

normal distribution we can derive the probability of 
the test point belonging to the set. 

The drawback of the above approach was that we 

assumed that the sample points are distributed about 
the center of mass in a spherical manner. Were the 

distribution to be decidedly non-spherical, for instance 

ellipsoidal, then we would expect the probability of 
the test point belonging to the set to depend not only 

on the distance from the center of mass, but also on 

the direction. In those directions where the ellipsoid 

has a short axis the test point must be closer, while in 
those where the axis is long the test point can be 

further away from the center. 

Putting this on a mathematical basis, the ellipsoid that 
best represents the set's probability distribution can be 

estimated by building the covariance matrix of the 

samples. The Mahalanobis distance is the distance of 

the test point from the center of mass divided by the 
width of the ellipsoid in the direction of the test point. 

VII.SYSTEM REQUIREMENT 
A.Hardware Requirements  

• Processor Pentium –v  

• Speed  1.1 GHz 

• RAM   2 GB 

• Hard Disk  80 GB 

• Key Board Standard Keyboard 

• Mouse  Two or Three Button  

• Monitor LG Color Monitor  

 

B.Software Requirements  

• Language Matlab(R2013av:8.1.0) 

 

C. Matlab Basic Concepts 

MATLAB (matrix laboratory) is a multi-paradigm 
numerical computing environment and fourth-

generation programming language. A proprietary 

programming language developed by Math Works, 

MATLAB allows matrix manipulations, plotting of 
functions and data, implementation of algorithms, 

creation of user interfaces, and interfacing with 

programs written in other languages, including C, 
C++, Java, Fortran and Python. Although MATLAB 

is intended primarily for numerical computing, an 

optional toolbox uses the MuPAD symbolic engine, 
allowing access to symbolic computing capabilities. 

An additional package, Simulink, adds graphical 

multi-domain simulation and model-based design for 

dynamic and embedded systems In 2004, MATLAB 
had around one million users across industry and 

academia. MATLAB users come from various 

backgrounds of engineering, science, and economics. 
MATLAB is interesting in that it is dynamically 

compiled. In other words, when you're using it, you 

won't run all your code through a compiler, generate 

an executable, and then run the executable file to 
obtain a result. Instead, MATLAB simply goes line by 

line and performs the calculations without the need for 

an executable. 
 

Partly because of this, it is possible to do calculations 

one line at a time at the command line using the same 
syntax as would be used in a file. It's even possible to 

write loops and branches at the command line if you 

want to. Of course this would often lead to a lot of 

wasted efforts, so doing anything beyond very simple 
calculations, testing to see if a certain function, 

syntax, etc. works, or calling a function you put into 

an .m file should be done within an .m file. 

D.The Current Directory And Defined Path 

It is necessary to declare a current directory before 
saving a file, loading a file, or running an M-file. By 

default, unless you edit the MATLAB shortcut, the 

current directory will be .../MATLAB/work. After you 

start MATLAB, change the current directory by either 
using the toolbar at the left-hand side of the screen, or 

entering the path in the bar at the top. 

https://en.wikipedia.org/wiki/Standard_deviation
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The current directory is the directory MATLAB will 
look in first for a function you try to call. Therefore if 

you have multiple folders and each of them has an M-

file of the same name, there will not be a discrepancy 

if you set the current directory beforehand. The 
current directory is also the directory in which 

MATLAB will first look for a data file. 

 
If you still want to call a function but it is not part of 

the current directory, you must define it using 

MATLAB's 'set path' utility. To access this utility, 
follow the path: file > set path... > add folder... 

You could also go to "add folder with subfolders...", if 

you're adding an entire group, as you would if you 

were installing a toolbox. Then look for and select the 
folder you want. If you forget to do this and attempt to 

access a file that is not part of your defined path list, 

you will get an 'undefined function' error. 

E.Saving Files 

There are many ways to save to files in MATLAB. 
•save - saves data to files, *.mat by default 

•uisave - includes user interface 

•hgsave - saves figures to files, *.fig by default 

•diary [filename] - saves all the text input in the 
command window to a text file. 

F.Loading Files 
Likewise, there are many ways to load files into the 

workspace. One way is to use the "file" menu. To 

open a .m file click "open", whereas to import data 
from a data file select "import data..." and follow the 

wizard's instructions. He file must be in a recognized 

directory (usually your current directory, but at least 

one for which the path has been set).The data in the 
.mat file is stored with the same name as the variable 

originally had when it was saved. To get the name of 

this and all other environment variables, type "who". 
To open an .m file, you can use file -> open, or type 

G. File Naming Constraints 
You can name files whatever you want (usually 

simpler is better though), with a few exceptions: 

 

•MATLAB for Windows retains the file naming 
constraints set by DOS. The following characters 

cannot be used in filenames:(” * \ | ? ) 

 

•You're not allowed to use the name of a reserved 

word as the name of a file. For example, while.m is 
not a valid file name because while is one of 

MATLAB's reserved words. 

 

•When you declare an m-file function, the m-file must 
be the same name as the function or MATLAB will 

not be able to run it.  

 
•You must save it as "factorial.m" in order to use it. 

MATLAB will name it for you if you save it after 

typing the function declaration, but if you change the 
name of the function you must change the name of the 

file manually, and vice versa. 

 

H. Interfacing With Other Languages 
MATLAB can call functions and subroutines written 

in the C programming language or Fortran. A wrapper 

function is created allowing MATLAB data types to 
be passed and returned. The dynamically loadable 

object files created by compiling such functions are 

termed "MEX-files" (for MATLAB executable). 
Since 2014 increasing two-way interfacing with 

Python is being added. Libraries written in Perl, Java, 

ActiveX or .NET can be directly called from 

MATLAB, and many MATLAB libraries (for 
example XML or SQL support) are implemented as 

wrappers around Java or ActiveX libraries. Calling 

MATLAB from Java is more complicated, but can be 
done with a MATLAB toolbox which is sold 

separately by Math Works, or using an undocumented 

mechanism called JMI (Java-to-MATLAB Interface), 

(which should not be confused with the unrelated Java 
Metadata Interface that is also called JMI).As 

alternatives to the MuPAD based Symbolic Math 

Toolbox available from Math Works, MATLAB can 
be connected toMaple or Mathematica. Libraries also 

exist to import and export MathML. MATLAB is a 

proprietary product of MathWorks, so users are 
subject to vendor lock-in. Although MATLAB 

Builder products can deploy MATLAB functions as 

library files which can be used with .NET or Java 

application building environment, future development 
will still be tied to the MATLAB language. Each 

toolbox is purchased separately. If an evaluation 

license is requested, the Math Works sales department 
requires detailed information about the project for 

which MATLAB is to be evaluated. If granted (which 

it often is), the evaluation license is valid for two to 
four weeks. A student version of MATLAB is 

available as is a home-use license for MATLAB, 
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SIMULINK, and a subset of Math work's Toolboxes 

at substantially reduced prices. 

 
 

It has been reported that EU competition regulators 
are investigating whether Math Works refused to sell 

licenses to a competitor. The regulators dropped the 

investigation after the complainant withdrew their 
accusation and no evidence of wrongdoing was found.  

 

 

VIII. SIMULINK 
Simulink, developed by Math Works, is a graphical 

programming environment for modeling, simulating 

and analyzing multi domain dynamic systems. Its 
primary interface is a graphical block diagramming 

tool and a customizable set of block libraries. It offers 

tight integration with the rest of the MATLAB 
environment and can either drive MATLAB or be 

scripted from it. Simulink is widely used in automatic 

control and digital signal processing for multi domain 
simulation and Model-Based Design. 

 

A. Add-On Products 

Math Works and other third-party hardware and 
software products can be used with Simulink. For 

example, State flow extends Simulink with a design 

environment for developing state machines and flow 
charts. 

 

Math Works claims that, coupled with another of their 
products, Simulink can automatically generate C 

source code for real-time implementation of systems. 

As the efficiency and flexibility of the code improves, 

this is becoming more widely adopted for production 
systems, in addition to being a tool for embedded 

system design work because of its flexibility and 

capacity for quick iteration. Embedded Coder creates 

code efficient enough for use in embedded systems.  

 
Fig.5. Few challenging DME cases detected (a) Faint HE on a bright 

background (b), (c) Small and faint HE on tiger patterned background. 

Annotation (S) indicates location of subtle (faint) hard exudates in color 

fundus imagec 

 

Simulink Real-Time (formerly known as xPC Target), 

together with x86-based real-time systems, is an 
environment for simulating and testing Simulink and 

Stateflow models in real-time on the physical system. 

Another Math Works product also supports specific 
embedded targets. When used with other generic 

products, Simulink and Stateflow can automatically 

generate synthesizable VHDL and Verilog. Simulink 
Verification and Validation enables systematic 

verification and validation of models through 

modeling style checking, requirements traceability 

and model coverage analysis. Simulink Design 
Verifier uses formal methods to identify design errors 

like integer overflow, division by zero and dead logic, 

and generates test case scenarios for model checking 
within the Simulink environment.The result show in 

Fig.5. The systematic testing tool TPT is marketed as 

a way to perform a formal verification and validation 

process to stimulate Simulink models but also for use 
during the development phase where the developer 

generates inputs to test the system. By the substitution 

of the Constant and Signal generator blocks of 
Simulink, Math Works claim that the stimulation 

becomes reproducible. 

 
Sim Events is used to add a library of graphical 

building blocks for modeling queuing systems to the 

Simulink environment, and to add an event-based 

simulation engine to the time-based simulation engine 
in Simulink. 

 

IX.CONCLUSION 
Image processing of color fundus images has the 

potential to play a major role in diagnosis of diabetic 

retinopathy. There are three different ways in which it 
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can contribute: image enhancement, mass screening 

(including detection of pathologies and retinal 
features), and monitoring (including feature detection 

and registration of retinal images). Efficient 

algorithms for the detection of the optic disc and 

retinal exudates have been presented. Robustness and 
accuracy in comparison to human graders have been 

evaluated on a small image database. The results are 

encouraging and a clinical evaluation will be 
undertaken in order to be able to integrate the 

presented algorithm in a tool for diagnosis of diabetic 

retinopathy.  
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Abstract 

 

An efficient Cloud Computing implementation of the Intermittent Small Baseline 

Subset (ISBAS) algorithm, which is an advanced Differential Interferometric Synthetic 

Aperture Radar (DInSAR) distributed technique that helps to generate Earth surface 

displacement time series over computing infrastructures. Ground motion as a consequence of 

natural geological processes or due to anthropogenic influences, is one of the major problem 

and concern to a variety of people and groups. These include the mining industry, insurance 

companies, government and not least the general population. Detailed knowledge of 

subsidence patterns would benefit all peoples involved however, often techniques used such 

as leveling and GPS have spatial or temporal shortfalls. Utilizing remotely monitored data 

and Differential Interferometric Synthetic Aperture Radar (DInSAR), the shortcomings of 

traditional measurement can be overcome, producing precise maps over wide expanses and 

over years. DInSAR utilizes stacks of Synthetic Aperture Radar (SAR) imagery of the 

perticular area to derive ground motion rates with millimetric precision. A significant 

limitation of these techniques utilizing small baseline or persistent scatterer methods, is the 

density of coverage it can achieve over dynamic rural environments. Interferometric analysis 

is not possible over wide sections of the scene which can inhibit the identification of 

subsidence patterns, impeding the techniques efficacy. The Intermittent Small Baseline Subset 

(ISBAS) is an improved version of the established SBAS algorithm, designed to improve adopt 

over rural settings by considering intermittent coherence. 
 

 

1. INTRODUCTION 

 

Cloud computing is an expression 

used to describe a variety of different types 

of computing concepts that involve a large 

number of computers connected through a 

real-time communication network such as 

the Internet. In science, cloud computing is 

a synonym for distributed computing over 

a network and means the ability to run a 

program on many connected computers at 

the same time. The phrase is also more 

commonly used to refer to network-based 

services which appear to be provided by 

real server hardware, which in fact is 

served up by virtual hardware, simulated 

by software running on one or more real 

machines. Such virtual servers do not 

physically exist and can therefore be 

 
 

 

moved around and scaled up (or down) on 

the fly without affecting the end user 

arguably, like a cloud. 
 
OVERVIEW OF THE PROJECT 

 
Cloud computing is achieving 

increased popularity, concerns are being 

voiced about the security issues introduced 

through adoption of this new model. The 

effectiveness and efficiency of traditional  
protection mechanisms are being 

reconsidered as the characteristics of this 

innovative deployment model can differ 

widely from those of traditional 

architectures. An alternative perspective 

on the topic of cloud security is that this is 

but another, although quite broad, case of 

"applied security" and that similar security 

principles that apply in shared multi-user 
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mainframe security models apply with cloud security. The relative security of cloud computing services is a 
contentious issue that may be delaying its adoption. 
 

 

1.1 Cloud Computing Security 
 

Physical control of the Private Cloud equipment is more secure than having the equipment off site and 

under someone else control. Physical control and the ability to visually inspect data links and access ports is 

required in order to ensure data links are not compromised. Issues barring the adoption of cloud computing 

are due in large part to the private and public sectors unease surrounding the external management of 

security-based services. It is the very nature of cloud computing based services, private or public, that 

promote external management of provided services. This delivers great incentive to cloud computing service 

providers to prioritize building and maintaining strong management of secure services. Security issues have 

been categorized into sensitive data access, data segregation, privacy, bug exploitation, recovery, 

accountability, malicious insiders, management console security, account control, and multi tenancy issues. 

Various cloud security issues vary, from cryptography, particularly public key infrastructure (PKI), to use of 

multiple cloud providers, standardization of APIs, and improving virtual machine support and legal support. 
 

 

1.2 OBJECTIVES OF THE PROJECT 
 

Leveraging AWS infrastructures features S3, EC2 scalability, MySql to store, process, manipulate give 

more flexibility to implement to web features like open portal for end users. 
 

Due to the increasing popularity of cloud computing, more and more data owners are motivated to 

outsource their data to cloud servers for great convenience and reduced cost in data management. 
 

2. EXISTING SYSTEM 
 

Parallel Small BAseline Subset (PSBAS) is a SAR raw data focusing up to the displacement time-

series generation. PSBAS is one of the DInSAR technique used mainly for spatial data analysis with less 

denser points. Evaluating and comparing the scalable performances of the developed P-SBAS NFS-based DS 

implementation with those based on the CS implementation. 
 

The total processing time of the PSBAS sequential execution is 478.8 h and, starting from this time, 

which can computed the sequential fraction of the processing, which represents the 3.7%. did not execute the 

2 and 4 nodes runs because they would have not been significant for the objective of analysis, which is the 

investigation of the P-SBAS performances when the number of computing nodes increases, i.e., when 

maintaining the scalability becomes a critical issue. 
 

The computing architectures that exploited for the comparison between the P-SBAS CC centralized 

and the presented DS implementations have been built up by exploiting the AWS EC2 resources located in 

the Ireland region. Among the available EC2 instances, selected those allowing us  
to demonstrate how the new implementation overcomes the network bottleneck problem, which 

characterized the CS implementation leading also to a significant cost reduction. In particular, instead of 

exploiting instances with the maximum network bandwidth available within EC2 (i.e., 10 Gb/s), satisfactory 

scalability, chose machines with a network performance referred to as “high,” which is around 1 Gb/s.. 
 

2.1 Drawbacks 
 

 Generates less denser points for rural areas.
 P-SBAS does not support spatial geological data analysis for Agricultural land, large firms.
 Need large scale data
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3. PROPOSED SYSTEM 
 

The Intermittent Small Baseline Subset (ISBAS), which, compared with the Small Baseline Subset 

(SBAS) method, appears to improve results over natural, woodland and agricultural terrain. Differential 

Interferometric Synthetic Aperture Radar (DInSAR) Technique is generated. DInSAR used to observe very 

large areas in the Earth’s Surface deformation. Build more cost effective and implement rural coverage 

system using Intermittent Small Baseline Subset (ISBAS), Differential Interferometric Synthetic Aperture 

Radar (DInSAR) algorithm. 
 

3.1 Advantages 
 

 ISBAS technique is the generation of denser point coverage than the standard SBAS method 
especially over rural areas.

 Cost effective.
 Computing Scalable and load balancing enabled.



4. SYSTEM METHODOLOGY 
 

The computing architectures that we exploited for the comparison between the P-SBAS CC 

centralized]and the presented DS implementations have been built up by exploiting the AWS EC2 resources 

located in the Ireland region.Among the available EC2 instances, we selected those allowing us to 

demonstrate how the new implementation overcomes the network bottleneck problem, which characterized 

the CS implementation leading also to a significant cost reduction. In particular, instead of exploiting 

instances with the maximum network bandwidth available within EC2 (i.e., 10 Gb/s), reacha satisfactory 

scalability, we chose machines with a network performance referred to as “high,” which is around 1 Gb/s. 

This reduction for the requested network bandwidth permitted us to save about 42% of the costs related to 

the instance payment.More precisely, for our experimental analysis, both as master and worker nodes, we 

selected the m4.4xlarge machines because they have got characteristics satisfying the P-SBAS requirements 

in terms of RAM capacity and processor (number of cores), but with the above-mentioned 1 Gb/s network 

capability and with a configuration optimized for the Amazon storage volumes (Elastic Block Store,EBS). 

This means that these instances have dedicated connections to the storage disks to which are attached.  

 

The characteristics of the m4.4xlarge instances are shown in details.Note that, throughout our 

analysis, we refer to an instance asto a single computing node. Moreover, for the CS implementa-tion, as a 

shared common storage volume, we selected an IOPS(Input Output Operation per Second) provisioned SSD 

storage volume, ensuring very high I/O performances. In particular, we configured the volume with 16 000 

IOPS, which correspond to 250 MB/s disk access bandwidth, which is the maximum throughput achievable 

by the m4.4xlarge instances. The volume size depends on the overall amount of data produced by the P-

SBAS processing and this storage volume has been attached to the master node. Clearly, the storage 

configuration cannot disregard the network capability because, during the parallel steps of the P-SBAS 

processing, the data to be read and written on the common storage are transferred via network; consequently, 

the actual I/O bandwidth is given by the minimum between the disk access and the network 
 
bandwidth. Concerning the DS implementation, instead, each computing node of the implemented platform 

had attached its own storage volume. In this case we exploited an IOPS provisioned SSD storage volume 

with 1000 IOPS for each worker node, and 4000 IOPS for the master node, as this latter one, in several steps 

of the P-SBAS processing, performs more I/O operations than the other nodes. In these experiments, we 

carefully set the I/O performances strictly necessary to sustain the I/O workload of each computing node. 
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5. SYSTEM ARCHITECTURE 
 Simple Storage Service is storagefor the Internet. Online file Storage Web service interfaces 

(Representational State Transfer, Simple Object Access Protocol). S3 allows users to enable or disable 
logging. If enabled, the logs are stored on Amazon S3 buckets which can be analyzed. 
 

AWS allowing user to rent virtual computers on which to run their own computer application. EC2 

provides users with control over the geographical location of instances that allows for latency optimization 

and high levels of redundancy.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5.1 Spatial Image Data Collection 
 

Enable users to import spatial data to AWS S2 server. Allow users to manage spatial data using EC2 

server. Provides user interface for create, update, delete, list spatial data and view historical logs for auditing 

purpose. In investigate the scalable capability of the proposed solution, exploiting the AWS Elastic Cloud 

Compute (EC2) public platform performed two kinds of analyses. The former, aimed at evaluating the 

scalable performances achieved with the P-SBAS NFS DS implementation, has been developed in 

continuation of the outcomes, the obtained results show how the new implementation leads to performance 

improvements even with-out exploiting machines with very high-performing features and capabilities, thus 

also permitting a significant reduction of the corresponding costs relevant to the PSBAS processing.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                Spatial Image Data Analysis 
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5.2 ISBAS Algorithm 

 

DInSAR Technique Surface Deformation Analysis. Exploiting AWS Elastic Cloud Compute (EC2) 

in Public Platform. Denser Point Cloud created by 3D Scanners.This research focus on the method termed 

here, the Intermittent Small Baseline Subset (ISBAS), which, compared with the Small Baseline Subset 

(SBAS) method, appears to improve results over natural, woodland and agricultural terrain. A major 

limitation of long-time-series DInSAR is that the analysis is generally restricted to points that are of a 

consistently high coherence throughout the whole time series, meaning the spatial distribution of points is 

often inadequate to characterise a large-scale feature that persists across a range of land-cover types. Here 

the authors present a solution with the ISBAS method, that utilizes pixels that are intermittent ly coherent 

over time in addition to those that are consistently stable over all observations. The algorithm is based upon 

a minor modification of the well-established low pass SBAS. A major limitation of long time-series 

DInSAR is that the analysis is generally restricted to points that are of a 

consistently high coherence throughout the whole time series.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

                                             ISBAS Algorithm 

 

5.3 ISBAS Comparison 
 

Small BAseline Subset (SBAS) Method and the Comparing historical images with current image 

using ISBAS algorithm and provides predictive reports for geological monitoring dashboard. Enable data 

input for monitoring dashboard from the backend. Soil moisture is a key parameter in different 

environmental applications, such as hydrology and natural risk assessment. In this paper, surface soil 

moisture mapping was carried out over a basin in France using satellite synthetic aperture radar (SAR) 

images acquired by C-band (5.3 GHz) sensors. The comparison between soil moisture estimated from SAR 

data and in situ measurements shows good agreement, with a mapping accuracy better than 3%. This result 

shows that the monitoring of soil moisture from SAR images is possible in operational phase. Moreover, 

moistures simulated by the operational M&eacute;t&eacuteo-France ISBA soil-vegetation-atmosphere 

transfer model in the SIM-Safran-ISBA-Modcou chain were compared to radar moisture estimates to validate 

its pertinence. The difference between ISBA simulations and radar estimates fluctuates between 0.4 and 10% 

. The comparison between ISBA and gravimetric measurements of the 12 March 2007 shows a RMSE of 

about 6%. Generally, these results are very encouraging. Results show also that the soil moisture estimated 

from SAR images 
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is not correlated with the textural units defined in the European Soil Geographical Database (SGDBE) at 

1:1000000 scale. However, dependence was observed between texture maps and ISBA moisture. This 

dependence is induced by the use of the texture map as an input parameter in the ISBA model. Even if this 

parameter is very important for soil moisture estimations, radar results to differentiate moistures zones.   
 
 
 
 
 
 
 
 
 
 
 

 

                                                        ISBAS Comparison  

5.4 Data Distribution 

 
Statistic Graphical Methods It having some types for distribution data 

 

 Dot Plots

 Histograms

 Box Plots

 Tally Charts

 

5.5 Query Module 

 

Module enable end users to query geological changes based on timestamp. Helps users to interact 

with system with various filter options. Module interact with S3 and Mysql for data and result references. S3 

references for spatial images snapshots and Mysql for preprocessed historical data results. 
 
 
 
 
 
 
 
 
 
 
 
 

                                                 Query Module 

6. CONCLUSION 
 

The main objective of this project is to improve the geological survey and monitoring for rural area. 

Applying ISBAS DInSAR algorithm to collected spatial data and finding/ sensing geological changes. The 

collection spatial data and store it into could S3.The second phase of this project is to concentrate on 

implementation of the application software in AWS. Providing interface to store/retrieve spatial data from/to 

S3 over EC2 master node. Implement alerting mechanism and dashboard for monitoring using Differential 

Interferometric Synthetic Aperture Radar technique and Intermittent Small BAseline Subset (ISBAS). 

ISBAS which compared with the small baseline subset method , appears to improve results over natural, 

woodland and agricultural terrain on implementation of the application software. 
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Abstract 
 

The Multi-Keyword based document retrieval and simultaneously supports dynamic 

update operation. The Secure KNN algorithm is utilized for accurate relevance calculation. 

Privacy preserving multi-keyword ranked search with multi-data owner in cloud 

computing. Data owners and data users passed the information to the authentication of the 

administration server are also trusted. Encrypt the data before outsourcing to protect data 

confidentiality. Flexibly can achieve sub-linear search time and deals with insertion and 

deletion of documents with multi-owners. The special purpose solution such as searchable 

encryption scheme and dynamic scheme are implemented. Data owners build a secure 

searchable tree index from the document collection. Data users can decrypt the documents 

with shared secret key. Cloud servers provide encrypted documents and searchable tree 

index for data owners. The Authentication Server provide special tree based index 

structure. Cloud computing has been considered an enterprise for IT infrastructure, which 

can organize huge resource of computing, storage and applications, and enable users to 

enjoy ubiquitous, convenient on-demand network access to a configurable computing 

resources with great efficiency and minimal economic overhead for shared pool. Propose a 

secured and ranked multi-keyword search protocol in a multi-owner cloud model over 

encrypted cloud data. A special tree-based index structure is constructed. Dynamic group, 

Multi-Keyword Ranked Search and KNN Algorithm is implemented. Authentication server 

provides dynamic grouping. Design goals such as dynamic, search 

efficiency[GDFS]algorithm ,etc.Two secure search scheme such as BDMRS and EDMRS. 
 
 

 

I.INTRODUCTION 
 
1. GENERAL DETAILS -

CLOUD COMPUTING 
 

Cloud computing, or something 

being in the cloud, is an expression used to 
describe a variety of different types of 

computing concepts that involve a large 
number of computers connected through a 

real-time communication network such as 
the Internet. In science, cloud computing is 

 
 

 

a synonym for distributed computing over 

a network and means the ability to run a 

program on many connected computers at 

the same time. The phrase is also more 

commonly used to refer to network-based 

services which appear to be provided by 

real server hardware, which in fact is 

served up by virtual hardware, simulated 

by software running on one or more real 

machines. Such virtual servers do not 

physically exist and can therefore be 

moved around and scaled up (or down) on 
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the fly without affecting the end user-arguably, 
rather like a cloud. 
 
2. SECURITY PROVIDED BY 

CLOUD COMPUTING  
 

As cloud computing is achieving 

increased popularity, concerns are being voiced 

about the security issues introduced through 

adoption of this new model. The effectiveness 

and efficiency of traditional protection 

mechanisms are being reconsidered as the 

characteristics of this innovative deployment 

model can differ widely from those of 

traditional architectures. An alternative 

perspective on the topic of cloud security is that 

this is but another, although quite broad, case 

of "applied security" and that similar security 

principles that apply in shared multi-user 

mainframe security models apply with cloud 

security. The relative security of cloud 

computing services is a contentious issue that 

may be delaying its adoption. Physical control 

of the Private Cloud equipment is more secure 

than having the equipment off site and under 

someone else's control. Physical control and the 

ability to visually inspect data links and access 

ports is required in order to ensure data links 

are not compromised. Issues barring the 

adoption of cloud computing are due in large 

part to the private and public sectors' unease 

surrounding the external management of 

security-based services. It is the very nature of 

cloud computing-based services, private or 

public, that promote external management of 

provided services. This delivers great incentive 

to cloud computing service providers to 

prioritize building and maintaining strong 

management of secure services. Security issues 

have been categorized into sensitive data 

access, data segregation, privacy, bug 

exploitation, recovery, accountability, 

malicious insiders, management console 

security, account control, and multi-tenancy 

issues. Solutions to various cloud security 

issues vary, from cryptography, particularly 

 
public key infrastructure (PKI), to use of 

multiple cloud providers, standardization of 
APIs, and improving virtual machine support 

and legal support. 
 
II. EXISTING SYSTEM 
 

Searchable encryption schemes enable the 

clients to store the encrypted data to the cloud and 

execute keyword search over ciphertext domain. 

Due to different cryptography primitives, 

searchable encryption schemes can be constructed 

using public key based cryptography or symmetric 

key based cryptography. These early works are 

single keyword boolean search schemes, which are 

very simple in terms of functionality. Afterward, 

abundant works have been proposed under 

different threat models to achieve various search 

functionality, such as single keyword search, 

similarity search, multi-keyword boolean search, 

ranked search, and multi keyword  
Ranked search etc. A general approach to 

protect the data confidentiality is to encrypt the 

data before outsourcing. Searchable encryption 

schemes enable the client to store the encrypted 

data to the cloud and execute keyword search 

over ciphertext domain. So far, abundant works 

have been proposed under different threat 

models to achieve various search functionality, 

such as single keyword search, similarity search, 

multi-keyword boolean search, ranked search, 

multi-keyword ranked search, etc. Among them, 

multi-keyword ranked search achieves more and 

more attention for its practical applicability. 

Recently, some dynamic schemes have been 

proposed to support inserting and deleting 

operations on document collection. These are 

significant works as it is highly possible that the 

data owners need to update their data on the 

cloud server. A secure multi keyword search 

method which utilized local sensitive hash (LSH) 

functions to cluster the similar documents. The 

LSH algorithm is suitable for similar search but 

cannot provide. In this scheme, different data 

owners use different secret keys to encrypt 
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their documents and keywords while 
authorized data users can query without 

knowing keys of these different data 
owners. exact ranking. 
 
1. DRAWBACKS  
 

1. All these multi-keyword search 
schemes retrieve search results 

based on the existence of 
keywords, which cannot provide 

acceptable result ranking 
functionality.   

2. Some early Works have realized 
the ranked search using order-
preserving techniques, but they are 
designed only for single keyword 

search.   
3. Huge cost in terms of data 

usability. For example, the existing 

techniques on keyword-based 

information retrieval, which are 

widely used on the plaintext data, 
cannot be directly applied on the 

encrypted data. Downloading all 

the data from the cloud and decrypt 

locally is obviously impractical.  
 
III.PROPOSED SYSTEM 
 

Present a secure multi-keyword 

ranked search scheme over encrypted 

cloud data, which simultaneously supports 

dynamic update operations like deletion 

and insertion of documents. Specifically, 

the vector space model and the widely-

used TF * IDF model are combined in the 

index construction and query generation. 

construct a special tree-based index 

structure and propose a “Greedy Depth-

first Search” algorithm to provide efficient 

multi-keyword ranked search. The secure 

kNN algorithm is utilized to encrypt the 

index and query vectors, and meanwhile 

ensure accurate relevance score calculation 

beten encrypted index and query vectors. 

In order to resist statistical attacks, 

phantom terms are added to the index 

vector for blinding search results. Due to 

the use of our special tree-based index 

 
structure, the proposed scheme can 
achieve sub-linear search time and deal 

with the deletion and insertion of 
documents flexibly. 
 
1.ADVANTAGES 
 

1. The proposed scheme should allow 
new data owners to enter this 

system without affecting other data 

owners or data users, i.e., the 
scheme should support data owner 

scalability.   
2. The proposed scheme should allow 

multi-keyword search over 

encrypted files which would be 
encrypted with different keys for 

different data owners. It also needs 
to allow the cloud server to rank 

the search results among different 

data owners and return the top-k 
results.  

 
IV.SYSTEM METHODOLOGY 
 

Despite of the various advantages 

of cloud services, outsourcing sensitive 

information (such as e-mails, personal 

health records, company finance data, 

government documents, etc.) to remote 

servers brings privacy concerns. The cloud 

service providers (CSPs) that keep the data 

for users may access users’ sensitive 

information without authorization. A 

general approach to protect the data 

confidentiality is to encrypt the data before 

outsourcing. Hover, this will cause a huge 

cost in terms of data usability. For 

example, the existing techniques on 

keyword-based information retrieval, 

which are widely used on the plaintext 

data, cannot be directly applied on the 

encrypted data. Downloading all the data 

from the cloud and decrypt locally is 

obviously impractical. 
 
1.RANKED SEARCH FOR 

DYNAMIC MULTI-KEYWORD 
 

To enable secure, efficient, 
accurate and dynamic multi-keyword 
ranked search over outsourced encrypted 
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cloud data under the above models, our 
system has the following design goals. 
 
Dynamic - The proposed scheme is 

designed to provide not only multi-
keyword query and accurate result ranking, 

but also dynamic update on document 
collections. 
 
Search efficiency - The scheme aims to 

achieve sublinear search efficiency by 
exploring a special tree-based index and an 
efficient search algorithm. 
 
 
 
 
 
 
 
 
 
 

 

Tree based index structure 
 
Algorithm for BuildIndexTree 
 
Input: the document collection F ¼ ff1 ; 
f2 ; ... ; fn g with the identifiers FID ¼ 
fFIDjFID ¼ 1; 2; ... ; ng. 
 
Output: the index tree T 
 
1: for each document fFID in F do  
 
2: Construct a leaf node u for fFID , with 
u:ID ¼ GenIDðÞ,  
 
u:Pl ¼ u:Pr ¼ null, u:FID ¼ FID, and 
D½i ¼ TF fFID ;wi for 
 
i ¼ 1; ... ; m;— 
 
3:Insert u to CurrentNodeSet; 
 
4: end for  
 
5: while the number of nodes in 
CurrentNodeSet is larger than 1 do  
 
6: if the number of nodes in 

CurrentNodeSet is even, i.e., 2h  
 
then 

7:for each pair of nodes u0 and u00 in 
CurrentNodeSet do 
 
8:Generate a parent node u for u0 and u00 
, with u:ID ¼ GenIDðÞ, u:Pl ¼ u0 , u:Pr 
¼ u00 , u:FID ¼ 0 and D½i ¼ maxfu0 

:D½i ; u00 :D½i g for each i ¼ 1;  
.. . ; m; 
 
9: Insert u to TempNodeSet;  
 
10: end for  
 
11: else  
 
2.PRIVACY-PRESERVING - The 

scheme is designed to prevent the cloud 
server from learning additional 

information about the document 
collection, the index tree, and the query. 

The specific privacy requirements are 
summarized as follows, 
 
3. SYSTEM MODEL 
 
The system model in this project involves 
three different entities: data owner, data 
user and cloud server. 
 
Data owner - Data owner has a collection 

of user wants to outsource to the cloud 

server in encrypted form while still 

keeping the capability to search on them 

for effective utilization. In our scheme, the 

data owner first builds a secure searchable 

tree index I from document collection F, 

and then generates an encrypted document 

collection C for F. Afterwards, the data 

owner outsources the encrypted collection 

C and the secure index I to the cloud 

server, and securely distributes the key 

information of trapdoor generation 

(including keyword IDF values) and 

document decryption to the authorized 

data users. Besides, the data owner is 

responsible for the update operation of his 

documents stored in the cloud server. 

While updating, the data owner generates 

the update information locally and sends it 

to the server. 
 
Data users - Data users are authorized 
ones to access the documents of data 
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owner. With t query keywords, the 

authorized user can generate a trapdoor TD 

according to search control mechanisms to 

fetch k encrypted documents from cloud 

server. Then, the data user can decrypt the 

documents with the shared secret key. 
 

 

Cloud Server - Cloud server stores the 

encrypted document collection C and the 

encrypted searchable tree index I for data 

owner. Upon receiving the trapdoor TD 

from the data user, the cloud server 

executes search over the index tree I, and 

finally returns the corresponding collection 

of top-k ranked encrypted documents. 

Besides, upon receiving the update 

information from the data owner, the 

server needs to update the index I and 

document collection C according to the 

received information. 
 
V.SYSTEM ARCHITECTURE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1.USER REVOCATION 
 

User revocation is performed by 

the authentication server via a public 
available revocation list, based on which 

group user’s can encrypt their data files 

and ensure the confidentiality against the 

revoked users. The authentication server 
compute the revocation parameters and 

make the result public available by 

migrating them into the cloud. Such a 

design can significantly reduce the 

computation overhead of users to encrypt 
files and the cipher text size. 
 
2.TRACEABILITY 
 

Anonymity guarantees that group 

users can access the cloud without 
revealing the real identity. Although 

anonymity represents an effective 

protection for user identity, it also poses a 

potential inside attack risk to the system. 

The authentication server should have the 
ability to reveal the real identities of data 

owners. 
 
3. ADMINISTRATION SERVER  

Owners/users are a set of 

registered users that will store their private 

data into the cloud server and share them 

with others in the group. The group 

membership is dynamically changed, due 

to new user’s participation in the system. 

Data owners have a collection of files F. 

To enable efficient search operations on 

these files which will be encrypted, data 

owners first build a secure searchable 

index I on the keyword set W extracted 

from F, then they submit I to the 

administration server. Finally, data owners 

encrypt their files F and outsource the 

corresponding encrypted files C to the 

cloud server. 
 
4.CLOUD STORAGE SERVER 

MODULE 
 

The cloud server provides data 

storage and search services to data owners 

and data users. After verify the user 

connection under signature, user can able 

to access the particular owner’s data with 

respect to owner’s private key which is 

reference of user identity (IDdata). So the 

cloud verifies whether the request user is 

in the revoke list which is send by group 

manager under signature if so, it provide 

permission to access the data else throw 

unauthorized user request. 
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VI.CONCLUSION  
For privacy concerns, secure 

searches over encrypted cloud data has 

motivated several research works under 

the single owner model. Hover, most cloud 

servers in practice do not just serve one 

owner; instead, they support multiple 

owners to share the benefits brought by 

cloud computing. In future work, focus 

schemes to deal withsecure data sharing 

for dynamic groups in the cloud, expect to 

combine the group signature and dynamic 

broadcast encryption techniques. 

Specially, the group signature scheme 

enables users to anonymously use the 

cloud resources, and the dynamic 

broadcast encryption technique allows data 

owners to securely share their data files 

with others including new users. The 

authentication server compute the 

revocation parameters and make the result 

public available by migrating them into the 

cloud. Such a design can significantly 

reduce the computation overhead of users 

to encrypt files and the cipher text size. 

Specially, the computation overhead of 

users for encryption operations and the 

ciphertext size is constant and independent 

of the revocation users.To enable cloud 

servers to perform secure search without 

knowing the actual data of both keywords 

and trapdoors, will systematically 

construct a novel secure search protocol. 
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