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Keyless Puzzle Cryptography Approach for Group Sharing 
 

 

 

 

 

 

 

 

 

Abstract— In this paper, software puzzle scheme is proposed for defeating GPU-inflated DoS 

attack. It adopts software protection technologies to ensure challenge data confidentiality and 

code security. Unfortunately, these solutions cannot always be applied to resource constrained 

devices operating in pervasive environments because of both the lack of either a PKI or a TTP, 

and the high computation and bandwidth overhead required by asymmetric cryptography. a 

puzzle algorithm in the present software puzzle scheme is randomly generated only after a 

client request is received at the server side and the algorithm is generated such that: 1) an 

attacker is unable to prepare an implementation to solve the puzzle in advance and 2) the 

attacker needs considerable effort in translating a central processing unit puzzle software to its 

functionally equivalent GPU version such that the translation cannot be done in real time. 

This leverages no crypto but just plaintext messages exchange. Since the software puzzle may 

be built upon a data puzzle, it can be integrated with any existing server-side data puzzle 

scheme, and easily deployed as the present client puzzle schemes do. In the present software 

puzzle, the server has to spend time in constructing the puzzle. In other words, the present 

puzzle is generated at the server side. An open problem is how to construct the client-side 

software puzzle so as to save the server time for better defense performance. 

 

Keywords— Data Puzzle, Counter Measures, Access Priority, Minimize Transmission Power. 

  

 

I. INTRODUCTION 

 

DoS and DDoS are effective if attackers spend much less resources than the victim server or are 

much more powerful than normal users.  In this case, conventional cryptographic tools do not 

enhance the availability of the services; in fact, they may degrade service quality due to 

expensive cryptographic operations. In the puzzle-solving and verification steps, the client 

returns a puzzle response, and if the server confirms, the client is able to obtain the service from 

the server. In this hash-reversal puzzle scheme, a client has to spend a certain amount of time in 

solving the puzzle, and the server has to spend time tsin generating the puzzle challenge and 

verifying the puzzle solution. When a client wants to obtain a service, she sends a request to the 

server. After receiving the client request, the server responds with a puzzle challenge. If the 

client is genuine, she will find the puzzle solution y directly on the host CPU, and send the 

response to the server. The size of each code block is decided by the security parameter. Given 

that the size of software puzzle is constant, if the block size is smaller, there are more blocks on 

average such that more puzzles can be constructed. Thus smaller block size implies higher 
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security level because an attacker has to spend more effort to figure out a puzzle in question. The 

shortcoming of small block size is that the server has to spend more time in extracting the basic 

blocks and assembling the extracted blocks into software puzzle. Secure key establishment 

between two parties can be addressed when public key infrastructure (PKI) or an online trusted 

third party (TTP) is available. A software puzzle consists of instruction, and each instruction has 

a form it will be delivered to the client who requests for services over an insecure channel such 

as Internet, and run at the client’s side. 

 

 

 

 
Figure 1 Architecture Flow 

 

II. DATA PUZZLE 

 

Once a software puzzle is created at the server side and check once before the puzzle was 

conformed, it will be delivered to the client who requests for services over an insecure channel 

such as Internet, and run at the client’s side. When a software puzzle is built upon a data puzzle, 

the number of software puzzles is required to be very large such an attacker is unable to 

reconstruct the software puzzles in advance and re-use them. Indeed, this requirement can be 

easily satisfied. For each time the puzzle vary from existing steps. The instructions are given by 

the sender of the file. 

                                                        

Node registration

DB

Node Login

Establish Secret 

key 

Secure communication

 

                                                               Figure 2 Data Puzzle 
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III. COUNTER MEASURES 

 

In this module, the bits are send by divided into different time slots and in each can perform one 

transmission. The users will try to send this bit to the other party via a single message based on 

the randomizing the source and the receiver address of the exchanged packets. Further, to make 

the slot contention fair, at the beginning of each slot each peer waits for a random time before 

trying to send its bit. Hence, that bit will be stored by both the peers and will constitute the 

established one secret bit. If the sender would have been A, the bit would have been 

complemented and later stored. For the adversary it is difficult to guess how the exchanged 

bitwill be stored by both the peers. Indeed, the value corresponding to the bit has been stored as 

transmitted (or complemented) uniquely depending on the ID of the sender. 

 

 

Sender

Transmits packets

Alot different 

time slot

Generate puzzles

 
Figure 3 Counter Measures 

   

IV. ACCESS PRIORITY 

 

All the client puzzle schemes assume that there is no secure channel between the client and the 

server until puzzle verification completion. Otherwise, the client puzzle scheme is redundant. 

Thus, an attacker can intercept all the traffic between the client and the server, and start man-in-

the-middle attack so sending malicious software puzzles to the client browser so as to launch 

attacks to the clients. However, an access policy should be defined so as to enable the software 

puzzle to call some special class generation functions. Hence, the attacker may have extra right 

to create new classes to make troubles to the clients. After the client successfully solved the 

puzzle the data will be received to the client side. Without solved the puzzle client cannot get the 

original file. 
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Figure 4 Access priority 

 

V. MINIMIZE TRANSMISSION POWER 

 

Our protocol introduces just a small transmission overhead when compared against other key-

establishment solutions. Hence, our proposal is also an ideal candidate for those devices where 

computing capabilities are not a constraint, but energy consumption is, such as smart phones. 

The communicating peers are able to estimate the minimum transmission power which allows 

them to communicate each other’s. Each node chooses a random power level to transmit the 

secret bit. The transmission power is chosen at random in the range, i.e., each node chooses a 

random transmission power between the minimum (guaranteeing the peer communication) and 

the maximum. 

Node

Peer commuication

Chooses transmit

 power level

Minimize 

transmission power

 

Figure 5 Transmission Power 
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VI. CONCLUSION 

 

In this paper, we have introduced coke, a crypto-less over-the-air key establishment algorithm 

that allows two peers to commit on a shared secret key without using pre constituted secrets or 

asymmetric crypto-functions. Coke requires exchanging a few one-bit messages between the 

parties for the shared secret to be built and requires only one hash computation for each 

generated secret key. Given its efficiency, it is particularly suited for resource constrained 

wireless devices, as well as for those scenarios where energy saving is at premium, such as smart 

phones. A thorough analysis of the security of the proposed protocol is provided. 
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Abstract 
  Mobile Ad Hoc Networks (MANETs) 

are self-configuring networks that are formed 

by set of wireless nodes and in which the 

mobile nodes exchange information without 

the help of any predefined infrastructure. In 

such networks nodes cooperation is essential 

to perform communication among nodes.  Due 

to the limited physical protection of the nodes, 

the sporadic nature of connectivity, the 

absence of a certification authority, and the 

lack of a centralized management, MANET is 

susceptible to variety of attacks and intrusions.  

Therefore, it is necessary to provide security 

mechanism to protect network. Intrusion 

Detection System (IDS) act as a promising 

approach to detect and mitigate intrusions.  

This paper critically analyzes some existing 

game theory solutions which are designed for 

detecting intrusions in mobile ad hoc network 

and their advantages, limitations over the other 

models.  

 

Keywords:   Game Theory, Intrusion 

Detection System, Mobile Adhoc Network, 

Cooperative Game, Nash Equilibrium. 

 

 
1. INTRODUCTION 

 

In recent years, Mobile Ad Hoc Networks 

have attracted most concentration from many 

researchers because of the increased usage of 

wireless devices. The network is formed by a 

group of mobile nodes which communicate 

among themselves by means of the air without 

relying on any infrastructure or central 

administration. Nodes can directly 

communicate with all the other nodes within  

their radio ranges.  If the nodes or not in the 

communication range, it uses intermediate  

 

node(s) to communicate with each other. This 

is known as multi-hop communication. Nodes 

cooperation is very much important for 

network functions. No dedicated routers are 

necessary, every node acts as a router as well 

as host to enable information sharing between 

mobile hosts [1]. The flexible characteristic of 

MANET is suitable for many applications 

such as military operations, environmental 

monitoring and rescue operations etc.  

 

Although MANETs presents many 

advantages, they also present a number of 

inherent vulnerabilities that increase their 

security risks. Due to the open access medium, 

the dynamically changing topology, the lack 

of a centralized monitoring and management 

point, the limited resources and the lack of 

physical security of the member MANETs are 

often subject to types of attacks and intrusions. 

Therefore, providing security is major concern 

for MANET. Many solutions have been 

proposed to handle security issues for ad hoc 

networks.  The important security mechanisms 

are intrusion detection and prevention. 

Prevention measures such as authentication 

and encryption are used to handle outside 

attacks, but they cannot detect inside attacks. 

The intrusion detection system acts as a 

second line of defense to detect inside 

intruders.   

Game theory has been used extensively in 

computer and communication networks to 

model a variety of problems. It is a powerful 

tool in that it can be used to model any system 

which exhibits the characteristics of a game.  

Game theory is used to study situations of 

conflict and cooperation [2]. In MANET, 

mobile nodes typically have selfish behavior, 

lack of cooperation and have conflicting 

interests with each other. These characteristics 

make game theory (GT) a promising tool to 

model, analyze, and design various aspects of 
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MANET.  In the literature, many schemes 

propose game theoretic solutions for intrusion 

detection or security provision within the 

realm of MANETs. This paper reviews the 

game theory based intrusion detection 

mechanism proposed in the literature. 

 

The remainder of the paper is structured as 

follows. Section 2 briefly describes 

fundamentals of game theory. There are many 

methods about using game theory approaches 

in the field of intrusion detection. Section 3 

investigates some of the game theory 

approaches for intrusion detection in MANET, 

and section 4 constitutes conclusions. 

 

2. GAME THEORY 

 

Game theory is a branch of Operations 

Research that has been successfully applied to 

many disciplines including economics, 

political science, and computer science. It is 

the formal study of conflict and cooperation. 

Game theoretic concepts apply whenever the 

actions of several agents are interdependent. 

Game theory usually considers a multi-player 

decision problem where multiple players with 

different objectives can compete and interact 

with each other.  

Game theory classifies games into two 

categories: non-cooperative and cooperative. 

These two branches of game theory differ in 

how they formalize interdependence among 

the players. Non cooperative games are games 

with two or more players that are competing 

with each other. It can be classified as static or 

dynamic based on the moves made by the 

players. Non-Cooperative games can also be 

classified as games of complete/incomplete 

information, based on whether the players 

have complete or incomplete information 

about their adversaries. On the other hand, 

cooperative games are multi-players 

cooperating with each other in order to 

achieve the greatest possible total benefits. A 

game consists of a set of players a set of 

moves (or strategy) available to those players, 

and a specification of payoffs for each 

combination of strategies.  Cooperative games 

are also called coalition games. A player's 

strategy is a plan for actions in each possible 

situation in the game. A player's payoff is the 

amount that the player wins or loses in a 

particular situation in a game. Sometimes, a 

game is called a zero-sum game, if the sum of 

the utilities is constant in every outcome. 

Whatever is gained by one player is lost by the 

other players [2]. 

 

Game theory can be modeled to provide 

interactions between an intrusion detection 

system and an attacker in a MANET. Game 

theory can be used to find optimal strategies 

for both the malicious and regular node [3]. 

The essential elements of a game are the 

players, the actions, the payoffs and the 

information, known collectively as the rules of 

the game. A solution of a two-player game is a 

pair of approaches that a rational pair of 

players might use. The solution that is most 

widely used for game theoretic problems is the 

Nash equilibrium (NE). At a NE, given the 

approaches of other players, no user can 

improve its utility level by making individual 

changes in its approach. Besides NE, other 

optimality criteria, such as Pareto optimality, 

Sub game perfection, Fairness, and Cheat 

proofing can be used to find the solution for 

game theoretic problems. 

3. GAME THEORETIC APPROACH 

FOR IDS IN MANET 

 

3.1 Intrusion detection in Mobile Ad-hoc 

Networks: Bayesian game formulation 

 

Subba et al.[4] proposed  a Bayesian game 

theory based MANET IDS scheme. It models 

the interaction between the attacker (malicious 

node) and the defender (node operating IDS) 

in MANET as a two person multi-stage, non-

cooperative and incomplete information game.  

The main objectives of this paper is modeling 

the intrusion detection process in MANETs as 

incomplete information Bayesian game as 

nodes in MANETs, minimizing the power 

consumption of operating IDS in MANETs, 

minimizing intrusion detection related traffic 

in MANETs and developing a MANET IDS 

scheme with high accuracy and detection rate. 

To achieve this objective the authors proposed 



             International Journal of Innovative Research in Engineering Science and Technology 

              March  2017                                                                                   ISSN  2320 – 981X 

Selvam Indian Research Publications @ Selvam Educational Institutions IJIREST   Vol. V   Issue 01  Pp 06- 14 

a novel IDS with two components namely, 

leader election mechanism and hybrid IDS. 

Cluster leader node is elected using VCG 

mechanism. Cluster leader elections are held 

at regular intervals which ensure uniform 

energy consumption among various cluster 

nodes for operating the IDS. It minimizes the 

overall power consumption required for 

operating the IDS by distributing the task of 

intrusion detection among various cluster 

nodes. Hybrid IDS comprises one lightweight 

module and one heavyweight module. The 

lightweight module is less powerful but 

requires less energy for its operation. On the 

other hand, the heavyweight module is more 

powerful than the lightweight module but 

requires more energy for its operation. 

 In this approach, the interaction 

between the monitoring node and the potential 

malicious node in a MANET can be 

represented as a two player static Bayesian 

game in which one of the player Pi is a 

potential attacker and the other player Pj is a 

defender. The private information of player Pi 

is its type θi (normal or malicious). The type θi 

= 1 if the player Pi is normal and θi = 0 if it is 

malicious. This private information regarding 

the type of player Pi is unknown to the 

defender player Pj. The type of the defender 

player is always normal and denoted by θj = 1, 

which is a common knowledge known to both 

the players. The attacker player of type θi = 0 

has two pure strategies: {Attack, Not attack} 

while the normal player of type θi = 1 has only 

one pure strategy: {Not attack}. Similarly, the 

defender player Pj has two pure strategies: 

{Monitor, Not monitor}. 

 This scheme detects route compromise, 

traffic distortion and black-hole attacks. The 

performance of this system is evaluated using 

detection rate and false alarm rate. The main 

advantage of this approach is minimized 

power consumption, high detection rate and 

reduced false alarm rate. The disadvantage of 

this approach is overhead incurred in cluster 

leader node election. 

 

3.2 Game-theoretic leader IDS model for 

mobile ad hoc networks  

In this paper, H.Otrok et al [5] addressed the 

problem of increasing the effectiveness of an 

intrusion detection system (IDS) for a cluster 

of nodes in ad hoc networks. To reduce the 

performance overhead of the IDS, a leader 

node is usually elected to handle the intrusion 

detection service on behalf of the whole 

cluster. However, most current solutions elect 

a leader randomly without considering the 

resource level of nodes. Such a solution will 

cause nodes with less remaining resources to 

die faster, reducing the overall lifetime of the 

cluster. It is also vulnerable to selfish nodes 

that do not provide services to others while at 

the same time benefiting from such services. 

To increase the effectiveness of IDS, this 

method achieves the following objectives. 1) 

Balance the resource consumption among all 

the nodes and thus increase the overall lifetime 

of a cluster by electing truthfully and 

efficiently the most cost-efficient node known 

as leader-IDS. 2) Catch and punish a 

misbehaving leader through checkers that 

monitor the behavior of the leader. A 

cooperative game-theoretic model is proposed 

to analyze the interaction among checkers to 

reduce the false-positive rate. A multi-stage 

catch mechanism is also introduced to reduce 

the performance overhead of checkers.  3) 

Maximize the probability of detection for an 

elected leader to effectively execute the 

detection service. This is achieved by 

formulating a zero-sum non-cooperative game 

between the leader and intruder. 

 

In this work, the MANET is modeled as an 

undirected set of mobile nodes and the set of 

bidirectional links. The network is divided into 

different clusters where every cluster has a set 

of nodes and a set of links. One-hop neighbor 

nodes form a cluster and nodes might belong 

to more than one cluster. It is assumed that 

each node has an IDS and a unique identity. 

Moreover, the neighbor nodes can always 

overhear each other using an omni directional 

antenna. Also it is assumed that every node 

will increase the reputation rate of a 

cooperative node since reputation is used to 

track whom to trust. A selfish node is defined 

as an economically rational node whose 
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objective is to maximize its benefits (payoffs). 

Therefore, incentives must be given to nodes 

to motivate them in cooperating. Incentives 

are modeled in terms of the reputation of node. 

Reputation is used to decide whom to trust and 

motivate nodes to reveal truthfully their 

private information about their cost of analysis 

(C). 

 

The main advantage of this method are i) 

increase the overall lifetime of IDS in 

MANET by truthfully electing the most cost-

efficient node to handle the detection process 

on behalf of the whole cluster. This is 

achieved by balancing the resource 

consumption for the detection service among 

all the nodes in a cluster. (ii) Encourage selfish 

nodes are truthfully reveal their cost of 

analysis during a leader election. This is 

achieved by a reputation system based on the 

truth-telling mechanism and by binding the 

reputation of a node to the amount of services 

the node is entitled to. (iii) Encourage an 

elected leader to carry out its responsibility of 

intrusion detection. This is achieved with a 

decentralized catch-and-punish mechanism 

using random checker nodes. (iv) Reduce the 

false-positive rate of checkers in catching the 

misbehaving leader. This is achieved by 

formulating a cooperative decision game 

among the checkers and by a multi-stage catch 

mechanism. (iv) Maximize the probability of 

detection by optimally distributing the node’s 

sampling budget among all its incoming-links. 

This is achieved by modeling a zero sum non-

cooperative game between the leader and 

intruder with incomplete information about the 

intruder. 

 

3.3 Dynamic Bayesian game IDS model for 

mobile ad hoc networks 

 

Feng Li et al [6] proposed a game theoretic 

framework to analyze the strategy profiles for 

regular and malicious nodes. They modeled 

the wrestling between the regular and 

malicious node as a dynamic Bayesian game 

and provide answers to the aforementioned 

questions through analysis. In this game, 

nodes observe the result of each round of 

communication. Each node’s type, regular or 

malicious, is its own private information. Its 

neighbor’s actual type is the incomplete 

information in the game. Each node should 

form beliefs toward neighbors and update the 

beliefs according to the neighbors’ actions as 

the game evolves. Both regular and malicious 

nodes’ best responses are guided by threats 

about certain reactions from other players. 

Such threats are dependent on their current 

beliefs. The regular node sets a reputation 

threshold and judges other nodes’ types based 

on the evaluated belief and this threshold. The 

malicious node continuously evaluates the 

risk, which is decided by the possibility that a 

regular node would choose to report under 

current conditions. On the basis of the risk and 

expected fleeing cost, the malicious node 

makes a decision on fleeing. 

The main contribution of this paper are i) 

Formulating a Bayesian game framework to 

study the strategy of regular and malicious 

nodes in MANETs. ii) Proposed decision rules 

for regular nodes to report and malicious 

nodes to flee, which comply with the 

sequential rationality requirement. iii) 

Proposed a equilibrium strategy profiles for 

both parties based on the belief and expected 

payoff and reveal the connection between 

nodes’ best response and the cost and gain of 

each individual strategy. iv) Presented several 

countermeasures to restrict the flee strategy. 

 

They designed the system based on the 

following assumptions. MANET contains both 

regular and malicious nodes. Time is divided 

into slots, and players choose their strategies 

simultaneously at the beginning of each time 

slot. The regular user can choose to cooperate 

or decline one round of communication, while 

the malicious node can attack or cooperate. 

Here, decline (D) means that a node simply 

rejects participation, while cooperate (C) 

means that a node makes itself available for 

communication. The malicious node attacks 

(A) in an effort to waste the resources and 

disrupt the operation of the network. Attacking 

leads to a failure of one round of 

communication between two neighbors. 

Malicious nodes can conduct a simple 
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dropping packet attack, which is in the same 

form as the decline strategy of regular nodes. 

However, malicious nodes get payoff from the 

attack, while regular nodes receive no gain 

from the decline. Malicious nodes can also 

conduct more sophisticated attacks, such as 

analyzing a received packet without further 

forwarding or sending out a modified packet. 

 

The result of the proposed system is 

summarized as follows: i) The PBE strategies 

for both parties are better than other pure or 

mixed strategies; 2) regular nodes’ decision 

rules, which consider the evidence sufficiency, 

balance the possible gains from cooperation 

with regular nodes and the threats from 

malicious nodes; and 3) the flee strategy is one 

key point for the malicious nodes. It greatly 

increases the malicious nodes’ utility. 

 

3.4 IDS for mobile ad hoc networks using 

Reputation-Based Coalition 

 

Ashraf Al Sharah et al. [7] proposed a novel 

reputation-based coalition game in MANETs 

to detect and mitigate insider jamming attacks. 

Since there is no centralized controller in 

MANETs, the nodes rely heavily on 

availability of transmission rates and a 

reputation for each individual node in the 

coalition to detect the presence of internal 

jamming node. The nodes will form a stable 

grand coalition in order to make a strategic 

security defense decision, maintain the grand 

coalition based on node reputation, and 

exclude any malicious node based on 

reputation value. 

In this approach, nodes implement 

reputation mechanism based on transmission 

rates. Reputation of a node is the collection of 

ratings maintained by other nodes about the 

given node [13]. The reputation mechanism 

can be first hand or second hand depending on 

whether the reputation values are collected 

directly or relayed. The choice of first hand 

versus second hand will impact the reliability 

of the reputation values. They adopt first-hand 

reputation because nodes within the 

transmission range are best equipped to 

provide reliable information. This method is 

fully distributed and does not rely on any 

trusted central entity to operate at optimal 

performance. 

This approach uses three algorithms to achieve 

the objective. They are Algorithm for coalition 

formation, Coalition maintenance through 

reputation and Jammer exclusion from the 

coalition.  

In coalition formation algorithm, at each round 

of formation, every coalition member tries to 

find a partner.  Therefore, the speed of 

coalition formation is fast, which means the 

convergence time of formation is short. And 

the size will keep growing until a grand 

coalition is reached or all misbehaving nodes 

are identified. Coalition maintenance method 

employs the node reputation to track all the 

history of each node’s cooperation as they 

broadcast their transmission rate.  Reputation, 

in the context of cooperation, is defined as the 

goodness of a node as perceived by other 

nodes in a network. A higher value of 

reputation indicates that the node is 

cooperative while a smaller value indicates 

misbehavior. The reputation of a node is 

maintained by its neighbors who monitor the 

nodes behavior and update its reputation 

accordingly. Good behavior is defined as the 

timely broadcast of transmission rate and 

misbehavior as refusal to broadcast 

transmission rate at any time slot. Every node 

monitors and is in turn monitored by its 

neighbors.  

The exclusion of jammer from the coalition 

should factor in false positive which results 

when a legitimate node is classified as a 

jammer when it is unable to share transmission 

rates due to impairing wireless environment. 

False positive could also happen when a node 

fails to broadcast its transmission range at a 

particular time slot due to being in an out-of 

range location. This situation often arises in a 

mobile system where nodes are constantly in 

motion. 

The performance of this system is 

analyzed with three different scenarios. The 

first scenario focuses on network throughput 

and delay; in this scenario, we show how the 

coalition size affects these two parameters. 

The second scenario shows how varying the 
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reputation parameters can affect the 

performance of the jammer. The third scenario 

focuses on the varying of the weights ( ,  ,  ) 

of the security characteristic function. 

 

3.5 Hybrid IDS model using game theory 

approaches for MANET 

Rafsanjani et al. [8] proposed a method 

for prevention of internal intruder and 

detection of external intruder by using game 

theory in mobile ad hoc network. One optimal 

solution for reducing the resource 

consumption of detection external intruder is 

to elect a cluster head for each cluster to 

provide intrusion service to other nodes in the 

its cluster. This mode is called as normal 

mode. Normal mode is only suitable when the 

probability of attack is low. Once the 

probability of attack is high, victim nodes 

should launch their own IDS to detect and 

thwart intrusions and we call perfect mode. In 

this paper cluster head should not be malicious 

or selfish node and must detect external 

intrusion in its cluster with enough resource 

and honest behavior.  The hybrid method has 

three phases: the first phase building trust 

relationship between nodes and estimation 

trust value for each node to prevent internal 

intrusion. In the second phase an optimal 

method is proposed for cluster head election 

by using trust value; and in the third phase, 

finding the threshold value for notifying the 

victim node to launch its IDS once the 

probability of attack exceeds that value. In 

first and third phase Bayesian game concept is 

applied. 

 

3.6 IDS for mobile ad hoc networks using 

Non Cooperative Game 

 

In this paper the author [9] addresses a novel 

intrusion detection system that uses Game 

theoretic model to detect the malicious nodes 

at an earlier stage. The Bayesian game concept 

of game theory have been used to model the 

interaction between any two neighbouring 

nodes of a mobile adhoc network and the 

game is resolved to find best strategies for the 

regular nodes of the network. These strategies 

are used as a defensive mechanism to defend 

against malicious attacks and also the nodes 

monitor their neighbours continuously and 

stores the information about the packets sent 

and received based on which the subsequent 

stages of the game are carried forward. 

 

In this architecture each mobile node in the 

network is responsible for monitoring, 

detecting attacks and generating an alarm to 

the attacks detected. There is also a local 

database in each node for storing system audit 

data, attack signatures, normal application 

profiles, and the IDS logs. Firstly the available 

mobile nodes in the network are divided into 

various clusters. Each and every cluster in the 

network will follow a clustering algorithm to 

elect a cluster leader and the rest of the nodes 

in the network will be called as cluster 

member. A cluster leader will use a 

hierarchical IDS and the cluster members will 

be using standalone IDS. The cluster heads 

designed to update attack signatures and 

normal application profiles, patch and install 

programs, analyse and diagnose anomalous 

nodes, and verify the local IDS. The IDS 

deployed in a mobile node that consists of 

three modules: the monitoring unit, decision 

making unit and secure communication unit. 

The game is modeled as an interaction 

between any 2 neighbouring nodes sender and 

receiver in the network, where receiver being 

a Regular node and sender being the Malicious 

node can either exhibit malicious or normal 

behaviour, Therefore the typical type of sender 

is {Malicious, Regular}. This type information 

is private to node I. Let this probability of 

node I exhibiting malicious activity be θ, and 

the probability of the same node exhibiting 

normal behaviour be 1-θ. Sender observes 

information about his type and chooses an 

action from the action space. Receiver, whose 

type is known to everyone, observes sender’s 

action and chooses an action from the action 

space. Receiver on the other hand has a prior 

belief that belongs to [0, 1] before the start of 

the game, about sender’s type. After both the 

players have taken their actions, the payoffs 

are awarded according to the action taken by 

receiver in response and the type of the sender 

chosen by nature.  
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The performance of this system is evaluated 

using the tree parameters namely, percentage 

of attacks detected, percentage of false alerts 

raised and throughput. Each simulation was 

repeated numerous times, and the average data 

were used as the final result. 

 

4. PERFORMANCE EVALUATION OF 

THE APPROACHES 

 The performance evaluation of various IDS 

methods are summarized in Table1. All these 

mechanisms have their own merits and 

limitations.  

 

5.    CONCLUSION 

Providing security to mobile ad hoc 

networks is a challenging task due to its 

nature. Various intrusion detection 

mechanisms have been developed to protect 

such networks. Intrusion detection based on 

Game theory is currently attracting 

considerable attention from the research 

community. Intrusion detection based on 

Game theory is currently attracting 

considerable interest from the research 

community. In this paper we reviewed about 

intrusion detection techniques in MANET 

using different game theoretic methods and 

analyzed the merits and limitations of each 

methodology. Most of the game theory based 

IDSs proposed in the literature follows non 

cooperative game with bayesian nash 

equilibrium approach. Also the proposed 

methods handle only a specific class of 

attacks. It is necessary to explore different 

game theoretic methods to provide better 

security. 

 

 

 

 

 

 

 

 

 

 

Table 1 Performance Evaluation of the Existing IDS Model 

 

Methods Game Type Solution Clustering Merits Limitations 

IDS using 

Bayesian game 

Formulation[4] 

Non-

cooperative 

and 

incomplete 

information 

game 

Bayesian game 

theory 
Yes 

High detection 

rate, Low false 

alarm 

rate, Low power 

consumption 

Overhead incurred 

in 

cluster leader node 

election 

Game-theoretic 

IDS model 

[5] 

Cooperative 

game 

zero-sum non 

cooperative 

game 

Yes 

Reduced false-

positive 

rate and 

maximized 

probability of 

detection. 

Adopts only a 

binary approach 

for rating the 

leader. 

Attack and Flee 

method 

[6] 

Non 

Cooperative 

game 

 

dynamic 

Bayesian 

signaling game 

Yes 

To detect the 

intrusion based 

on the belief 

updated by the 

regular node 

about its 

neighbor 

 

This game model 

does not consider 

the scenario of a 

multiple attacker 

coming together in 

a 

group/combination 

 

. 

IDS using Non- Nash No Improve They assumed that 
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Reputation-

Based Coalition 

[7] 

cooperative 

game 

Equilibrium defense against 

insider 

Attacks and 

also reduce the 

incorrect 

classification of 

legitimate nodes 

as jammers. 

 

 

the number of 

attackers would 

not exceed the 

number of 

legitimate nodes 

Hybrid IDS 

model 

[8] 

Nonzero-

sum, non 

cooperative 

game 

Bayesian game yes 

Hybrid internal 

and 

external 

intrusion 

detection 

increases the 

security of a 

network 

Nil 

Modeling IDS 

using non 

cooperative 

game 

[9] 

Non 

Cooperative 

game 

 

Bayesian game Yes 

Better 

throughput is 

achieved 

Overhead will be 

increased for the 

selection of cluster 

head 
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Abstract-- High Efficiency Video Coding (HEVC) is currently prepared as the newest video 

coding standard. High Efficiency Video Coding are used in minimize the video sizing and 

to compress the video frames. In HEVC is a new generation of video compression 

technology and it can be used in new standard of H.265 and H.264a using in Moving 

Picture Experts Group (mpeg). HEVC supports all the block sizes and the size of block are 

16*16 pixels. Thus, the science of digital video compression/coding has emerged. This 

storage capacity seems to be more impressive when it is realized that the intent is to deliver 

very high quality video to the end user with as few visible artifacts as possible. The video 

use compression algorithms to reduce the video data rate to manageable proportions. For a 

given bit rate, higher compression brings higher quality, although there can also be 

disadvantages, such as increased delay. 

Index Terms- Discrete Cosine Transform, High Efficiency Video Coding, Moving Picture 

Experts Group. 

I.INTRODUCTION 

The Video Coding can be used in Discrete Cosine Transform (DCT) and Inverse Discrete 

Cosine Transform (IDCT). Discrete Cosine Transform, a technique for representing 

waveform data as a weighted sum of cosines. DCT is commonly used for data compression, 

as in JPEG. This usage of DCT results in lossy compression. The compression is classified in 

two types like Lossy compression and lossless compression. A discrete cosine transform 

(DCT) expresses a finite sequence of data points in terms of a sum of cosine functions 

oscillating at different frequencies. 

The Inverse Discrete Cosine Transform (IDCT) reconstructs a sequence from its discrete 

cosine transform (DCT) coefficients. The IDCT function is the inverse of the DCT function. 

A Video Coding should used in MPEG 3, MPEG 4 and the HEVC new version of H.264, 

H.265 in that advantage of high quality. The Video compression is removing the redundant 

information from the video sequences. 

Using in video compression to compress the images and to converted the frames. The frame 

should be minimizing the size of video and to get an good quality of the images, frames or 

videos. It can be calculated by an pixel values and each pixel size to an same values. The 

matrix multiplication of vertical and horizontal component of inverse cosine transform. In 
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DCT is used for 4- Point  8-Point DCT and 2- point DCT function can be implemented to an 

minimizing the size of videos and frames. The images to be compressed in video format have 

used in MPEG function. 

The Discrete cosine Transform, inverse discrete cosine Transform and Transformation matrix 

can be contains with an zeros and ones. The bit shift operation should be present. The low- 

complexity of DCT approximation for an image compression and frame values. The video 

compression such as Moving Pictures Experts Group (MPEG) standard provide good 

performance in terms of retaining video quality while reducing the storage requirements. The 

H.264/AVC project was to create a standard capable of providing good video quality at 

substantially lower bit rates than previous standards without increasing the complexity of 

design so much that it would be impractical or excessively expensive to implement. 

 

 

II. FLOW METHOD 

 

 
 

(a) Fig.1.Proposed method: (a) Flow chart 

Fig. 1 In proposed method flow chart can be used input as the images or frames and the video 

can be converted in frames. In computing, an input device is a peripheral (piece of computer 



         International Journal of Innovative Research in Engineering Science and Technology 

              March  2017                                                                                   ISSN  2320 – 981X 

Selvam Indian Research Publications @ Selvam Educational Institutions IJIREST   Vol. V   Issue 01  Pp 15- 21 

hardware equipment) used to provide data and control signals to an information processing 

system such as a computer or information appliance. 

There are two types of image compression techniques namely Lossy Compression and 

Lossless Compression. In general, there are many methods for the analysis of the quality of 

the image. By doing analysis of this section, we are changing the characteristics of the signal, 

there is no change which will be occur for analysis of the images .  

After that we have to design a DCT depending upon our applications and also regarding with 

low interference, error free and high accuracy.After compressing the image, we have to 

reconstruct the image to get the good quality of the image and to an minimize the video size. 

Finally to get the output from data and quality of images. 

 

III. SIMULATION SETUP 

Cadence is a section it gives the simulation tools required to consider and design analog and 

digital systems. The analog system to be formed in coding format and to simulate from multi 

step tool and work lib function. Accuracy and time is essential especially when it comes to 

your development simulation and debugging. Our Verilog simulator and compiler will 

change the way you can simulate, debug, and manage your development process.  

While an overall performance of high quality of images, size should be minimized to entire 

tool in cadence. The cadence to first step are csh, cd cadence, source cshrc, new NC launch 

process after to get the multi-step window . The work lib file to opened and to run the 

program  after to get the output. In the simulation process after simulating NC launch to click 

the don’t include any libraries. It shows on open design directory window and to click it. In 

the NC Launch window, we will be able to see the design as well as the test bench that we 

kept inside the simulation directory.  

The next step is to compile (Checks syntax and semantics) the code. For this, select both the 

design and test bench . After rectifying the errors in the code, the next step is elaboration 

(constructs design hierarchy and connects signals). Once the compilation is successfully 

completed, open the ‘worklib’ directory on the right side of the window and we can see the 

design objects created inside.  

 

 
IV. SIMULATION RESULTS 

In this method was designed and simulated in Xilinx tool, which is a modelsim simulator 

method which can compute with that 8 input values. While using for cadence, verilog are 

very well simulated. In that simulation result we are giving the input values are 8 bit values 

(ex:00000001) and each input function giving some different input values. After simulating 

the result we got is as follows. The simulated result from 8-input values in fig. 2.  
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Fig.2. simulated result for video compression 

The simulation result of video compression as shown in Fig.2. A high performance video 

coding standard like H.265 and the overall size of the images 800 x 600 pixels are simulated 

in designed by cadence tool. If u give one values to click the run button after you will see on 

the variation of simulation result. In above fig.2 video compression of simulated result, in 

that result should be moderated when you click on run command. Elaboration should be 

performed on the test bench as test bench is the top module at this stage and design is 

instantiated inside the test bench. Select the test bench module and select the ‘launch 

elaborator’ (nc-lab) key.  
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Fig.3 Digital video compression 

Fig. 3 shows the digital video compression of the design. The various compression images 

can be simulated in this tool. The digital video compression can be used to some input values 

are 00,01,10,11 to different values and to get the output from different format like to variated 

modeling signal. To click on the run command to varying the output signal. 

 

V. CONCLUSION 

 In discrete Cosine Transform (DCT) and Inverse Discrete Cosine Transform (IDCT) for 4- 

point , 8- point DCT are completed. In these module the video coding will be implemented 

using 2- point DCT to minimize the video size and to get good quality of video and frames. 

The Discrete cosine transform (DCT) can be used to an converted video to frames or images 

and this conversion to formed in video coding.   
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Abstract --- A compact Antenna array has cavity-backed slot antenna fed by a quarter 

wavelength microstrip line serves as the excitation of the patches. The radiation unit consists 

of four partly overlapped and 45º tilted patches and one cavity-backed slot antenna. The 

overlapped scheme in both the radiation unit and the array offers a novel and simple method 

to achieve an excellent suppression of the cross-polarized radiation. The overlapped scheme 

introduces the perfect magnetic wall and electric wall by physical connection through current 

other than by virtual connection through electric field, which suppresses the cross-polarized 

radiation around the corners. The proposed Antenna array inherits not only a compact size, 

but also an excellent suppression of the cross-polarized radiation. A prototype array antenna 

with 8 radiation units used for Automotive radar applications is designed and validated. 

Experimental results of reflection coefficient, gain, cross polarization, and radiation patterns 

are consistent well with simulation predictions. The prototype array Antenna can operate from 

24.2 to 25.8 GHz (6.67%) with its reflection coefficient under 15 dB and its gain varied from 

16 to 19 dBi. The main beam is stable at broadside with a maximum gain of 18.99 dBi at 24.5 

GHz. 

Index Terms—Array antenna, cross-polarization suppression, gain, slot antenna, reflection 

coefficient. 

 

 

I. INTRODUCTION 

 
Antenna is a major research topic since it has huge effect on the size, cost and performance. The 

structure of antenna should be compact to offer easy integration into the vehicle. It must be a 

suitable design to minimize the average cost per unit for mass production. It is desirable to 

maintain a low side-lobe level so misdetections could be avoided. All these factors pose 

challenges to the design of antenna for automotive radars. Every year million fatalities occur in 

road accidents around the world. Majority of these road accidents happens due to human error. 

Several technologies are used to reduce the road accidents due to human errors such as airbags, 

ABS, etc. A new safety systems named Advanced Driver Assistance Systems (ADAS) is 

introduced nowadays to reduce those human errors. These systems are made possible by smart 

sensors which are based on millimeter-wave automotive radars. 
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In the earliest days the horn antenna or parabolic antenna was often chosen for the automotive 

radar system. The dimensions of these horn or parabolic antennas are too large to fit into the 

vehicle and also due to the high cost hence they are very impractical for commercial use. When 

the development of printed circuit technology introduced, the Planar Antenna designs are made 

possible even at millimeter wave frequencies. Since the Planar Antennas are more compact and 

could be produced at very low cost per unit, they can be used for commercial applications. 

 

In modern wireless communication systems exploiting the polarization diversity, such as the 

base stations or the radar systems, low cross polarization and compact size are also important 

concerns in spite of impedance bandwidth. Phase canceling method is usually utilized in stacked 

array antennas to suppress the cross-polarized radiation by using a more complicated feeding 

network. The Feeding network uses several techniques to excite the design. Each sub-array with 

four patches is fed by a microstrip power divider, which is eventually excited by the cavity-

backed slot antenna.  

 

 

II. DESIGN OF THE PROPOSED ARRAY 

 

As for the array design, identical feeding network with microstrip power dividers for the 

radiation units is preferred. The feeding network is placed around the SIW cavities under the 

patches, in order to achieve a compact antenna layout. Eight radiation units are interconnected 

with adjacent units to form a linear array in the -axis, thus there would be no significant amount 

of current flowing through all the junctions along the -axis, which further suppresses the cross-

polarization radiation. The 2.4-mm end launch connector from Southwest Microwave is added to 

the prototype array, including the transition circuit from coplanar waveguide (CPW) to 

microstrip line. 

 

 
 

A. Antenna Design 

 

The radiation unit of the proposed patch array Antenna consists of four partly overlapped and 45 

tilted patches and a cavity-backed slot antenna fed by the microstrip line, as shown in Fig. 1. 
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Generally, the radiation unit can be divided into two parts, the patches and the primary cavity-

backed slot antenna. Unlike the antenna with substrate integrated waveguide (SIW) feeding 

network Quarter wavelength microstrip feeding line is employed due to the benefit of easy and 

compact integration with active circuits on the bottom layer. The four patches are fed directly by 

the cavity-backed slot antenna, which avoids an extra power divider and obtains a more compact 

size. 

 

The cross-polarized radiations on the xoz-plane from the edges of the patches are out of phase 

and will cancel each other. Additionally, the partly overlapped configuration could further 

enhance the suppressing effect due to the junctions between the patches. The joint points 

connecting patches with -axis component of electric field distributions out of phase. 

Theoretically, there would be no significant amount of current flowing through the junctions 

along the x -axis. The scheme introduces the perfect magnetic wall and electric wall by physical 

connection through current other than by virtual connection through electric field, which 

achieves an improved phase canceling effect and suppresses the cross-polarized radiation around 

the corners even better. 

 

 
 

B. Substrate 
 

Both the radiation unit and the array of the proposed patch array antenna will be illustrated 

thoroughly in this section. All the simulations are done using the software Ansoft HFSS with 

conductor and dielectric losses taken into consideration. The multilayer configuration of the 

proposed design is provided in Fig. 1. The substrate used in this letter is Rogers 5880, with the 

thickness h1= 0.254 mm of the lower layer and the thickness h2=0.508 mm of the upper layer. 

The two layers are bonded by the bonding film RO3003 with the thickness of h3 = 0.127 mm. 

Thickness of all the three copper layers is 0.018 mm, and all the patches are located in the top 

copper layer. The cavity-backed slot antenna is formed using the lower substrate with slot etched 

on the middle copper layer and microstrip feeding line located in the bottom copper layer. 

 

 

III. EXPERIMENTAL RESULT 

 

As for the overlapped scheme of the radiation unit, no simple simulation comparison can be 

conducted to demonstrate the suppression effect of the cross-polarized radiation. If the patches 
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are left unconnected, the performance of the radiation unit will change dramatically. Simulated 

results on the reflection coefficient and radiation patterns of the radiation unit at 24 GHz are 

provided in Fig. 2.1. The operating principle of the overlapped scheme on the radiation unit and 

on the array is the same. In the simulation results, cross-polarized radiation can be significantly 

reduced and controlled under 40 dBi by the overlapped scheme. Other simulated and 

experimental results of the are provided with VSWR shown in Fig. 2.2 and radiation patterns at 

24 GHz shown in Fig. 2.3. The prototype patch array antenna with eight units can function well 

from 24.2 to 25.8 GHz (6.67%) with its reflection coefficient under 15 dB and its gain varied 

from 16 to 19 dBi. The main beam is stable at broadside with a maximum gain of 18.99 dBi at 

24.5 GHz, and the cross-polarization level is more than 55 dB under maximum radiation, across 

the entire operating bandwidth and the 3-dB beamwidth. 

 

 

 
 

Fig 2.1. 2D and 3D Reflection Coefficient of proposed Antenna. 

 

 

 

 

 

 

 
 

Fig 2.2. VSWR of proposed Antenna. 
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Fig 2.3. 2D and 3D  

Radiation Pattern of Proposed Design. 

 

 

IV. CONCLUSION 

 

The proposed partly overlapped Patches with stacked structure offers a novel and simple method 

to achieve an excellent suppression of the cross-polarized radiation. The operating principle of 

the overlapping scheme is demonstrated, together with simulation validation. A 24 GHz 

prototype Patch Array Antenna with eight units for Automotive radar applications is designed 

using the proposed structure. Simulated and experimental results are consistent well, validating 

the proposed design method and offering a potential solution to control the cross-polarized 

radiation. 
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Abstract--This study implements the collaborative filtering (CF) system and most influential 

recommendation algorithms. In this system unlike the content-based approaches, CF only relies on 

the item ratings from each user. It is based on the assumption that users who have rated the same 

items with similar ratings are likely to have similar preferences. CF is specifically designed to 

provide recommendations when detailed information about the users and items is inaccessible. In 

this proposed framework of a typical CF recommender system includes: Data Collection, 

Preprocessing and Collaborative Filtering. Firstly, user data are collected through wireless networks 

and stored in the cloud database. Then certain pre-processing operations are imperative for ensuring 

the data integrity and reliability. Based on these data, CF algorithms are implemented to predict use 

interests and recommend related items in order to save the time and effort. This research proposes 

addition spatial social union (SSU), an approach of similarity measurement between two users that 

integrates the interconnection among users, items and locations. The SSU-aware location-sensitive 

recommendation algorithm is then devised. The experiment evaluates and compares the proposed 

approach with the existing rating prediction and item recommendation algorithms. The results show 

that the proposed SSU-aware recommendation algorithm is more effective in recommending items 

with the better consideration of user’s preference and location. 

I. INTRODUCTION 
 

Along with the rapid development of mobile 

Internet and cloud computing, massive 

amounts of data are produced every day by 

both people and machines. Our society has 

already entered the era of Big Data [1]. 

Thanks to the various smart devices and 

mobile applications, Internet users can acquire 

all sorts of information about education, 

shopping, social activity, etc. [2] [3] [4] [5]. 

However, as the volume of data increases, 

individuals have to face the problem of 

excessive information, which makes it more 

difficult to make the right decisions. This 

phenomenon is known as information 

overload [6]. Moreover, limited by the input 

ability of mobile devices, users are usually 

unwilling to type in lots of words to describe 

what they want. Recommender system can 

alleviate these problems by effectively finding 

users’ potential requirements and selecting 

desirable items from a huge amount of 

candidate information. Recommender systems 

are usually classified into two categories, i.e., 

content-based and collaborative filtering (CF) 

[7].Content-based recommender system 

utilizes the contents of items and finds the 

similarities among them. After analyzing 

sufficient numbers of items that one user has 

already shown favor to, the user interests 

profile is established. Then the recommender 

system could search the database and choose 

proper items according to this profile. The 

difficulty of these algorithms lies in how to 

find user preferences based on the contents of 

items. Many approaches have been developed 

to solve this problem in the areas of data 

mining or machine learning. For example, in 

order to recommend some articles to a specific 

reader, a recommender system firstly obtains 

all the books this reader has already read and 

then analyzes their contents. Key words can be 

extracted from the text with the help of text 

mining methods, such as the well-known TF-

IDF [8]. After integrating all the keywords 
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with their respective weights, a book can be 

represented by a multi-dimensional vector. 

Specific clustering algorithms can be 

implemented to find the centers of these 

vectors which represent the interests of this 

reader.On the other hand, collaborative 

filtering (CF) has become one of the most 

influential recommendation algorithms [9]. 

Unlike the content-based approaches, CF only 

relies on the item ratings from each user. It is 

based on the assumption that users who have 

rated the same items with similar ratings are 

likely to have similar preferences. CF is 

specifically designed to provide 

recommendations when detailed information 

about the users and items is inaccessible. 

Furthermore, it successfully mitigates the 

problem of over-specialization [10], which is 

quite common in content-based systems. 

Over-specialization is the phenomenon that 

recommended items are always much the 

same and the diversity of recommendations is 

neglected. As CF makes recommendations 

according to the neighborhood (people with 

similar preferences), the item one user has 

consumed may be something new to his 

neighbors. The above features are particularly 

attractive which make CF algorithms 

extensively employed in recommender 

systems. 

However, to the best of our knowledge, very 

few studies have revealed the common 

features of the various CF algorithms for 

mobile Internet applications. In addition, most 

of the existing surveys merely introduce the 

principles of CF algorithms, ignoring the 

importance of case study, which can 

demonstrate the performances of typical 

algorithms visually and specifically. 

Therefore, this paper focuses on collaborative 

filtering based recommender systems for 

mobile Internet applications. In particular, 

main contributions of this paper are 

highlighted as follows: 

We introduce a general framework of CF 

recommender system. This framework assists 

recommender developers to utilize the 

gathered data and to generate proper rec-

ommendations. The features of data collected 

from both user behaviors and user ratings are 

also discussed and compared. 

CF algorithms are classified. Main procedures 

of CF are briefly summarized and introduced. 

Two case studies are presented to validate the 

proposed framework. Evaluations on 

representative CF algorithms are conducted 

based on real-world datasets with detailed 

analysis and comparison. 

The rest of this paper is organized as follows. 

Section II presents the framework of CF. Both 

classification and main procedures of typical 

CF algorithms are introduced in Section III. In 

Section IV, we conduct two case studies based 

on real-world datasets in order to analyze the 

performances of CF algorithms. Finally, 

Section V concludes this paper. 

II. LITERATURE SURVEY 

 

Boosting Response Aware Model-Based 

Collaborative Filtering: Recommender 

systems are hopeful for providing 

personalized favorite services. Collaborative 

filtering (CF) technologies, making prediction 

of users preferred based on users before 

behaviors, have become one of the 

mostsuccessful techniques to build modern 

recommender systems. Several challenging 

issues occur in before proposed CF methods : 

1) Most CF methods ignore users response 

patterns and may yield biased parameter 

estimation and suboptimal 

performance;2)Some CF methods adopt 

heuristic weight settings, which lacks a 

systematical implementation;3)The 

multinomial mixture models may weaken the 

computational ability of matrix factorization 

for generate the data matrix, thus increasing 

the computational cost of training. To resolve 

these issues, incorporate users’ response 

models into the probabilistic matrix 

factorization (PMF), a popular matrix 

factorization CF model, to create the Response 

Aware Probabilistic Matrix Factorization 

(RAPMF) framework. More specifically, they 

make the assumption on the user reply as a 

Bernoulli distribution which is parameterized 

by the rating scores for the noticed ratings 
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while as a step function for the unnoticed 

ratings. 

Location-Aware and Personalized 

Collaborative Filtering for Web Service 

Recommendation:As the number of web 

services with same functionality increases, the 

service users usually depend on web 

recommendation systems. Now a days the 

service users pay more significant on non 

functional properties which are also known as 

Quality of Service (QoS) while finding and 

selecting appropriate web services. 

Collaborative filtering [14] approach predicts 

the (QoS) values of the web services 

effectively. Existing recommendation systems 

rarely consider the personalized influence of 

the users and services in determining the 

similarity between users and items. The 

proposed system is a ranking oriented hybrid 

approach which integrates user-based and 

item-based QoS predictions. The system thus 

employs the location information of users and 

items in selecting similar neighbors for the 

target user and service and thereby making 

personalized service recommendation for 

service users.Comparing with other 

recommendation systems and the existing 

methods infrequently consider the user and 

service location in determining QoS values. 

The existing recommendation systems are 

either based on user-based or item-based QoS 

value prediction. Integrating both the methods 

for QoS predictions along with the location 

information will give a better recommendation 

than the individual predictions. The system 

can be better performance by integrating 

different non functional properties into 

consideration which helps in providing better 

results. 

Collaborative Deep Learning for 

Recommender Systems:Collaborative 

filtering (CF) is a successful approach 

commonly used by many recommender 

systems. Conventional CF-based methods use 

the ratings given to items by users as the 

single source of information for learning to 

make recommendation. However, the ratings 

are often very sparse in many applications, 

causing CF-based methods to degrade 

radically in their recommendation 

performance. To address this Sparsity 

problem, secondary information such as item 

content information may b e utilized. 

Collaborative topic regression (CTR) is an 

appealing current method taking this approach 

which tightly couples the two components that 

learn from two different sources of 

information.Nevertheless, the latent 

representation learned Collaborative filtering 

(CF) [18] is a successful approach commonly 

used by many recommender systems. 

Conventional CF-based methods use the 

ratings given to items by users as the sole 

source of information for learning to make 

recommendation. However, the ratings are 

often very sparse in many applications, 

causing CF-based methods to degrade 

significantly in their recommendation 

performance. Role of matrix factorization 

model in collaborative filtering algorithm:

 Recommendation Systems apply 

Information Retrieval techniques to select the 

online information relevant to a given user. 

Collaborative Filtering (CF) is currently most 

widely used approach to build 

Recommendation System. A CF technique use 

the user’ behavior in form of user-item ratings 

as their information source for prediction. 

There are major challenges like sparsity of 

rating matrix and growing nature of data 

which is faced by CF algorithms. These 

challenges are been well taken care by Matrix 

Factorization (MF). They attempt to present 

an overview on the role of different MF model 

to address the challenges of CF algorithms, 

which can be served as a roadmap for research 

in this area. Collaborative Filtering is the most 

popular approach to build Recommendation 

System and has been successfully employed in 

many applications. The CF recommender 

system works by collecting user feedback in 

the form of ratings for items in a given 

domain. The most common types of CF 

systems is user-based and item-based 

approaches. The key advantage of CF 

recommender system is that it does not rely on 

the machine analyzable contents and therefore 

it is capable of accurate recommendations. In 

CF, user who had similar choices in the past 

will have similar choices in the future as 
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well.The Matrix Factorization (MF) plays an 

important role in the Collaborative Filtering 

recommender system. MF has recently 

received greater exposure, mainly as an 

unsupervised learning method for latent 

variable decomposition and dimensionality 

reduction. Prediction of ratings and 

Recommendations can be obtained by a wide 

range of algorithms, while Neighborhood-

based Collaborative Filtering methods are 

simple and intuitive.  The Matrix Factorization 

techniques are usually more effective because 

they allow used to discover the latent features 

underlying the interactions between users and 

items. Matrix Factorization is simply a 

mathematical tool for playing around with 

matrices, and is therefore applicable in many 

domains where one would like to find out 

something hidden under the data [20]. To 

describe an email filtering system called 

“Tapestry”. Tapestry was an electronic 

messaging system that allows users’ to rate 

messages “good” or “bad” or associate text 

annotations with those messages. In a 

recommendation application, CF system tries 

to find other like-minded users and then 

recommends the items that are most liked by 

them based on opinions of other users. The 

explosive growth of Internet usage has made 

the issue of information search and selection 

of items a very tedious task for the users, 

demands more CF methods commonly give 

better performance and exactness than Content 

Based technique of suggestion System. Earlier 

Collaborative Filtering (CF) algorithms for 

recommendation systems used to use the 

association inference, which have a very high 

time difficulty and a very poor scalability. 

Recent method makes use of matrix operations 

which are more scalable and efficient. 

III. EXISTING SYSTEM 

The memory-based CF is useful in 

effectively predicting missing ratings and 

presenting recommendations, it still has a few 

limitations. For instance, whenever a 

recommendation task is conducted, the system 

has to load all the ratings into the memory and 

implement specific algorithm based on the 

complete dataset. Limited by the storage and 

computing resources, memory-based CF may 

often become quite time consuming.Therefore, 

recommender system which can provide 

proper items with acceptable time 

consumption is highly desired. Model-based 

CF algorithms are designed to mitigate these 

problems whose general principle is to use 

machine learning or data mining approaches to 

establish prediction models offline. Based on 

these models, missing ratings can be predicted 

efficiently. Typical model-based algorithms 

include matrix factorization-based algorithms, 

clustering-based algorithms.The existing 

system to improve processing capacity and 

reduce time consumption, developing 

algorithms for distributed computing systems 

may become a significant research direction in 

the future. It is believed that the continuously 

improved CF recommender systems can 

greatly help mobile Internet users find proper 

items without excessive time and energy 

consumption in the era of Big Data. 

IV. PROPOSED SYSTEM 

In addition with all the existing system 

mechanism, the proposed study also presents 

age group based similarity measurement. Here 

Similarity measurement based on users’ ages 

is also taken into study as simA (Age) along 

with simR (Rating), simA (User) and simD 

(Location). And so, Rating prediction and 

recommendation adopts the finalized 

similarity matrix with including simA to 

predict the missing ratings and provide the 

recommendations. In addition, time intervals 

are taken for matrix calculation 

V. TECHNIQUES USED 

Community: In this module, the community 

id and name are added in ‘Community’ table. 

The details are displayed using data grid view 

control and modified if required. 

User:In this module, the user id and name are 

added in ‘users’ table. The details are 

displayed using data grid view control and 

modified if required. 

Item:In this module, the item id and name are 

added in ‘items’ table. The details are 

displayed using data grid view control and 

modified if required. 
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Location:In this module, the location id and 

name are added in ‘location’ table. The details 

are displayed using data grid view control and 

modified if required. 

Rating:In this module ratings are added for 

the given user for the given item. The details 

are saved in ‘ratings’ table. The details are 

displayed using data grid view control and 

modified if required. 

Matrix Calculation: 

User Item Matrix (R):In this process the 

users are taken row wise, items are taken 

column wise and the matrix data is filled with 

rating values. 

Rating Similarity Matrix (simR): The rating 

similarity is calculated by users taken both 

row and column wise and matrix data is 

prepared which is the cosine similarity of 

user-item rating  

matrix R. 

User Similarity Matrix (simA): The user 

similarity is calculated using M-FriendTNS: 

Modified-FriendTNS algorithm which takes a) 

user-user relationship matrix A and b) the 

number of users N as input. The output 

prepared is simA. 

Location Similarity Matrix (simD): The 

location similarity is calculated by applying 

cosine similarity of D matrix (which is a 

matrix with users taken row wise and column 

wise). 

SSU-AwareLocation-Sensitive 

Recommendation Algorithm(No Time 

Interval): The input of the algorithm includes 

the user-item rating matrix R, user-user 

relationship matrix A, user-location metric 

matrix D, and the number of users N which 

involves the newly added user, property 

between item and location Cil, a given 

targeted location l, and type of 

recommendation Z.  

The output is the rating prediction and 

recommendation for the new user as well as a 

group of users. Lines 4 to 6 adopt the classical 

cosine similarity calculation and the proposed 

M-FriendTNS algorithm (b). Line 7 is the 

procedure of adapting where the parameters 

can be tuned manually or automatically. Line 

9 applies the SSU model to solve the predicted 

rating scores. Lines 10 to 15 make the 

prediction based on the hypothesis that the 

new user who really wants some 

recommendations, e.g. he or she does not 

know the related quality of all the items. Lines 

17 to 19 are torecommend the items for a 

group of users by taking the property Cil into 

account. 

 

VI. CONCLUSION 

This article discusses CF algorithms 

employed in mobile Internet applications. A 

framework is firstly proposed in order to 

demonstrate the main procedures of a typical 

CF recommender system, i.e., data collection, 

data pre-processing, and collaborative 

filtering. Features of two kinds of user data, 

i.e., user behaviors and user ratings, are 

analyzed and compared in detail. After 

transforming the user behaviors into implicit 

ratings through specific methods, the sparsity 

problem of the rating matrix can be mitigated 

to some extent. Typical CF algorithms 

including memory-based and model-based are 

introduced, and their general procedures are 

summarized for the sake of revealing the 

common features of these methods. Finally, in 

order to validate this framework, two case 

studies were carried out based on the user 

behaviors and user ratings respectively. The 

SSU-aware location-sensitive 

recommendation algorithm is then devised. 

This study evaluates and compares the 

proposed approach with the existing rating 

prediction and item recommendation 

algorithms. The results show that the proposed 

SSU-aware recommendation algorithm is 

more effective in recommending items with 

the better consideration of user’s preference 

and location. 
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Abstract--The development of mobile sensing and mobile social networking techniques, 

mobile crowd sensing and computing (MCSC), which will leverages heterogeneous crowd 

sourced data for large scale sensing, which will  become a leading concept. On top of the 

participatory sensing vision, MCSC has two characteristic features: It will leverage 

heterogeneous crowd sourced data from two data sources: participatory sensing and 

participatory social media; and it presents the fusion of human and machine intelligence in 

both the sensing and computing  processes. This article characterizes the unique features and 

challenges of MCSC. 

 
 

 

I. INTRODUCTION 

The effective use of the incredible and 

continuous production of data coming from 

different sources (e.g., enterprises, the Internet 

of Things, online systems) will transform our 

life and work. Within this context, people are 

not only data consumers, but participate in 

different ways (e.g.,smartphone sensing, online 

posting) in the data production process. In this 

article, we discuss the opportunities that 

heterogeneous human participation offer to 

systems and services that rely on large-scale 

sensing .It is essential to first clarify the 

motivation of taking the human in the loop for 

large scale sensing. The  researchers have 

studied the uses of understanding urban 

community dynamics . However, traditional 

stationary wireless sensor network 

deployments often fail to capture such 

dynamics because they either do not have 

enough sensing capabilities or are limited in 

terms of scalability (e.g., high deployment and 

maintenance cost). Mobile crowd sensing and 

computing (MCSC) offers a new method of 

large-scale sensing and computing. On one 

hand, the sheer number of mobile devices (e.g., 

smartphones, tablets, wearable devices) and the 

inherent mobility   will provides the ability of 

sensing and inferring people context  in an 

unprecedented manner. On the other hand, 

highly scalable sensing with mobile devices in 

combination with cloud computing support 

gives MCSC systems the scalability and 

versatility properties that are often lacking in 

static deployments. Although it is quite 

difficult to attempt a formal definition of the 

MCSC paradigm, we could state that MCSC is 

a new sensing paradigm that empowers 

ordinary people to contribute data sensed or 

generated from their mobile devices, and 

aggregates and processes heterogeneous crowd 

sourced data in the cloud for intelligent service 

provision. From the artificial intelligence (AI) 

perspective, MCSC is founded on a distributed 

problem solving model. The concept of crowd-

powered problem solving has been explored in 

several research areas. The definition of the 

term crowdsourcing is as follows: 1the practice 

of obtaining needed services or content by 

soliciting contributions from a large group of 

people, and especially from an online 

community . Where thousands of contributors 

from across the globe have collectively created 

the world’s largest encyclopedia, are  the 

typical example. MCSC is the concept by 

going beyond the boundaries of online 
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communities and reaching out to the mobile 

device user population for sensing 

participation.. We see for the first time 

solutions that require explicit human 

involvement in accomplishing sensing tasks. 

MCSC broadens the concept of participatory 

sensing from two aspects. First, it takes 

advantage of various forms of human 

participation in the mobile Internet era. 

Generally speaking, MCSC sensing modalities 

can be obtained from specific hardware sensors 

available on mobile devices and from the 

information trail directly generated by users. 

Second, MCSC presents the fusion of human 

and machine intelligence in both the sensing 

and computing processes. The usage of 

heterogeneous crowd sourced data as well as 

the integration of human and machine 

intelligence. With the development of mobile 

sensing and mobile social networking 

techniques, mobile crowd sensing and 

computing, which leverages heterogeneous 

crowd sourced data for large-scale sensing, has 

become a leading paradigm. The authors 

characterize the unique features and challenges 

of MCSC, and also present early efforts on 

MCSC to demonstrate the benefits of 

aggregating heterogeneous crowd sourced data. 

 

II. LITERATURE SURVEY 

 

Exploring the Social Side of the Internet of 

Things: The Internet of Things (IoT) is a 

technical revolution that represents the future 

of computing and communications. Under its 

vision, the next-generation Internet will 

promote the harmonious interaction between 

human, society, and smart things. The current 

research in IoT is mainly from the perspective 

of connecting and managing things. The 

humanized, social side of IoT, however, is still 

not explored. In this article, they intend to 

present the IoT from the human centric 

perspective. By analyzing the tight-coupled 

relationship between human and opportunistic 

connection of smart things (e.g., mobile 

phones, vehicles), they propose Opportunistic 

IoT . It enables information sharing and 

dissemination within/among opportunistic 

communities that are formed with the 

movement and opportunistic contact nature of 

human. They characterize the bi-directional 

effect between human and opportunistic IoT, 

present the innovative application areas, and 

discuss the challenges raised by this new 

computing paradigm. The Internet of Things 

(IoT) refers to the emerging trend of 

augmenting physical objects and devices with 

sensing, computing and communication 

capabilities, connecting them to form a network 

and making use of the collective effect of 

networked objects. It is a technical revolution 

that represents the future of computing and 

communications .Opportunistic trading, differs 

from traditional market based trading and 

online shopping, is founded on the 

disseminating and matching of trading requests 

in opportunistic IoT environments. For 

example, Bob has a “Harry Potter” book; he 

has read it and wants to sell it via the 

opportunistic trading agent (OTA) running on 

his mobile phone. While Bob moves each day, 

his trading request is shared by the people in 

the vicinity (forming an opportunistic 

community of mobile phones). Since the 

moving range and  mobility pattern of Bob is 

roughly fixed (and thus the people he can 

encounter is limited), to increase the number of 

trading request receivers and speed up the 

request dissemination process, OTA will 

employ other mobile nodes as “brokers”  to 

help store and forward Bob’s trading request. 

User awareness refers to the ability to 

understand personal contexts and behavioral 

patterns. Examples include human location, 

human activity, user preferences, and so on. 

Ambient awareness concerns status 

information on a particular space. Examples: 

pollution/noise level, and traffic dynamics 

(e.g., traffic jams). Social awareness goes 

beyond personal contexts and extends to group 

and community levels. The objective is to 

reveal social interaction (e.g., group detection) 

patterns, human mobility patterns, social 

situation (in a meeting, meeting friends), and so 

on. Data sharing is the major application area 

of opportunistic IoT. Since the source node and 

destination nodes might be unaware of each 

other (e.g., in the opportunistic trading use 
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case, Bob and Alice are unaware of each other) 

and may never meet in opportunistic networks, 

forwarding a message (e.g., selling a book 

called “Harry Potter”) from its sender to the 

nodes of interest (e.g., from Bob to Alice) 

becomes a big challenge. A trivial solution 

would be to flood the whole network with the 

message , but this would clearly saturate both 

network resources (in terms of available 

bandwidth) and device resources Forging social 

connections with others is the core of what 

makes us human. Opportunistic social 

networking (OSN) aims to improve social 

connectivity in physical communities by 

leveraging the information detected by mobile 

devices that contact. Social Serendipity is one 

of the earliest OSN studies, in which matching 

interests among nearby people who do not 

know one another are indicated as a cue for 

informal, face-to-face interactions [9]. Data 

dissemination in opportunistic IoT is a difficult 

problem. The heuristic behind the 

dissemination policy is that, since content 

providers and content consumers might be 

completely unaware of each other in a dynamic 

network, and never be connected at the same 

time to the same part of the network. To 

facilitate the development of opportunistic IoT, 

a generic infrastructure is essential. The 

infrastructure should provide a set of 

mechanisms for dynamic network management 

and information sharing among mobile nodes. 

It should address most of the issues mentioned 

in the previous subsections and provide a 

unique interface for information 

distribution/access by various applications. The 

basic components may include: opportunistic 

network management (dynamic, intermittent 

connectivity). 

 

SmartPhoto: A Resource-Aware 

Crowdsourcing Approach for Image Sensing 

with Smartphones: Photos obtained via 

crowdsourcing can be used in many critical 

applications. Due to the limitations of 

communication bandwidth, storage and 

processing capability, it is a challenge to 

transfer the huge amount of crowd sourced 

photos. To address this problem, in this paper , 

proposed a framework, called SmartPhoto, to 

quantify the quality (utility) of crowd sourced 

photos based on the accessible geographical 

and geometrical information including the 

smartphone’s orientation, position and all 

related parameters of the built-in camera. From 

the metadata, they can infer where and how the 

photo is taken, and then only transmit the most 

useful photos. Three optimization problems 

regarding the tradeoffs between photo utility 

and resource constraints, namely the Max-

Utility problem, the online Max-Utility 

problem and the Min-Selection problem, are 

studied. Efficient algorithms are proposed and 

their performance bounds are theoretically 

proved. They have implemented SmartPhoto in 

a test bed using Android based smartphones, 

and proposed techniques to improve the 

accuracy of the collected metadata by reducing 

sensor reading errors and solving object 

occlusion issues. The major challenges faced 

by these applications are as follows. The first is 

how to characterize the quality (usefulness) of 

crowd sourced photos in a way that is both 

meaningful and resource friendly. Most 

content-based image processing techniques 

such as [18] may demand too much 

computational and communication resources at 

both the user and server end.  

The Emergence of Social and Community 

Intelligence: Social and community 

intelligence (SCI)  is an emerging research 

field that leverages the capacity to collect and 

analyze these footprints to reveal human 

behavior patterns and community dynamics. 

The breadth, depth, and scale of multimodal, 

mixed data sources provide an opportunity to 

compile digital footprints into a comprehensive 

picture of an individual’s daily-life facets, 

transform the understanding of how people live 

and how organizations and societies function, 

and enable innovative services in human 

health, public safety, city resource 

management, environmental monitoring, and 

transportation management. 

Robust Spectrum Sensing with Crowd 

Sensors: Under this model, they then analyze 

the impact of general abnormal data on the 

performance of the cooperative sensing, by 

deriving closed-form expressions of the 

probabilities of global false alarm and global 
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detection. To improve sensing data quality and 

enhance cooperative sensing performance, they 

further formulate an optimization problem as 

stable principal component pursuit, and develop 

a data cleansing based robust spectrum sensing 

algorithm to solve it, where the under-utilization 

of licensed spectrum bands and the sparsity of 

nonzero abnormal data are jointly exploited to 

robustly cleanse out the potential nonzero 

abnormal data component from the original 

corrupted sensing data. 

III. EXISTING SYSTEM 

In the existing system of Mobile Crowd 

Sensing and Computing (MCSC), the data that 

are sensed by the sensors in the mobile devices 

or the data that is generated from any other 

source is directly transferred from the client to 

the server without any intermediate node or the 

broker node. It leads to inefficient data transfer 

due to the inability for finding the shortest and 

efficient path from the client to the server. This 

caused some of the constraint such as, high 

traffic, high data loss, and low security. 

IV. PROPOSED SYSTEM 

In our proposed system, we introduce a new 

node called the trader or broker node for 

transmitting the sensed data from the client to 

the server. The trader node will take over the 

responsibility of finding the shortest path with 

high security, less traffic and no data loss. We 

achieve this process by using the bidding 

technique. The new system presents a efficient 

bidding algorithm that maximizes every user’s 

profit and hence constitutes equilibrium of the 

resource-allocation game. 

V. TECHNIQUES USED 

Bidding User Addition: In this module, the 

bidding user details such as user id, date and 

time of registration, the name and other details 

are added. Resource Bundle Additions: In this 

module, the resource bundle details such as 

resource bundle id, processor speed, RAM 

capacity, hard disk memory, band width 

allotted and the duration in hours are added. 

The tariff for each resource bundle is also 

added. Resource Allocation Protocol: In this 

module, the resource allocation protocol is 

implemented which contains three phases. The 

Phase I is initialization phase in which the 

every user pays monitoring fees before bidding 

starts. The Service Level Agreement manage 

announces an expected set of active users. The 

User UI, prepared his bid bit belongs to users 

who bid range of amount and the previous bid 

user if the user is not selected in previous 

bidding.  

 

The Phase II contains bidding operation 

in which users that paid the entry fees are taken 

in to bid. Add Capability To Node In Grid: The 

nodes capabilities such as web servers 

installed, devices attached such as printers are 

added using this module. For example, when a 

printing job is being assigned then the node 

with printer attached can complete the task. It 

retrieves the all the details about the hardware 

and software resources availability in the 

system such as server and printer. Allot Task: 

The task required by client is allotted such as 

web request or printing using this module. 

After the task completed by available nodes, 

the result will be returned to this client. It allots 

the task to the resources for serving and makes 

the resources busy. Users pay for continuously 

monitoring the system. When processors 

advertise their idle time, each user can either 

send signal (announcing its valuation of the 

auctioned timeslot) or stay out and save the 

cost for extra data transfer. Redefine a 

deterministic direct selling mechanism. Check 

Nodes for Capability:  

 

The task internal details are assessed so 

that nodes with those abilities are found out. 

For example, if a web request is made with a 

search word is given, the nodes are allotted the 

searching work, so that the results from various 

nodes are consolidated and send to client. 

Complete the Task and Send Result to Main 

Node: The task results in one or many nodes 

are being sent to one main node. The task 

sequences are rearranged if required. 

 

DATA FLOW DIAGRAM 
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VI. CONCLUSION 

As an emerging paradigm for large-scale 

sensing, numerous challenges and research 

opportunities remain to be investigated. First, 

MCSC is an instance that bridges the gap 

between cyber space and physical space. The 

problems to solve in such a hyperspace are 

much more complex, and need to integrate 

various HI and MI units as interdependent 

parameters in a unique solution. Second, in 

hyperspace, we should exploit cross-space 

features for aggregated sensing and data 

understanding. Third, as community-enabled 

sensing, the generic features of a community, 

such a sensing scale (ranging from a group to 

an urban scale), community structure, and user 

collaboration should be further studied [5, 15], 

which are paid little attention in existing 

studies. 
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Abstract- To implements popular encryption algorithms such as Data encryption standard (DES) 

and advanced encryption standard (AES). The use of Internet and Network is growing rapidly. 

Hence there are more requirements to secure the data which is transmitted over different network 

using different services. Several encryption methods are used to provide the security to the network 

and data. A survey on the existing work on the encryption techniques has been done in this paper. 

All the techniques are useful for real-time encryption. Each technique is unique in its way, which is 

suitable for different applications and has its own pro’s and con’s. According to research and 

literature survey it can be found that the AES algorithm is most efficient. According to research 

done and literature survey it can be found that AES algorithm is most efficient in terms of packet 

drop, time, throughput, delay will be increased. If more than one algorithm is applied to data the 

security provided by these algorithms can be enhanced further. Future work of this paper will 

explore this concept and a combination of algorithms will be applied either sequentially or parallely, 

to setup a more secure environment for data storage and retrieval. 

Index terms- Encryption algorithm, DES, AES, Secure the data transmitted, security. 

 

I.INTRODUCTION 

E-commerce and security becomes a more important issue to deal with in wireless network. 

Cryptography acting a major role and it is the procedure of hiding data or information. They can be 

separated as two part symmetric key and asymmetric key algorithm. In symmetric key cryptography 

algorithm, only one private key is commonly used between sender and receiver to encrypt /decrypt 

data. Symmetric key algorithms are of two types: block ciphers and stream ciphers. Block ciphers are 

using on group of blocks. For examples, AES (advanced encryption standard), DES (Data encryption 

standard) and blowfish. Stream ciphers are using a single bit at a time. For example RC4. In 

asymmetric key algorithm has two different keys. They are private and public key for encryption and 

decryption. Public key is used for encryption while the private key is used for decryption, For example 

RSA algorithm. Public key is recognized to the public while private key is only recognized to the user. 

Due to large computational processing power asymmetric key algorithm is 1000 times slower than 

symmetric key algorithm. 

 

A. Symmetric key algorithm DES: 

Data encryption standard (DES) was the first encryption standard to be proposed by National 

Institute of Standards and Technology (NIST). Data encryption standard is block cipher symmetric 

mailto:skalaiyarasi3@gmail.com
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key algorithm method that uses the same private key to encrypt/decrypt the data. Basically DES uses 

one 64 bits key with 64 bit block, out of 64 bits key, 56 bits are used to decide the exact cryptography 

alternation and remaining 8 bits are used for error discovery. In DES there are total 16 rounds to 

execute their operation; the main operation in each round is permutation and substitution. The result of 

DBS encryption is 64 bit cipher text. Decryption in DES is same as encryption only the keys are 

applied in reverse order. 

 

B. Symmetric key algorithm AES: 

It specifies the AES (advanced encryption standard) also recognized as rijnael (Rain-doll) after 

introducing the DES. It is also block cipher encryption standard that uses 10,12, or 14 rounds with 

128,192 or 256 bits sizes key depending on the number of rounds. Each processing round consist of 

four steps – 1.substitute bytes 2.shift rows 3.mix columns 4.add round key. Blowfish : Blowfish is 

another element of symmetric block cipher encryption normal that is developed by bruce schneier in 

1993 and it can be professionally used for encryption and decryption of data considerably. Basically it 

has variable length key from 32 bit to 448 bits. It is license-free and is available for all uses. Blowfish 

is fast i.e encryption rate on 32 bit microprocessor is 28 clock cycles/sec. basically blowfish is 

appropriate for application where the key leftovers constant for a long interval of time. 

 

II. EXISTING SYSTEM 

A proof-of-concept implementation of a secure routing protocol based on AODV over IPV6, further 

reinforced by a routing protocol independent Intrusion Detection system (IDS) for ad hoc networks 

security features in the routing protocol include mechanisms for non-repudiation and authentication, 

without relying on the availability of a certificate authority or a key distribution center. This section 

presents existing related work on energy efficient usage of intrusion detection system in a MANET. 

The authors provided a formal study on optimizing network topology for edge-self monitoring in 

sensor networks with the objective of maximizing the lifetime of the network. The focus is on 

optimized selection of monitor nodes that monitor communication links so as to reduce the number of 

monitor nodes. Though the objective is the same, i.e., energy conservation, our work focuses on 

reducing the active time of the monitor nodes instead of reducing the number of monitor nodes. 

The existing work focus on reducing the number of monitor nodes that monitor a communication link. 

Hence the active nodes bear the whole burden of monitoring communication links while the sleeping 

nodes sleep. 

While the overall energy consumption may be reduced, some node energy may be depleted sooner 

than that of the others.  

In our work, instead of placing the burden of monitoring on a few selected nodes, every neighbor node 

chips in so that each node fairly shares the profit (energy saving). It will be a costly overhead for a 

battery-powered mobile device in terms of power and computational resources.  
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Fig Block diagram of Intrusion Detection system in MANET 

 

III. PROPOSED SYSTEM 

Its objective is to monitor the nodes in its neighborhood at the desired security level in order to detect 

any malicious activity nodes are independent; they have to cooperate to achieve detection efficiently. 

to get a node monitored with the desired security level each of its neighbors has to participate in 

monitoring with the minimum probability. Usage of energy and overheads reduced, Due to this 

networks life time is increased. 

 

IV. SIMULATION RESULT 

It is percentage of ratio between the number of packets sent by sources and the number of received 

packets at the sinks or destinations. 

PDR=
                         

                              
 *100 

This performance evaluation parameters effectiveness, reliability and efficiency of a protocol. In this 

paper exhaustive simulation experiments are carried out with different mobility rates for comparison 

among SEEP and AODV. 
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Throughput  

 

 

 

V.CONCULSION 

 A security protocol has been proposed that can be utilized for secure data transmission and protect 

malicious nodes in MANET with the help of Intrusion Detection system. By using Network Simulator 

(NS-2) we can detect the malicious nodes in MANET. We first present the minimization of the active 

duration of the IDSs in the nodes of MANET as an optimization problem. We then described a 

cooperative game model to represent the interaction between the IDS in a neighborhood of nodes. The 

game is defined in such a way that the primary goal of the IDSs is to monitor the nodes in its 

neighborhood at a desired security level. So as to detect any anomalous behavior, whereas, the 

secondary goal of the IDSs is to conserve as much energy as possible. 
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Abstract- To analyze the Fetal heart beats in the Mother’s womb in the form of Electro Cardio Gram 

(ECG) signal. It uses the compression Sensing (CS) Theory for measurement. It is based on the 

representation of the components derived from Principle Component Analysis (PCA). PCA is sensitive 

to the relative scaling of the original variables. The compression sensing concept is used for 

compression and joint detection as well as classification. It is suitable for Real Time application by 

compression of abdominal f-ECG and gives real time information of the fetal heart rate. This is the 

theory that provides low power CS compression of fetal abdominal ECG combined with a beat detector 

for Fetal Heart Rate (FHR) estimation. 

Index Terms- Compressive Sensing, Principle Component Analysis, Fetal ECG(FECG). 

 

I.INTRODUCTION 

In abdominal F-ECG recording, the electrical signal generated by the fetal heart is measured by non-

invasive electrodes placed on the mother’s abdomen surface. However, the F-ECG signal acquired from 

the mother’s abdomen is typically characterized by a very low SNR. Fetal health conditions through 

electrocardiography are a useful clinical diagnostic method, which allows discovering possible distress or 

congenital heart defects in early stages of pregnancy and during delivery. Fetal heart rate (FHR) 

monitoring and detection of the fetal electro cardiogram may be able to provide early detection of fetal 

arrhythmias, making it possible to treat them with drug administration or to pre-schedule the delivery. 

The fetal heart rate (FHR) and the morphological analysis of the fetal electrocardiogram (FECG) are two 

of the most important tools used nowadays in clinical investigations to examine the health state of the 

fetus during pregnancy. Additional information about the fetal well being can be obtained by analyzing 

the morphology of the FECG signal, which was recently introduced in clinical practice for fetal 

monitoring.  

Its clinical relevance was demonstrated by a series of clinical studies, randomized controlled trials and 

prospective observational studies, which prove that clinical fetal monitoring based on both FHR and 

FECG morphology analysis, especially the ST waveform analysis, leads to the reduction in the number of 

operative vaginal deliveries, smaller rate of metabolic acidosis at birth, less blood samples performed 

during labor, and fetal morbidity reduction. The standard procedure to record the FHR is the cardiograph, 

sometimes known as electronic fetal monitoring.  

mailto:gunavathiece1994@gmail.com
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When necessary to investigate both the instantaneous FHR and the FECG morphology, an invasive fetal 

monitoring method that uses a wire electrode attached to the fetal scalp, after the membrane rupture, is 

preferred. However, both methods have important drawbacks: (i) the FHR obtained via CTG have the 

potential problems of reliability and accuracy. In addition, the beat-to-beat variability of FHR is not 

present in the CTG traces; hence, rapid variations of the FHR cannot be detected; (ii) the second 

recording technique is invasive; thus, it can put the life of both the mother and the fetus in danger (e.g., 

possible infections can lead to different complications). 

 

 

II.EXISTING SYSTEM 

 

Compressive Sensing is a recently introduced sensing/sampling technique that allows recovering 

sparse signals from fewer samples than the Shannon sampling theorem would typically require. From the 

compressed independent components, we separate the maternal and fetal beats by checking the activated 

atoms during reconstruction within the Compressive Sensing is a signal processing technique for 

efficiently acquiring and reconstructing a signal, by finding solutions to underdetermined linear systems. 

This is based on the principle that, through optimization, the sparsest of a signal can be exploited to 

recover it from far fewer samples than required by the Shannon-Nyquist sampling theorem. There are two 

conditions under which recovery is possible. The first one is sparsest which requires the signal to be 

sparse in some domain. The second one is incoherence which is applied through the isometric property 

which is sufficient for sparse signals. 

 

A. Existing Method Technique 

 

  Independent component analysis (ICA) is a computational method for separating 

a multivariate signal into additive subcomponents. This is done by assuming that the subcomponents are 

non-Gaussian signals and that they are statistically independent from each other. ICA is a special case 

of blind source separation. A common example application is the "cocktail party problem" of listening in 

on one person's speech in a noisy room. That the ICA separation of mixed signals gives very good results 

is based on two assumptions and three effects of mixing source signal. In this method low accuracy and 

high noise. 

A common goal of the engineering field of signal processing is to reconstruct a signal from a 

series of sampling measurements. In general, this task is impossible because there is no way to 

reconstruct a signal during the times that the signal is not measured. Nevertheless, with prior knowledge 

or assumptions about the signal, it turns out to be possible to perfectly reconstruct a signal from a series 

of measurements. 

  Over time, engineers have improved their understanding of which assumptions are practical and 

how they can be generalized. An early breakthrough in signal processing was the Nyquist–Shannon 

sampling theorem. It states that if the signal's highest frequency is less than half of the sampling rate, then 

https://en.wikipedia.org/wiki/Multivariate_statistics
https://en.wikipedia.org/wiki/Statistical_independence
https://en.wikipedia.org/wiki/Blind_source_separation
https://en.wikipedia.org/wiki/Cocktail_party_problem
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the signal can be reconstructed perfectly. The main idea is that with prior knowledge about constraints on 

the signal’s frequencies, fewer samples are needed to reconstruct the signal. 

III. PROPOSED SYSTEM 

 

In this proposed method to improve accuracy and low noise. Advanced techniques are required 

for abdominal fetal ECG signals analysis due to the typical complexity and variability of recorded 

signals. The possibility to obtain clean F-ECG signals by noninvasive abdominal measurements has been 

demonstrated in. It has been shown that the use of signal processing techniques may improve the quality 

of F-ECG waveforms from abdominal recordings and make it comparable to that achievable through the 

use of a scalp electrode.  

Compressed sensing has been proposed for low dose Computed Tomography acquisition. The proposed 

algorithm iterates between selective limited acquisition and improved reconstruction, with the goal of 

applying only the dose level required for sufficient image quality. The theoretical foundation of the 

algorithm is nonlinear Ridge let approximation and a discrete form of Ridge let analysis is used to 

compute the selective acquisition steps that best capture the image edges. 

Block diagram 
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 The abdominal recording is an input signal taken from the mother’s 

abdomen using the electrodes. Notch filters are used to cancel narrow band interferences, one common 

application being the PLI suppression in bio potential measurements. The compression sensing concept is 

used for compression and joint detection as well as classification. 
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Principle component analysis (PCA) is a statistical procedure that uses an orthogonal transformation to 

convert a set of observations of possibly correlated variables into a set of values of linearly 

uncorrelated variables called principal components. The number of principal components is less than or 

equal to the number of original variables. PCA is sensitive to the relative scaling of the original variables. 

PCA is mostly used as a tool in exploratory data analysis and for making predictive models. The results 

of a PCA are usually discussed in terms of component scores, sometimes called factor scores (the 

transformed variable values corresponding to a particular data point), and loadings (the weight by which 

each standardized original variable should be multiplied to get the component score).PCA is the simplest 

of the true eigenvector-based multivariate analyses. 

 Reconstructing is a signal, by finding solutions to underdetermined linear systems. Finally Fetal heart 

rate estimation requires separating the fetal and maternal beats from the acquired ECG signals. 

IV. SIMULATION RESULT 

 

MATLAB(Matrix Laboratory) is a multi-paradigm numerical computing environment and fourth-

generation programming language A proprietary programming language developed by  Math Works, 

MATLAB allows matrix manipulations, plotting of functions and data, implementation of algorithms, 

creation of user interfaces, and interfacing with programs written in other languages, including C, C++, 

C#, Java, Fortran and Python. 

MATLAB 8.3a is a high-performance language for technical computing. It integrates computation, 

visualization, and programming environment. After simulating the result we got is as follows. The 

simulated result from abdominal signal in fig.2 

 

                   Fig.2. simulated result for abdominal signal 

https://en.wikipedia.org/wiki/Orthogonal_transformation
https://en.wikipedia.org/wiki/Correlation_and_dependence
https://en.wikipedia.org/wiki/Correlation_and_dependence
https://en.wikipedia.org/wiki/Exploratory_data_analysis
https://en.wikipedia.org/wiki/Predictive_modeling
https://en.wikipedia.org/wiki/Eigenvectors
https://en.wikipedia.org/wiki/Proprietary_programming_language
https://en.wikipedia.org/wiki/MathWorks
https://en.wikipedia.org/wiki/Matrix_(mathematics)
https://en.wikipedia.org/wiki/Function_(mathematics)
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/User_interface
https://en.wikipedia.org/wiki/C_(programming_language)
https://en.wikipedia.org/wiki/C%2B%2B
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Fortran
https://en.wikipedia.org/wiki/Python_(programming_language)
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                        Fig.3. simulated result for filter signal 

 The simulation result of filter signal as shown in Fig.3. Digital fixed notch filters can be 

designed to remove multiple frequencies, having the advantage of being designed to remove the 

fundamental frequency and also its harmonics. 

 

 

                        Fig.4. simulated result for fetal signal 
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 The simulation result of filter signal as shown in Fig.4. Fetal heart rate 

estimation requires separating the fetal and maternal beats from the acquired ECG signals using principle 

component analysis (PCA). 

 

V. CONCLUSION 

The evaluation of the signal obtained shows that the theory can produce correct detection of fetal 

beats and reconstruction quality. Compressed sensing (also known as compressive sensing, compressive 

sampling or sparse sampling) is a signal processing technique for efficiently acquiring a signal. Principle 

Component Analysis (PCA) used in this method provides high accuracy and reduces noise. 
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ABSTRACT 
 

With the proliferation of websites, the security level of password-protected accounts is no 

longer purely determined by individual ones. Users may register multiple accounts on the same 

site or across multiple sites, and these passwords from the same users are likely to be the same or 

similar. As a result, an adversary can compromise the account of a user on a web forum, and then 

guess the accounts of the same user in sensitive accounts, e.g., online banking services, whose 

accounts could have the same or even stronger passwords. We name this attack as the shadow 

attack on passwords. To understand the situation, we examined the state-of-the-art Intra-Site 

Password Reuses (ISPR) and Cross-Site Password Reuses (CSPR) based on the leaked 

passwords from the biggest Internet user group (i.e., 668 million members in China). With a 

collection of about 70 million real-world web passwords across four large websites in China, we 

obtained around 4.6 million distinct users who have multiple accounts on the same site or across 

different sites. We found that for the users with multiple accounts in a single website, 59.72% 

reused their passwords and for the users with multiple accounts on multiple websites, 33.16 ± 

8.91% reused their passwords across websites. For the users that have multiple accounts but 

different passwords, the set of passwords of the same user exhibits patterns that can help 

password guessing: a leaked weak password reveals partial information of a strong one, which 

degrades the strength of the strong one. Given the aforementioned findings, we conducted an 

experiment and achieved a 39.38% improvement of guessing success rate with John the Ripper 

guessing tool. To the best of our knowledge, we are the first to provide a large-scale, empirical, 

and quantitative measurement of web password reuses, especially ISPR, and shed light on the 

severity of such threat in the real world. 

Keywords: Intra-Site Password Reuses, Cross-Site Password Reuses, shadow attack  
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1. INTRODUCTION 
 

A user should have stronger security 

concerns to protect their accounts, especially 

some high-valued accounts, from the threat 

of ISPR and CSPR. For example, they 

should not reuse their passwords of some 

forum sites in their online banking accounts. 

Especially, some easy patterns, such as 

prefix, should not be applied yet. The two 

behaviors are both dangerous for the high-

profit accounts. 

 

1.1 DESCRIPTION 
 
Password-based authentication is one of the 

most widely used methods to authenticate a 

user before granting accesses to secured 

websites. The wide adoption of password-

based authentication is the result of its low 

cost and simplicity: a user can enter his or 

her passwords anywhere by a keyboard or a 

touch screen without any other extra 

devices. The popularity of passwords and 

the proliferation of websites, however, lead 

to a concern on password reuses between 

accounts on different websites or even on 

the same websites. Moreover, the recent 

numerous high-profile password leakage 

events did not make the password situation 

better, and we ask the questions: What do 

password reuses mean to accounts between 

websites and even the ones within the same 

websites? What is the implication of a 

compromised website or account to others? 

How easy are shadow attacks, i.e., an 

adversary compromises an account utilizing 

the passwords of other accounts that are 

either on the same site or from other sites? 

To find out the answers, in this paper we 

analyze password reuses and shadow attacks 

empirically 

 

1.2 LITERATURE SURVEY 
 
R. Morris and K. Thompson, “Password 

security: A case history,” Communications 

of the ACM,  
 

Password security on the UNIX (a 

trademark of Bell Laboratories) time-sharing 

system is provided by a collection of 

programs whose elaborate and strange 

design is the outgrowth of many years of 

experience with earlier versions. To help 

develop a secure system, we have had a 

continuing competition to devise new ways 

to attack the security of the system (the bad 

guy) and, at the same time, to devise new 

techniques to resist the new attacks (the 

good guy). This competition has been in the 

same vein as the competition of long 

standing between manufacturers of armor 

plate and those of armor-piercing shells. For 

this reason, the description that follows will 
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trace the history of the password system 

rather than simply presenting the program in 

its current state. In this way, the reasons for 

the design will be made clearer, as the 

design cannot be understood without also 

understanding the potential attacks. 

A. Das, J. Bonneau, M. Caesar, N. Borisov, 

and X. Wang, “The tangled web of 

password reuse,” 
 

Today’s Internet services rely 

heavily on text-based passwords for user 

authentication. The pervasiveness of these 

services coupled with the difficulty of 

remembering large numbers of secure 

passwords tempts users to reuse passwords 

at multiple sites. In this paper, we 

investigate for the first time how an attacker 

can leverage a known password from one 

site to more easily guess that user’s 

password at other sites. We study several 

hundred thousand leaked passwords from 

eleven web sites and conduct a user survey 

on password reuse; we estimate that 43- 

51% of users reuse the same password 

across multiple sites. We further identify a 

few simple tricks users often employ to 

transform a basic password between sites 

which can be used by an attacker to make 

password guessing vastly easier. We 

develop the first cross-site password-

guessing algorithm, which is able to guess 

30% of transformed passwords within 100 

attempts compared to just 14% for a 

standard password-guessing algorithm 

without cross-site password knowledge. 

Y. Simmhan, B. Plale, and D. Gannon, “A 

Survey of Data Provenance in E-Science,” 

 

Authors reported on the largest 

corpus of user-chosen passwords ever 

studied, consisting of anonymized password 

histograms representing almost 70 million 

Yahoo! users, mitigating privacy concerns 

while enabling analysis of dozens of 

subpopulations based on demographic 

factors and site usage characteristics. This 

large data set motivates a thorough statistical 

treatment of estimating guessing difficulty 

by sampling from a secret distribution. In 

place of previously used metrics such as 

Shannon entropy and guessing entropy, 

which cannot be estimated with any 

realistically sized sample, we develop partial 

guessing metrics including a new variant of 

guesswork parameterized by an attacker's 

desired success rate. Our new metric is 

comparatively easy to approximate and 

directly relevant for security engineering. By 

comparing password distributions with a 

uniform distribution which would provide 

equivalent security against different forms 

of guessing attack, we estimate that 



                  International Journal of Innovative Research in Engineering Science and Technology 

                       March  2017                                                                              ISSN  2320 – 981X 
 

Selvam Indian Research Publications @ Selvam Educational Institutions IJIREST   Vol. V   Issue 01  Pp 53- 61 

passwords provide fewer than 10 bits of 

security against an online, trawling attack, 

and only about 20 bits of security against an 

optimal offline dictionary attack. We find 

surprisingly little variation in guessing 

difficulty; every identifiable group of users 

generated a comparably weak password 

distribution. Security motivations such as 

the registration of a payment card have no 

greater impact than demographic factors 

such as age and nationality. Even proactive 

efforts to nudge users towards better 

password choices with graphical feedback 

make little difference. More surprisingly, 

even seemingly distant language 

communities choose the same weak 

passwords and an attacker never gains more 

than a factor of 2 efficiency gain by 

switching from the globally optimal 

dictionary to a population-specific lists. 

 

J. Yan, A. Blackwell, R. Anderson, and A. 

Grant, “Password memorability and 

security: empirical results,”
 

 These requirements run contrary to the 

properties of human memory, however. 

Human memory for sequences of items is 

temporally limited,1 with a short-term 

capacity of around seven plus or minus two 

items.2 In addition, when humans do 

remember a sequence of items, those items 

must be familiar chunks such as words or 

familiar symbols.2 Finally, human memory 

thrives on redundancy—we’re much better 

at remembering information we can encode 

in multiple ways.3 Password authentication 

therefore involves a tradeoff. Some 

passwords are easy to remember (for 

example, single words in a user’s native 

language), but also easy to guess through 

dictionary searches. Other passwords are 

secure against guessing but difficult to 

remember. In this case, human limitations 

can compromise the password’s security 

because the user might keep an insecure 

written record of it or resort to insecure 

backup authentication procedures after 

forgetting it. This doesn’t mean we accept 

the common doctrine that writing passwords 

down is always wrong. If your machine isn’t 

in a publicly accessible area, writing down a 

long, random boot password and taping it to 

the machine can be worthwhile because you 

can then have a strict policy against 

disclosing passwords over the phone. 

Preventing social engineering attacks is a 

separate research topic, however. We 

conducted an empirical investigation of this 

trade-off in a population of password users. 

Research in cognitive psychology has 

defined many limits of human performance 
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in laboratory settings where experimental 

subjects are required to memory
 

J. the Ripper, “John the ripper password 

cracker,”
 

 

Passwords are currently the 

dominant authentication mechanism in 

computing systems. However, users are 

unwilling or unable to retain passwords with 

a large amount of entropy. This reality is 

exacerbated by the increasing ability of 

adversaries to marshal considerable 

computational resources to mount offline 

attacks. In this paper, we evaluate the 

current capabilities of adversaries and 

attempt to ascertain the point at which 

passwords will no longer be sufficient to 

securely mediate authentication. We develop 

an analytical model for computation as a 

means to understand current and future 

password recovery. An empirical study 

suggests the situation is much worse than 

conventional wisdom would suggest. In fact, 

we found that past systems vulnerable to 

offline attacks will be obsolete in 5-15 years, 

and our study indicates that a large number 

of these systems are already obsolete. We 

conclude that we must discard or 

fundamentally change these systems, and to 

that effect, we suggest a number of ways to 

prevent offline attacks 

 
2. SYSTEM ANALYSIS 

 
2.1 EXISTING SYSTEM 

 In existing system the user does not 

encrypt and decrypt the password while 

register and login time 

  It is un-secure method at the same 

time the unauthorized peoples will misuse 

the account in the same web site or different 

web site. 

DISADVANTAGES OF EXISTING 

SYSTEM 
 

 Un-secure for user password and 

information in the data base. 

 User providing same password for all 

their accounts. 

 
2.2 PROPOSED SYSTEM 
 

 In Proposed system the user will 

encrypt and decrypt the password for there 

all accounts.  

 In this method we providing 

encryption and decryption for user 

passwords.  

 Here every time user needs to enter the 

password and need to select the password 

encryption and decryption method. 

ADVANTAGES OF PROPOSED 

SYSTEM 

 Here the user need to enter plain text 

password it will encrypt and decrypt 

the passwords. 
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 User transfer the information secure 

through the login. 

 
 

3. SYSTEM IMPLEMETATION 
 

The provenance modeling, 

collection, and querying have been studied 

extensively for workflows and curate 

database, provenance in sensor networks has 

not been properly addressed. It does not 

consider denial of service attacks such as the 

complete removal of provenance, since a 

data packet with no provenance records will 

make the data highly suspicious and hence 

generate an alarm at the BS. Confidentiality 

cannot gain any knowledge about data 

provenance by analyzing the contents of a 

packet. Integrity, acting alone or colluding 

with others, cannot add or remove non-

colluding nodes from the provenance of 

benign data (i.e., data generated by benign 

nodes) without being detected. Freshness, 

cannot replay captured data and provenance 

without being detected by the BS. It is also 

important to provide Data-Provenance 

Binding, i.e., a coupling between data and 

provenance so that an attacker cannot 

successfully drop or alter the legitimate data 

while retaining the provenance, or swap the 

provenance of two packets. 

 
 

 

 

 

 

 

 

 

3.1SYSTEM ARCHITECTURE 
 

 

                       Fig 1 System Architecture  
 
 

3.2MODULE DESCRIPTION 

 

Authentication Module 

 

  In this application they are only two 

users, one the main site owner Admin and 

another one is a normal users. For Admin 

there is registration process because he is the 

site owner. But, for users there is a 

registration process, from this they will get a 

user id and password to get into this 

application. And Admin also have his 

particular user id and password to enter this 

application.  
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Password Encryption and Decryption  

In this module the user and Banker will 

encrypt the password with they own way the 

encrypted password only store in the 

database, on the retrieve time the encrypted 

password only decrypted and compare with 

the original password. 

User Management  

In this module the banker and the admin 

will manage the user details and the user 

details always monitor and the same time 

the baker deposit the money to the 

customers and records always stored in the 

database. 

Add new Bankers and Approve  

In this module the baker will register on 

the website and get the approve from the 

admin, after the admin approve the banker 

details will show to the user, after the user 

view the banker details the user register or 

open the account on the bank. 

Beneficiary  

 In this module the banker and the 

admin will manage the user details and the 

user details always monitor and the same 

time the baker deposit the money to the 

customers and records always stored in the 

database. In this module the baker will 

register on the website and get the approve 

from the admin, after the admin approve the 

banker details will show to the user, after the 

user view the banker details the user register 

or open the account on the bank. 

Inter site password  

The security strength of the reused 

passwords in terms of how easily they can 

be guessed correctly by an adversary with 

dictionaries is studied. With the same 

metrics, we find that the reused passwords 

across sites are stronger (i.e., harder to 

guess) against online password guessing 

attacks than all passwords, while intra-site 

reused passwords perform similarly to all 

passwords against online password guessing 

attacks. When we conducted offline 

password guessing attacks, all reused 

passwords perform weaker than all 

passwords. 

Cross site password 

In this module Even though some users use 

different passwords for their accounts across 

different websites, their passwords are 

sometimes created using the same building 

blocks. For example, among the users who 

use different passwords on the four websites 

add prefix to create passwords add suffix. 

The definitions of prefix and suffix patterns 

are described 

 

3.3 ALGORITHMS USED 
 
Prefix and Suffix Technique 

Lots of password pairs in Dcsdp belong 
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to pattern Prefix and Suffix. We list the 

mostly used ten Ngram, where N refers to 

the numbers of characters, prefixes/suffixes 

from Dcsdp. We leverage these prefixes and 

suffixes to improve the   efficiency of a 

password guessing. 

 

Patterns in Diverse Password Pairs 

Min-entropy, H1, measures the 

likelihood that an adversary can guess a 

user’s password within one Rates of CSPR 

between Two Sites. Usually, an adversary 

will try the most frequently used password 

to launch the first guessing. Assume that the 

frequency of the most frequent password is 

p, then H1 =log2(p). Marginal success rate 

or success rate represents the expected 

success rate that an adversary can correctly 

guess the password of an account given 

guesses. In addition, H1 =log2(p), which is 

the representation in units of bits. 10 

quantify how successful the adversary can 

be, when an adversary uses the top 10 

frequent passwords to guess a user’s 

password. Usually, it is an important 

indicator for an online guessing.  

4. CONCLUSION 
 

This is the Project empirical study on 

web password reuses by analyzing a large 

number of sample data. Although the web 

password reuses are known to researchers 

and Internet users, it is yet to perform a 

large-scale empirical study. We obtained 

distinct users each of whom has at least two 

accounts from the same site distinct users 

each of whom had at least two accounts 

from different websites.  
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Abstract- Brain tumour is a life threatening and harmful disease. The brain has more than 10 billion 

working brain cells. The damaged brain cells are diagnosed themselves by splitting to make more 

cells. This regeneration takes place in order and controlled manner. If the regeneration of the cells 

gets out of control, the cells will continue to divide developing a lump which is called tumor. In this 

paper a Brain Cancer Detection and Classification System has been designed and developed. The 

system uses computer based procedures to detect tumor blocks and classify the type of tumor using 

Artificial Neural Network in MRI images of different patients with astrocytoma type of brain tumors. 

The image processing techniques includes histogram equalization, image segmentation, image 

enhancement, and feature extraction have been developed for detection of the brain tumor in the 

MRI images of the cancer Detected patients. 

Index Terms- brain tumor, brain tumor segmentation, artificial neural network(ANN),   deeper 

architecture,automatic segmentation, magnetic resonance imaging                     

 

I.INTRODUCTION 

The objective is to create an automatic tumor segmentation approach using convolutional neural 

networks. Tumors can appear anywhere in the brain and have almost any kind of shape, size, and 

contrast. It uses flexible, high capacity deep neural network. 

Among brain tumors, gliomas are the most common and aggressive type. It leading to a very short life 

span in their highest grade. Thus, treatment planning is a key stage to improve the quality of life of 

oncological patients. Magnetic Resonance Imaging (MRI) is  used often to assess these tumors, but the 

large amount of data produced by MRI prevents manual segmentation in a reasonable time. This 

method limiting the use of precise quantitative measurements in the clinical practice. So, automatic and 

reliable segmentation methods are required. However, the large spatial and structural variability among 

brain tumors make automatic segmentation a challenging problem.  
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II.METHOD 

A. Existing Method 

The goal is to make a reliable segmentation method. However, brain tumors present large 

variability in intra-tumoral structures, which makes the segmentation a challenging problem. To reduce 

such complexity, a design using an CNN and tuned the intensity normalization transformation for each 

tumor grade – LGG and HGG.(Low Grade Gliomas (LGG) and High Grade Gliomas (HGG)). 

B. Block diagram 

 

  In summary,   a novel CNN-based method for segmentation of brain tumors in MRI images. We 

start by a pre-processing stage consisting of bias field correction, intensity and patch normalization. 

After that, during training, the number of training patches is artificially augmented by rotating the 

training patches, and using samples of HGG to augment the number of rare LGG classes. The CNN is 

built over convolutional layers with small 3 × 3 kernels to allow deeper architectures 

III.PROPOSED METHOD 

A. Artificial neural network: 

An artificial neuron network (ANN) is a computational model based on the structure and 

functions of biological neural networks. Information that flows through the network affects the 

structure of the ANN because a neural network changes - or learns, in a sense - based on that input and 

output.ANNs are considered nonlinear statistical data modeling tools where the complex relationships 

between inputs and outputs are modeled or patterns are found. 

 

B. Block digram 
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 Neural networks typically consist of multiple layers or a cube design, and the signal path traverses 

from front to back. Back propagation is where the forward stimulation is used to reset weights on the 

"front" neural units and this is sometimes done in combination with training where the correct result is 

known. More modern networks are a bit more free flowing in terms of stimulation and inhibition with 

connections interacting in a much more chaotic and complex fashion. Dynamic neural networks are the 

most advanced- in that they dynamically can, based on rules, form new connections and even new 

neural units while disabling others. 

 

Input Layer 

A vector of predictor variable values (x1...xp) is presented to the input layer. The input layer (or 

processing before the input layer) standardizes these values so that the range of each variable is -1 to 1. 

Hidden Layer 

Arriving at a neuron in the hidden layer, the value from each input neuron is multiplied by a 

weight (wji), and the resulting weighted values are added together producing a combined value uj. 

Output Layer 

Arriving at a neuron in the output layer, the value from each hidden layer neuron is multiplied 

by a weight (wkj), and the resulting weighted values are added together producing a combined value vj. 

 

 

 

https://en.wikipedia.org/wiki/Back_propagation
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IV.SIMULATION 

Step1 

                       

 

Step2 
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Step3 

 

 

Step4 
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Step5 

 

Step6 
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V.CONCLUTION 

The proposed system efficiently classifies the input MRI brain tumor images. The tumor is extracted 

from the MRI brain images by using mentioned techniques methods & the extracted tumor image 

further classified on ANN classifier in this way The Classification of MRI brain cancer images are also 

successfully implemented by using artificial neural networks. The developed system efficiently 

classifies the brain tumor MRI images into different grades. 
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Abstract: 

 Because of the limitation on available resources and the dynamic 

topology Quality of Service support in routing for Mobile Ad hoc 

Networks (MANETs) is a challenging process.  The main purpose 

of QoS routing is to find a feasible path that has sufficient 

resources to satisfy the constraints. A routing model can be 

chosen as proactive or reactive. Both purely proactive and 

reactive routing model proved to be in efficient as purely 

proactive protocol are not optimal for rapidly changing 

topologies and purely reactive protocols are often inappropriate 

for relatively static networks. In addition, reactive protocols also 

suffer with additional delay for real-time traffic. In order to 

achieve the routing efficiency, Swarm based Hybrid Routing 

Protocol (SHRP) was proposed, which uses the Ant Colony 

Optimization (ACO) technique on ZRP. Zone Routing Protocol 

(ZRP) is one of the hybrid routing protocols in MANETs, which 

is vulnerable to a number of security threats that come from 

internal malicious nodes which have authorization credentials to 

participate in the network. Malicious nodes deliberately drop 

routing and data packets and disrupt the correct operation of the 

routing protocol. To overcome this problem, a Secured ZRP 

(SZRP) based on efficient key management, secure neighbour 

discovery, secure routing packets, detection of malicious nodes, 

and preventing these nodes from destroying the network was 

proposed. We enhanced SHRP and applied the concept of key 

management on the SHRP called as Secured and Efficient Ant 

Based Routing Prottocol.The proposed work need to support 

four metrics, Throughput, End to End Delay, Routing Overhead, 

and PDR. To evaluate the performance of this protocol, we 

carried out series of simulation with NS 2 simulator. The 

simulation results are compared with the SHRP. Through 

simulation results; it has been showed that A&KZRP fabricates 

better performance than SHRP. 

 

Keywords: SHRP, A&KZRP, MANET, ZRP. 

1. INTRODUCTION: 
Wireless network refers to any type of computer network that 

is wireless, and is commonly associated with a 

telecommunications network whose interconnections between 

nodes is implemented without the use of wires. Mobile Ad 

hoc wireless networks consist of peer-to-peer wireless mobile 

nodes that are capable of communication with each other 

without fixed infrastructures. Data packets sent through this 

network may be dropped due to the mobility of intermediate 

nodes which are also considered as routers. [1] 

A MANET [3] (Mobile Ad-hoc Network) is a type of Ad-hoc 

network with rapidly changing topology. These networks 

typically have a large span and connect hundreds to thousands 

of nodes. Since the nodes in a MANET are highly mobile, the 

topology changes frequently and the nodes are dynamically 

connected in an arbitrary manner. Routing in such network is 

challenging since there is no central coordinator that manage 

routing decisions. Many routing protocols have been 

developed in the literature for MANETs. Purely proactive / 

purely reactive routing method will not put forward an 

efficient solution in case of a combination network which is 

highly dynamic or relatively static at times.[1]Third category 

of routing protocols called the Hybrid routing protocols  

which combines the advantages of both the protocols is 

desirable. Much of our work is targeted to find a feasible path 

from source to destination without any loss of data. Many 

real-time applications require QoS support from the network. 

 Quality of Service (QoS) is defined as a set of service 

requirements that require to be met by the network while 

transporting the data packets from source to destination. The 

network is expected to guarantee a set of performance metrics 

like average end to end delay, throughput, packet delivery 

ratio, routing overhead. Ant Colony Optimization (ACO) [3] 

is a heuristic approach for solving hard combinatorial 

optimization problems. It was first proposed by M.Dorigo, 

and had been successfully used to solve Traveling Salesman 

Problem. Since then, ACO was applied to network’s routing. 

The basic idea behind ACO algorithms [4] for routing is the 

use of mobile agents, called ants. These ants are generated by 

nodes in the network, with the task to sample a path between 

the node and an assigned destination. An ant going from 

source node to destination node collects information about the 

quality of the path (e.g. round trip time, number of hops, hop 

mailto:Kanishka.raheja@gmail.com
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delay, available bandwidth, node energy etc.) using 

pheromone variables, and uses this on its way back from 

destination to update the routing information at the 

intermediate nodes. [1] The pheromone information is used 

for the routing of both ants and data packets. 
 
 The goal of security in MANETs is to provide security 

services to defend against all the kinds of threat. Major 

requirements in securing ad hoc wireless networks, are 

authentication, authorization, privacy/ confidentiality, 

availability, data integrity and non-repudiation. [5] There can 

be lot of attacks which interrupt the normal operation of the 

network .This includes Wormhole attack, Black hole attack, 

Byzantine attack, Information disclosure. So to provide 

security in network key management is used.  

Rest of the paper is organized as follows. In section two, 

background work is included related to routing.ZRP, Ant 

based QOS routing and Key management process is briefly 

reviewed. In section three proposed work Ant and Key based 

ZRP called as A&KZRP (an enhanced version of Swarm 

based hybrid routing protocol (SHRP).In section four the 

simulation part is dealt along with the result analysis. In 

section five, the proposed work is summarized. 

 
     II BACKGROUND AND RELATED WORK: 

A. Routing in MANET: 

The various design choices which are available for 

routing protocol of MANET. These techniques includes: 

(a) flat vs. protocol (b) proactive vs. reactive (c) link state 

vs. distance vector (d) source routing vs. hop-by-hop 

routing (e) single path vs. multipath routing. 

(a) The flat networks eliminate the possible traffic 

“bottlenecks” and reduce congestion. But in the 

hierarchical networks nodes are divided into groups. 

For example CGSR and HSR.HSR is based on link 

state routing whereas CGSR is based on distance 

vector routing.[1][6] 

(b) In proactive protocol every node maintains network 

topology information in the form of tables by 

exchanging the information. Here, the concept of 

flooding is used, by flooding the routing information 

in the whole network. Whenever a node has a packet 

to send it runs an appropriate path finding algorithm 

on the topology information it maintains. The 

Destination Sequenced Distance vector (DSDV) 

routing protocol, Wireless Routing Protocol (WRP) 

are some examples of this category of protocols. 

Reactive protocols do not maintain the network 

topology information. Whenever the path is required 

only then discovers it by using connection 

establishment process. Third category, Hybrid 

protocols combines the advantages of both the 

protocols. Main example of this type of category is 

ZRP. [7] 

(c) In Link state routing, nodes are connected in the form 

of graph which shows the connectivity of the 

network. Then each node calculates the next best 

logical path from it to every destination. Example of 

this type of routing is OLSR. But in Distance vector 

routing each node shares its routing table with its 

neighbors such as DSDV [8].This type of protocols 

are simple and efficient in small networks. 

(d) In source routing, the source node request locally 

computes the entire path to the intended destination 

with the global information it locally maintains. But 

maintaining the global state information can 

introduce excessive protocol overhead in dynamic 

networks and have the scalability issue. With hop-by-

hop routing, the task of route selection is shared 

among intermediate nodes between the source and 

the destination. There is no centralized computational 

burden on any node, which enables hop-by-hop 

routing to scale well.[1] 

(e) Single path algorithms, at any time they use only one 

path between source and destination. But some 

algorithms create multiple paths at path setup time 

and use best of these until it fails , after which they 

switch to the second best and so on (e.g., AODV-

BR). 

 
B. Hybrid Routing and ZRP: 

Hybrid routing protocols combines the advantages of 

both routing protocols Proactive and Reactive as 

Proactive protocols has the advantage of not having 

delay and reactive protocols having the disadvantage of 

delay because of the on demand routing. So the 

combination of both theses protocols produces hybrid 

protocols of which the best example is ZRP. 

The Zone Routing Protocol (ZRP) is a hybrid routing 

protocol, where the network is divided into routing 

zones according to the distances between nodes and the 

routing zone defines a range (in hops) that each node is 

required to maintain network connectivity proactively. 

The proactive part of the protocol is restricted to a 

small neighborhood of a node and the reactive part is 

used for routing across the network. In this proactive 

routing approach-Intra Zone Routing Protocol (IARP) 

is used inside routing zones and reactive routing 

approach-Inter Zone Routing Protocol (IERP) is used 

between routing zones. Therefore, for nodes within the 

routing zone, routes are immediately available. For 

nodes that lie outside the routing zone, routes are 
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determined on-demand (i.e. reactively), and it can use 

any on-demand routing protocol to determine a route to 

the required destination. Route creation is done using a 

query-reply mechanism. The destination in turn sends 

back a reply message via the reverse path and creates 

the route. [9] 

Another Hybrid routing protocol (HRP) which is 

similar to ZRP and has HRP has intelligence to preempt 

from proactive to reactive, and vice versa for every 12 

hours. During day time movement is high and no 

movement during night time. All nodes run reactive 

during day time and proactive in the night time. Based 

on the movement it selects the appropriate routing 

protocol, for no movement DSDV is used and for high 

movement DSR reactive protocol is used. The main 

disadvantage is the increased complexity of the routing 

algorithm.[1] 

One more routing protocol which is named as the Link 

Quality-based Hybrid Routing (LQHR) takes account 

of link quality such as SNR between adjacent nodes 

and the link utilization level of each node. When a 

source makes a communication request, it finds a route 

to the destination node on the basis of the link quality. 

[1] 

Dynamic Hybrid Multi Routing Protocol (DHMRP) 

[10] is proposed to overcome re-discovered route path 

to be reply path in traditional routing protocol. The 

protocol utilizes the reply path based on the hybrid 

clustering hierarchical establishment of multi routing 

path to gain an automatic monitoring and repairing 

broken links in ad hoc networks. 

C. SWARM-BASED HYBRID ROUTING 

PROTOCOL: 

The SHRP algorithm is a hybrid routing approach 

which effectively combines the best features of both 

proactive and reactive routing protocols. It also utilizes 

the self-organizing, foraging and stochastic nature of 

ACO algorithms which exhibit interesting properties 

desirable for MANET routing. ACO creates artificial 

ants with some special features such as pheromone 

values and memory and uses them for route 

exploration. ACO could maintain feedback information 

based on pheromone values to find optimal solutions 

and is having faster convergence. [1] 

This was the enhanced form of ZRP by applying the 

concept of antnet over ZRP on the interzone as well as 

the intrazone. Ant IntrA-zone Routing Protocol 

(AntIARP) and Ant IntEr-zone Routing Protocol 

(AntIERP) are used as proactive and reactive routing 

respectively. The idea in AntNet is to use two different 

network exploration agents (forward and backward 

ants), which collect information about delay, 

congestion status and the followed path in the network. 

The one which is having the highest pheromone 

concentration is selected. While other paths are to be 

kept, for the link failure .As this approach uses ants’ 

pheromone substances for exploring a path, the 

pheromone table is considered as the routing table. Two 

pheromone tables AntIntrazone Pheromone Table 

(AntIntraPT) and AntInterzone pheromone Table 

(AntInterPT) are implemented for each 

node.AntIntrazone pheromone table is proactively 

maintained so that a node can obtain a path to any node 

within its zone quickly. AntInterPT stores the path to a 

node beyond its zone and is setup on demand as routes 

outside a zone is required. The peripheral nodes of the 

zone are used to find routes between zones. 

III Secured and Efficient Ant Based Routing Protocol: 
 

The proposed Secured and Efficient Ant based Routing 

Algorithm is an enhancement of existing SHRP which is a 

Hybrid routing protocol and combines the best features of 

Proactive and Reactive Routing. In addition of this it also 

utilizes the self-organising and foraging behavior of ACO 

algorithms.ACO creates artificial ants with special features 

like pheromone values and memory and which can be used 

for route exploration. These values are used to find the 

optimal solutions. 

A. Zone-based routing: 

Whole network is divided into routing zones which are 

dynamic in nature means zones are not fixed and can 

change due to rapidly changing topology in MANET. 

The concept employed in this protocol is to use 

proactive scheme with in a limited zone in the r-hop 

neighborhood of every node(r is the radius of zone) 

with to use a unique key identifier in the control packet. 

For outside zone communication reactive routing is 

used. Whatever is the value of r is to be chosen it has 

considerable effect on the routing performance. Too 

low value chosen for r results in the highly reactive 

procedure and too high value results in highly reactive 

procedure. Ant IntEr-zone Routing Protocol (AntIERP) 

is used as reactive routing. Zones could vary in size and 

it is the subset of a network, within which all nodes are 

reachable within less than or equal to zone radius hops. 

Nodes can be categorized as interior and peripheral 

nodes. Boundary nodes are at a distance from the 

central node. All other nodes less than the radius are 

interior nodes. 

In Fig.3.1, if r=2 nodes B, D, E, H, F, and J are 

boundary nodes, and nodes C, G, I are interior nodes. 

All other nodes which are outside the zone are exterior 

nodes. Each node maintains its routing table about the 
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routes to all nodes within its routing zone by 

exchanging periodic route update packets 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                     Figure 3.1 Routing zone for node A and E with r=2. 

. 

This approach uses ants’ pheromone substances for the 

interzone routing for exploring the path the AntInterzone 

pheromone table (AntInterPT) is considered as the routing 

table. AntInterPT stores the path to a node beyond its zone 

and is setup on demand as routes outside a zone is required. 

The peripheral nodes of the zone are used to find routes 

between zones. Whereas the proactive routing use a key 

management technique.Because the existing protocol can be 

vulnerable to a number of security threats that come from 

internal malicious nodes which have authorization 

credentials to participate in the network. Malicious nodes 

deliberately drop routing and data packets and disrupt the 

correct operation of the routing protocol. To overcome this 

problem a key management process is used to send the data 

within its zone. 

II Route Discovery: 
This section explains route discovery within a zone and 

between the zones. The network can be represented as a 

graph G = (V, E). V is denoted as the set of vertices (nodes) 

and E is the set of edges (links).Each link eij (link between I 

and j) is associated with four variables DAij, TAij, HAij, RAij 

which represent the pheromone concentration on each link 

such as Delay, Routing overhead etc. The pheromone 

concentration Aij is increased with a constant ratio ΔA as 

more number of ants traverse through the link between node 

i and j. Similarly it is decreased based on the evaporation 

coefficient e when no ants are following that path .The 

formulas for pheromone value increment and decrement are 

given in (1) and (2) 

    Aij=Aij-ΔA    

 (1) 

             Aij=(1-e)Aij    e € [0,1] 

 (2) 

a) Ant IntrA-zone Route Discovery: 

Firstly it will be checked whether the destination lies 

within a zone or outside a zone. If the destination lies 

inside the zone a key management process is used to send 

the packet to its destination. A key authentication process 

will be carried out. A unique identifier number of 

destination is added to the packet for authentication. 

When the key is authenticated at any destination, data 

will be transferred otherwise keep searching till last node. 

When the path is found, the reply can be sent to the 

destination through the same path. 

b) Ant IntEr-zone Route Discovery: 

When any node wants to send data in its zone it can send 

proactively by using key management technique, but if 

the destination does not lies inside the zone then source 

node suppose A in the Fig. 3.1 bordercasts (uses unicast 

routing to deliver packets directly to border nodes).This 

is done by periodically sending out the forward Ants to 

trace the path (ex_FANTS) to the peripheral nodes. 

FANTs try to identify any node which is not previously 

visited by any other FANT; otherwise they find the next 

hop based on the pheromone concentration. This 

exploration strategy guarantees that no link is missed and 

thereby no good path is missed. Once a forward ant 

reaches a destination, a corresponding backward ant 

D 

B 

J 

C 

F 

H 

I 

A 

E 

G 

L 
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(BANT) is sent back along the path discovered and it has 

been entered in AntInterPT. 

  

Source 

Address 

Destination 

address 

Sequence 

no 

Type Zone 

radius 

Path 

 

Data Structure of an artificial ant 

 

In the above table Source and Destination address fields 

are used to store the source and destination node                  

information. The sequence no field is used to store the 

unique ID labeled on each ant for identification and to 

avoid duplicates. Type field specifies the type of ant 

generated which are in_FANT(0), ex_FANT(1), 

BANT(2), NANT(3), EANT(4).Zone radius is kept blank 

in case of ex_FANT. The last field represents the path 

sequence which contains the intermediate nodes between 

the source and destination. In Fig. 3.1 node A bordercasts 

ex_FANTs to nodes B, D, E, H, F, and J. The peripheral 

node D finds destination node K located within its routing 

zone, it sends a BANT packet back to the source node A 

indicating the path and its associated attributes; otherwise 

the node D rebordercasts the ex_FANT to its peripheral 

nodes. This process continues until the destination node is 

located 

During ex_FANT propagation, every node that forwards 

the ex_FANT appends its address to it. This information 

is used for delivering the BANT back to the source. The 

path-finding process may result in multiple BANT 

packets reaching the source, in which case the source 

node can choose the best part among them based on 

pheromone values implemented for each QoS metrics.  

At the destination, the sequence number of the forward 

ant just received is compared with the sequence number 

indicated in the AntIntraPT table for destination. If the 

former is greater, then the forward ant is converted to a 

backward ant (type field changes from 1 to 2) in the ant’s 

data structure. The backward ant inherits the path stored 

in the forward ant’s data structure and traverses back to 

the source. On the other hand, if the sequence number of 

the forward ant is less or equal to the sequence number 

stored in the AntIntraPT table for the destination, the ant 

dies since the smaller sequence number indicates that 

either the ant is outdated or the same sequence number 

indicates that another ant of the same generation has been 

received. When the backward ant reaches the source, the 

source node inserts a record in its AntInterPT table for the 

destination and the path obtained from the backward ant. 

The source then sends the packet along the path to the 

destination. [1] 

III Route Maintenance: When an intermediate node 

detects a broken link in a path, it performs a local path 

reconfiguration in which the broken link is bypassed by 

means of a short alternate path connecting the ends of the 

broken link. An NANT (notification ANT) is then sent to 

the sender to inform about the change in path. All nodes 

on the path that the NANT visits will update their 

AntInterPT to remove any invalid routes. This results in a 

sub-optimal path between source and destination, but 

achieves quick reconfiguration in case of link failures. To 

obtain the optimal path, the sender reinitiates the global 

path-finding process after a number of local 

reconfigurations. If no alternate path can be found, then 

the EANT (error ant) is sent to source node which in turn 

reinitiates the global path-finding process. 

 

      Algorithm: 

1. For i=1:N 

2. Loc(i,1)=random(maxx,maxy) 

3. Loc(i,2)=random(maxx,maxy) 

4. Z(i)=random(number_of_zones) 

5. End 

6. S=source node 

7. D=destination node 

8. If zone(S)!=zone(D) 

9. Use ACO to route the packet from S to D 

10. Else 

11. Add key in data packet S 

12. Route data from S to D using ZRP 

13. If key authenticated at D 

14. Transfer the data 

15. Else 

16. Discard the data 

17. End if 

18. End if 

 

This algorithm uses the key authentication and ant 

based routing to route the data from source to 

destination node. 

 

 

 

IV SIMULATON AND RESULT ANALYSIS: 

 

To evaluate the performance of proposed strategy series of 

simulation were carried out using NS 2.33. 

 

A. SIMULATION CONFIGURATIONS 

The total simulation time considered is 30 seconds. The 

nodes are placed using random node placement method 

into a terrain with 250m x 250m. The radio propagation 

model is the two-ray ground model. The mobility model 



                     International Journal of Innovative Research in Engineering Science and Technology 

                          March  2017                                                                              ISSN  2320 – 981X 

Selvam Indian Research Publications @ Selvam Educational Institutions IJIREST   Vol. V   Issue 01  Pp 70- 82 

we use is the Random Waypoint Model.Node 

communication range is set to be 250m. Each node 

independently chooses a random starting point. It is run 

under a nominal bit rate of 2 Mbps.No. Of nodes varies 

from 10-50 and radius to be selected is 2, 5, 9, 14.Fixed 

packet size is set to be 512-bytes. 

 

Table 4.1 Simulation Configurations 

 

 

 

 

 

 

S

B Simulation Results 

We carried out four different series of simulation 

by varying the number of radius and the number 

of nodes. Average end to end Delay, 

Throughput, Packet Delivery Ratio and routing 

overhead. Average End-to-End delay that 

reflects the total time needed to successfully 

deliver a packet by a source node till it is 

received by the corresponding destination node. 

This metric is crucial in terms of QoS to real-

time applications such as video and audio 

streaming. Packet delivery ratio is the fraction of 

packets sent by a source node to that received by 

the corresponding destination node. Number of 

packets received in the destination is to be 

calculated and taken as throughput. Routing 

overhead was the ratio of routing packets 

transmitted to the total data packets delivered. 

The routing packets include control packets used 

for route discovery, route maintenance, and 

pheromone updates. Results in 2 types, first, 

when radius of zone varies while the number of 

nodes keeping same and is set to 50.Second is 

when the number of nodes varies while keeping 

the radius of zone to 9. Each carries four series 

of simulations. Figure 4.1 represents the graph of 

Throughput. 

Simulation area 250X250 

Node communication range 250m 

Data rate 2mb 

Mobility model Random Way point 

No of nodes 10-50 

Radius 2,5,9,14 

Max node speed 50 

Media Access mechanism 802_11 

Packet size 512 

Simulation time 30 
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Figure 4.1: zone radius vs. Throughput 

Above graph shows the effect of Throughput by 

varying the zone’s radius and it shows that 

Throughput increases with the zones radius. 

There is steep hike in the throughput when the 

zone radius varies from 2 to 5.After that it 

slightly decreases from 5 to 9 and then remains 

same for zone radius 9 and 14.While in the case 

of SHRP graph shows that throughout the 

throughput increases when the zone radius 

increases. But if SHRP and A&K ZRP are 

compared then A&K ZRP gives overall 

performance much better than that of SHRP in 

terms of throughput. 

Next performance metrics which needs to be 

considered is Average End to End delay. For this 

we represented it graphically by plotting a graph 

which compares the average end to end delay of 

the SHRP and A&K ZRP when the radius of the 

zone is varied. Figure 4.2 shows the graph of end 

to end delay. 

 

Figure 4.2: Zone radius vs. delay 
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Above graph shows the effect of increasing the 

zone radius on End to End Delay. End to End 

delay decreases as the zone radius increases in 

SHRP as well as in A&K ZRP. Graph shows this 

delay is less in A&K ZRP as comparison to 

SHRP. As the radius increases from 9 to 14 the 

result for End to End delay shows no change. 

 

Figure 4.3: Zone radius vs. PDR 

Packet Delivery ratio is ratio is the fraction of 

packets sent by a source node to that received by 

the corresponding destination node. It can be 

measured as the above metrics were measured. 

Actually the results are to be extracted from the 

trace file by applying the AWK scripts on it.  We 

calculated the simulation results for PDR by 

varying the zone radius which is shown in Figure 

4.3. As the zone radius varies from 2 to 5 there is 

hard decrease of PDR and then it slightly went 

increasing till the radius 9 and then remains 

same for 14.This is the same case for SHRP.If 

the overall performance is considered then A&K 

ZRP shows the improved PDR. 

Next performance metrics which is to be 

considered is the Routing overhead which the 

SHRP did not show any effect on it and we tried 

to improve this metric. Routing overhead was 

the ratio of routing packets transmitted to the 

total data packets delivered. Figure 20 shows the 

effect of increasing the zone radius on Routing 

overhead. 
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Figure 4.4: Zone radius vs. Routing overhead 

As can be seen from the graph, when the zone 

radius is increasing the Routing Overhead is also 

increasing and remains same for radius 9 and 

14.But if we consider about the A&K ZRP it 

decreases from 2 to 5 zone radius, then increases 

from 5 to 9 and remains same for 9 and 14.This 

is the scenario of the SHRP and A&K ZRP 

protocol while varying the zone radius. 

These simulations were carried out with radius 

being varying and no of nodes were kept same. 

Next series of simulation when radius of zone 

was kept same (e g. 9) and nodes being varying 

(10-50). 

Figure 4.5 shows the result of Throughput with 

nodes. Graph shows that in both the protocols 

existing as well as the proposed with the increase 

of radius throughput increases and among both 

the protocols A&KZRP shows better 

performance in terms of Throughput. 

 

Figure 4.5: No of nodes vs. Throughput 

Next performance metric need to be evaluated is PDR. Figure 4.6 shows the effect of increasing the number of nodes on 
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Figure 4.6: No of nodes vs. PDR 

As the number of nodes of nodes increases PDR 

decreases as we move from 10 to 20 and then to 

30.But then it decreases from 30 to 40 and then 

to 50 in case of both the protocols. Overall 

A&KZRP performs quite better than SHRP 

except in the case ehen nodes are 40.Figure 4.7 

shows the performance of Average e to e delay 

with varying number of nodes. 

 

Figure 4.8: Average e to e delay 

Above graph shows, as the no. of nodes are increased once the 

delay s increased from the nodes 10 to 20 and after that it kept 

on decreasing. A&KZRP performs much better reduced delay 

than SHRP. 

Figure 5.13 shows the results of how Routing overhead varies 

with No. of nodes. SHRP shows Routing overhead decreases 

as the nodes increases. A&KZRP shows that it firstly 

increases then decreases. Overall A&KZRP performs better 

than SHRP. 
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Figure 4.9 No. of nodes vs. Routing overhead 

 

CONCLUSION & FUTURE WORK 

The paper proposes a secure ZRP based routing in the 

MANET with less overhead. The secure ZRP uses the ant 

based secure routing within the zone while the key 

authentication process is used in the routing within zone. The 

comparison of the enhanced Secured and Efficient ZRP is 

done with the existing SHRP by using the scenarios having 

different zone radius through the parameters e2edelay, PDR 

and the routing overhead. The better performance is analyzed 

in terms of delay, PDR as well as the routing overhead. In 

future the protocol can be extended to use other existing 

swarm intelligence based techniques for routing.  
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ABSTRACT: 

 

The world now turns out to be brimming with risky sicknesses which are spreading 

broadly and it dangers many people life. Continuously, individuals with peril illnesses are to be 

treated all of a sudden and they have to take them quickly to the healing facility for the 

treatment. This paper is about new innovation valuable for the specialists and also for the 

patients, since it will help to protect the patient instantly from all the inconveniences. More often 

during travel the emergency vehicle needs to hold up till the traffic is cleared out. A few 

circumstances to leave the activity it takes up 30 minutes, so at this point anything can happen to 

the patient. As per this paper when the rescue vehicle at crisis goes to any activity post the 

movement flags naturally stop the red signs and give green flag for this emergency vehicle [1]. 

Keywords: biological parameters (Heart rate, temperature), PAD, Bluetooth, GSM 

module, Ambulance, Traffic light control.
 

INTRODUCTION 

Here we are tracking the patient’s 

health conditions. The health parameters 

such as Heart rate and body temperature are 

sent to the hospital using the on Bluetooth. 

All these parameters are displayed in the 

hospital unit on a PAD. This will help the 

doctor to make ready possible treatment for 

the patient. On the other hand, there is will 

be automatic traffic control and we will do 

at least two to show clearly the process 

when it occurs. When the ambulance come 

in that particular road the traffic light 

already will change from red light to green 

light and in the opposite road the traffic 

control will change from green to red light 

that will help the ambulance to arrive in the 

right time. The most vital reason of doing 

this paper is to help the patient to touch base 

to the doctor's facility as quick as could be 

expected under the circumstances to keep 

the event of any real issue. Notwithstanding 

that, is to get the estimation parameters from 

the patient and send them to doctor's facility 

mailto:saravananvcew@gmail.com
mailto:najawi93@gmail.com
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mailto:asmaalkalbani91@outlook.com
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by Bluetooth to help the specialist to be 

prepared for treat the patient, until the 

patient touch base of clinic to instantly begin 

the treatment[2]. 

EXISTING METHOD  

 'AARS (Automatic emergency 

vehicle protect framework) it can offer a 

smooth stream for the rescue vehicle to 

achieve the clinics in time and minifying the 

termination'. 'The arrangement was taken to 

take care of this issue is execution and 

information technology which would control 

mechanically the movement lights in the 

method for the emergency vehicle. The 

rescue vehicle is controlled by the primary 

unit which outfits the most meager course to 

the emergency vehicle furthermore controls 

the movement light depending to the rescue 

vehicle area and achieving the doctor's 

facility securely'[3].  

'Drawbacks of AARS are that it 

needs every one of the information about the 

beginning stage, end purpose of the travel. It 

likewise may not work, if the rescue vehicle 

needs to take another course for a few 

reasons or if the beginning stage is not 

known in future[4]'. 

 

PROPOSED METHOD 

In the proposed technique, keen 

ambulances will be given by Bluetooth (or 

GSM Module) that will send the parameters 

to the clinic and showed on a PAD. 

Bluetooth (or GSM Module) additionally 

will send the flag from emergency vehicle to 

the movement light to change from red to 

green light to permit the rescue vehicle to 

pass. It will help the patient to touch base to 

the doctor's facility promptly and to keep the 

event of any disjoin issues to the patient if 

there is movement gum in the street by 

making the programmed activity control[5]. 

It will help the specialists and the other 

paramedical staff to be prepared with 

appropriate medications by sending the vital 

parameters from the patient by means of the 

Bluetooth (GSM Module) from the diverse 

sensors to the PAD. Our new thought can 

help the specialists to enhance the other 

wellbeing administrations providing for the 

patient later on[6]. 

 

SYSTEM/BLOCK DIAGRAM 
 

Fig 1: Block diagram of Ambulance unit 

Ambulance Unit: 

The above square chart (Fig 1) 

clarifies the method of operation done in the 
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emergency vehicle. It has five critical parts 

in this module.  

Patient's parameters: "Heart rate is 

the main parameter which is critical for our 

talk. It is being checked by the detecting 

circuit which utilizes L14F1 and LM35. The 

heart rate is then connection with PIC. So 

also in regards to the temperature of patient 

we are utilizing LM35 as the detecting unit. 

It doesn't require any flag molding unit as it 

gives the yield in sufficient frame regarding 

plentifulness and exactness".  

ADC: "Here, the simple to advanced 

converter is utilized to change over the 

perusing from simple to computerized".  

PIC Microcontroller: "In our 

venture the PIC is assuming critical part. 

PIC basically performs 2 errands: [3]  

1. It peruses the parameters of the Patient 

and shows them on the LCD in the 

emergency vehicle itself"  

2. "The above read parameters are composed 

in content style and given to the Bluetooth".  

Bluetooth module or GSM: "It is 

characterized as it in the same class as 

portable with no requirements to control by 

the client. It must be cooperates to blunder 

control unit which can offer orders to send 

the instant message to the healing facility".  

LCD is utilized to demonstrate the perusing 

of parameters. 

Flow Chart for Ambulance Unit: 

 

Traffic Signal Unit: 

 
 

Fig 2: Block diagram of Traffic signal 

unit 

The traffic signal unit utilize wireless 

module to send the flag from rescue vehicle 

to movement flag which is gotten by 

collector. The PIC here it will work the 

activity light when the rescue vehicle in that 

specific way it will change specifically from 

red to green shading and the movement light 
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in inverse site will change to the red shading 

to prevent the autos from passing the street. 

Flow chart for Administration: 

 

 
 

 

RESULTS & DISCUSSION 

 

 Actual 

value 

Simulated 

outputs 

Heart rate 72 71 

Temp sensor 37 36 

LED(green) 

When 

ambulance pass 

Glow 

(ON) 

Glow 

(ON) 

LED(red) 

For the others 

three traffic 

lights 

(OFF) (OFF) 

 

 

 

 

Findings: 

 

 Expected 

output(v) 

Test(v) Status 

Pin D1 5 4.8 / 

Pin D2 5 4.6 / 

Pin D3 5 4.6 / 

Pin D4 5 4.5 / 

Pin D5 5 4.8 / 

Pin D6 5 4.8 / 

Pin D7 5 4.8 / 

Pin D8 5 4.8 / 

Pin D9 5 4.8 / 

Pin D10 5 4.9 / 

Pin D11 5 4.8 / 

Pin D12 5 4.5 / 

Temp 

sensor 

37 35 / 

Heart 

rate 

sensor 

70 65 / 

 

As we see from the discovering 

tabled and Graphical the estimation of 

voltage for each part it change because of 

the resistors yet it is not influence to the 

segment since it little not quite the same as 

the 5 v. It changes by the point as it were. 

 

 
Graphical Representation of results 
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CONCLUSION 

 

To finish up, each venture will have 

degree to be accomplished and there are a 

few assets are required to finish the venture. 

The fruitful venture ought to be done on the 

required time, with high caliber and it must 

be inside a decent cost since top notch 

accompanies high cost. Our point of our 

venture is to permit the emergency vehicle 

to go in that specific street and keep the 

autos to go in alternate streets, around then 

the attendant will gauge the temperature and 

the heart rate of the patient while the patient 

inside the rescue vehicle. As each venture 

have obliges, we confronted some hindrance 

on the venture however we have been 

understand it on the correct way.  
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Abstract— Cloud computing is a large-scale distributed 

computing that facilitates the execution of scientific and 

commercial applications by offering scalable, responsive and 

flexible computing platform. Scientific applications such as 

Montage, Cybershake and Epigenomics under the areas like 

astronomy, earth sciences and bioinformatics, are generally 

modeled as workflows. Scheduling workflow applications in 

dynamic and cost-driven environment like cloud is an interesting 

area for research. The key concern for the execution of 

performance driven applications, such as workflows, is to design 

a scheduling algorithm which chooses the suitable resource for 

workflow execution to minimize the makespan (execution time) of 

a workflow and to satisfy the user Quality of Service (QoS) 

requirements by using a set of heterogeneous resources available 

over the cloud. In this paper, Minimum Makespan Cloud 

Workflow Scheduling Algorithm (MMCWS) is proposed for 

addressing this challenge. MMCWS algorithm is designed to 

effectively optimize the overall execution time of workflow 

execution while reducing the cost.  The MMCWS algorithm is 

evaluated using WorkflowSim for four real-world synthetic 

scientific workflow applications. The simulation results confirm 

that the proposed scheduling algorithm outperforms the related 

well-known scheduling approaches. Further, the performance 

comparison demonstrates its performance superiority over the 

existing methods. 

 

Keywords— Cloud Computing, workflow, workflow scheduling, 

minimum execution time. 

I. INTRODUCTION 

Cloud computing [1] provides services on demand 

over the Internet through virtualization of hardware and 

software. Cloud services are hosted on service provider’s own 

infrastructure or on third party cloud infrastructure providers. 

The three kinds of services delivered are Platform as a Service 

(PaaS), Infrastructure as a Service (IaaS) and Software as a 

Service (SaaS). The major advantages of cloud computing are 

scalability and flexibility where the user can lease and release 

resources or services as per the requirements.  

 

Workflow Scheduling in distributed systems is an 

interesting area of research. The popular domains of research 

such as health care, scientific research, education, astronomy, 

social networking, surveillances and business contain a wide 

variety of large scale applications. Execution of complex 

workflows [2] in distributed system requires massive 

computation and communication costs. Therefore users 

demand suitable computational environment which supports 

the preferred storage space and computational resources. 

Virtualization in cloud computing makes cloud a promising 

environment for the execution of workflows with suitable 

resources. 

 

Workflow scheduling is a process of mapping inter-

dependent tasks over the available cloud resources such that 

workflow executes within the user’s specified QoS 

requirements. Cloud service provider offers heterogeneous 

resources of different capabilities at different prices. The 

scheduling plans for same workflow using diverse resources 

may result in different makespan which in turn will incur more 

cost for each execution. Thus, Makespan is an essential QoS 

parameter that needs to be considered for effective cloud 

workflow scheduling. A good scheduling tries to balance both 

Makespan and Cost parameters to obtain an optimal solution. 

II. RELATED WORKS 

Artem M.Chirkin et.al, emphasizes on the importance 

of estimation of execution time in the workflow scheduling 

[3]. Amandeep Verma et.al, proposed Budget and Deadline 

Constrained Heuristic based upon Heterogeneous Earliest 

Finish Time (HEFT) to schedule workflow tasks over the 

available cloud resources to present a beneficial trade-off 

between execution time and execution cost under given 

constraints [4].  

 

Indrajeet Gupta et.al, presented a two phase 

workflow scheduling algorithm to map the workflow to the 

VMs available at cloud datacenters such that the overall 

processing time (makespan) is minimized [5].  

 

Arun Kumar et.al, described Time and Cost 

Optimization for Hybrid Clouds (TCHC) algorithm for 

scheduling multiple workflows in hybrid clouds to reduce 

execution time and cost. TCHC algorithm reduces the 

overhead of requesting resources from public cloud by 

buffering resources locally when the resource requirement 

increases than the availability in private cloud [6].  

 

Bhoi et al. [7] discussed Enhanced Max-Min Task 

Scheduling Algorithm in cloud computing which helps to 

supply high performance computing based on protocols which 
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allow shared computation and storage over long distances. It 

depends upon expected execution time instead of completion 

time. Max-Min algorithm assigns task with maximum 

execution time to resource that produces minimum completion 

time while Enhanced Max-Min assigns task with average 

execution time to resource that produces minimum execution 

time. 

 

Elzeki et al. [8] proposed an Improved Max-Min 

Algorithm in Cloud which focuses on scheduling the tasks 

over cloud resources. It calculates the submitted task’s 

expected completion time on each available resource. Then the 

task with the maximum expected execution time is scheduled 

to the cloud resource which has overall minimum completion 

time.  

III. PROBLEM FORMULATION 

 In the cloud computing model, the configuration of 

the machines will be different from each other as 

users will have different requirements. The users are 

generally charged for the resources leased on hourly 

basis. 

 The workflow tasks are allocated on the basis of 

availability of virtual machine. There is no 

checkpoint to determine the capability of the virtual 

machine before mapping of tasks on to it.  

 There can be a scenario where a machine with high 

configuration will stay idle and the tasks are assigned 

to the low configuration machine. This may lead to 

improper utilization of resources and result in high 

cost as the overall execution time of the tasks is not 

taken for scheduling. 

IV. PROPOSED WORK    

Workflow application leases computing resources 

from the cloud provider for the execution of workflows based 

on the following two concerns,  

 

 What computational resource should be selected? 

 

 Which task should be mapped to selected resource? 

 

Scheduler is the major component in the distributed 

computing which provides the solution with the concept of 

scheduling by involving two phases called Task Selection and 

Resource allocation.  

Minimum Makespan Cloud Workflow Scheduling 

algorithm is proposed for mapping the tasks to appropriate 

resources to address the problem of scheduling. 

V.  MMCWS 

For scheduling workflow tasks on to the computing 

resources over cloud, a new scheduling method called the 

MMCWS algorithm is applied. It is called so because its 

working is based on the minimization of the workflow 

execution time. Generally, the execution time is computed 

based on the task length and virtual machine capacity [9].  

 

Workflow applications are modeled as Directed 

Acyclic Graphs (DAGs) with precedence constrained tasks 

which are inter-dependent on each other. Every task in the 

workflow will have certain input and output files based on the 

application. The time taken for the input and output file 

transfer will also impact the overall execution time of the 

workflow. Therefore it is essential to consider the size of the 

input and output files of the task under execution and the 

bandwidth that the virtual machine offers for the data transfer.  

 

The proposed algorithm consists of three phases 

which are as follows: 

 

Task Selection Phase 

 Workflow tasks have strong parent – child 

relationship between each other therefore parent tasks 

should be executed before the child task starts 

execution. 

 

 Once the tasks in the workflow are identified, the 

task with the maximum length is chosen for 

execution. 

 

Resource Selection Phase 

 Virtual Machines in the cloud environment will have 

different configurations and the selection of the best 

resource for task execution is the main objective of 

MMCWS algorithm. 

 

 The VM’s computing power in MIPS and the rate at 

which it can transfer the files (bandwidth) are the 

major contributing factors for resource selection. 

 

Resource Allocation Phase 

 The workflow task chosen from the Task Selection 

phase is mapped on to the computing resource 

selected from Resource Selection phase, under the 

condition that the task completes with minimum 

execution time on the chosen VM. 

 

Algorithm 

 

 The proposed MMCWS algorithm is presented below 

with the input and output specifications. The algorithm takes 

any real world scientific application as the input and produces 

Minimum Makespan Execution Schedule as output which can 

be used to assign the tasks to appropriate resources such that 

the allocation helps to reduce the overall makespan of the 

workflow execution. 

Input: Scientific Workflow Application in DAX 

Output: Minimum Makespan Execution Schedule 
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1:  Let N be the number of tasks in a workflow to be 

scheduled 

/*   Task Selection Phase*/ 

2:   Task list contains N tasks T[N] <- {t1, t2, t3,.....,tN}  

3:   For each task ti from tasklist T (where i <- 0 to N) 

4:  Select the task with maximum length as tmax 

5:   End For 

/*   Resource Selection Phase*/ 

6: Resource List contains K virtual machines R[K]<-

{vm1,vm2,vm3,.......,vmK} 

7:   For each VM vmj from resource list R (where j <- 0 to K) 

8: Calculate computation time for task tmax on vmj as 

COMPtime  

9:  COMPtime <- Ltmax / α  , where  Ltmax is the length of the 

task tmax , α is the VM Capacity           

10: Calculate communication time of task tmax to transfer input 

files ipt as COMMtime 

11: COMMtime <- s size / β , where β is the VM 

Bandwidth 

12:  Calculate the expected makespan to compute tmax on vmj 

as VMmakespan  

13:  VMmakespan <- COMPtime + COMMtime 

/*    Resource Allocation Phase*/ 

14:  If vmj status is IDLE && VMmakespan is minimum 

15:  Assign VMmin <- vmj 

16:  End If 

17:  Set VMmin status as BUSY 

18:  Allocate VMmin to tmax 

19:  End For 

 

 

VI. EXPERIMENTAL SETUP 

 

The WorkflowSim [10] simulator developed by Chen 

et al. is used for simulations. The WorkflowSim toolkit is used 

to simulate the cloud environment with heterogeneous 

resources. The simulation environment setup is created as 

shown below – 

 

 CONFIGURATION OF 

DATACENTER 

 

Number of 

processing 

elements 

 

1 

 

Number of 

hosts 

2  

 CONFIGURATION OF 

HOST 

 

RAM(MB)  15360  

Processing 

Power(MIPS) 

110000  

 CONFIGURATION OF 

VIRTUAL MACHINE 

 

Virtual 

Machines 

                

RAM(MB) 

Processing 

Power(MIP

S) 

1 5120 17000 

2 3072 14500 

3 4096 15900 

4 6144 18500 

 

The experiments are conducted with four real world 

workflow applications such as Montage, CyberShake, 

Epigenomics, Inspiral to evaluate the performance of 

MMCWS algorithm.  

VII. PERFORMANCE EVALUATION 

For the purpose of revealing the strength of MMCWS 

algorithm on reducing makespan and cost, the evaluation is 

performed with two well-known scheduling algorithms such 

as FCFS and Min-Min for better analysis. 

 

Figure 1 shows the execution time comparison of the 

MMCWS with FCFS and Min-Min scheduling algorithms. 

From the graph it is evident that MMCWS exhibits lower 

makespan compared to other two algorithms.  

 

FCFS algorithm implies a sequential assignment of 

tasks to available resources. Min-Min performs allocation of 

minimum length tasks to minimum capacity virtual machines. 

But the proposed work considers the mapping of maximum 

length tasks to virtual machine that can execute the tasks with 

minimum makespan. Thus MMCWS achieves minimization of 

overall execution time of workflow applications since every 

time the allocation is done after checking the computation 

time along with the communication time for workflow 

execution on each virtual machine. 

 

 
Figure 1 Comparison results on Execution Time  

 

Further the cost performance analysis depicted in 

Figure 2 shows that the overall execution cost is considerably 

reduced in MMCWS than the other two algorithms. Cost 

reduction in MMCWS is mainly due to the maximum 

utilization of resources achieved by effective allocation of 
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workflow tasks to computing resources. Compared to other 

well-known approaches where the communication time is not 

taken into account for execution time computation, the 

proposed algorithm considers the time taken for data transfer 

while calculating the expected makespan for task execution in 

each VM and achieves less communication cost. This 

reduction in communication cost is also a contributing factor 

for minimized overall cost attained in MMCWS compared to 

the FCFS and Min-Min algorithms. 

 

 
 

      Figure 2 Comparison results on Cost 

 

VIII.  CONCLUSION 

 Makespan is one of the significant QoS parameter to 

be considered for workflow scheduling in cloud environment. 

In the proposed work, Minimum Makespan Cloud Workflow 

Scheduling (MMCWS) algorithm is presented to reduce the 

overall execution time of workflows in distributed 

environment like cloud. MMCWS algorithm is designed for 

effective allocation of workflow tasks to cloud resources to 

achieve reduced makespan which in turn provides minimized 

cost for overall workflow execution. The experimental results 

reveal that the proposed algorithm performance is better than 

the existing approaches in terms of both time and cost.   
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Abstract — the issue of outsourcing the association rule mining task within a corporate privacy 

preserving system is considered. Thus Privacy Preserving Data Mining is an examination area 
concerned with the security determined from personally identifiable information when considered 
for data mining. To ensure data privacy designs an efficient homomorphic encryption scheme and a 
secure comparison scheme. Then proposes a cloud-aided frequent item set mining solution, which is 
used to build an association rule mining solution. The solutions are designed for outsourced 
databases that allow multiple data owners to efficiently share their data securely without 
compromising on data privacy. The solutions leak less information about the raw data than most 
existing solutions. The Rob Frugal encryption approach is proposed to overcome the security 
problem by authorized user from outsourced dataset. This proposed system Rob algorithm including 
fake patterns in ciphers for items into database. The outsource data enclosed an assortment of fake 
patterns may increase the capacity overhead. To overcome this problem  contain weighted support in 
original support of items so as to reduce the number of fake patterns and to enhance the security 
level for outsourced information with less complexity. The fake transaction table data is converted 
into matrix format to reduce the storage overhead. In proposed work the outsource data is more 
security as item and item-set based attacks are not possible on the process. 
Index Terms: Association rule mining, Rob Frugal algorithm, weighted support 

I. INTRODUCTION 

     Association rules for discovering regularities 

between products in large scale transaction data 

recorded by Point-Of-Sale (POS) systems in 

supermarkets. For example, the rule found in the 

sales data of a supermarket would indicate that if 

a customer buys onions and potatoes together, 

people will likely to also buy hamburger meat. 

Such information can be used as the basis for 

decisions about marketing activities such as, 

e.g., promotional pricing or product placements. 

In addition to the above example from market 

basket analysis association rules are employed 

today in many application areas including b 

usage mining, intrusion detection and 

bioinformatics.  

A)  OVERVIEW                                             

Association rule mining and frequent item set 

mining are two popular and widely studied data 

analysis techniques for a range of applications. In 

this paper, it is focused on privacy-preserving 

mining on vertically partitioned databases. In 

such a scenario, data owners wish to learn the 

association rules or frequent item sets from a 

collective data set and disclose as little 

information about their (sensitive) raw data as 

possible to other data owners and third parties. To 

ensure data privacy, it is design an efficient 

Homomorphic encryption scheme and a secure 

comparison scheme. It is then propose a cloud-

aided frequent item set mining solution, which is 

used to build an association rule mining solution. 

The solutions are designed for outsourced 

databases that allow multiple data owners to 

efficiently share their data securely without 

compromising on data privacy. The solutions leak 

less information about the raw data than most 

existing solutions. It is propose a cloud-aided 

privacy-preserving frequent item set mining 

solution for vertically partitioned databases, 

which is then used to build a privacy-preserving 

association rule mining solution. Both solutions 

are designed for applications where data owners 

have a high level of privacy requirement. The 

solutions are also suitable for data owners 

looking to outsource data storage – i.e. data 
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owners can outsource their encrypted data and 

mining task to a semi-trusted (i.e. curious but 

honest) cloud in a privacy preserving manner. To 

the best of the knowledge, this is the first work on 

outsourced association rule mining and frequent 

item set mining for vertically partitioned 

databases. The key underlying techniques in the 

solutions are an efficient Homomorphic 

encryption scheme and a secure outsourced 

comparison scheme. 

 

 

A.1 Homomorphic Encryption Scheme 

   Homomorphic encryption scheme allows one or 

more plaintext operations (e.g. addition and 

multiplication) to be carried out on the cipher 

texts. If the addition operation is allowed, then 

the scheme is known as additive Homomorphic 

encryption. If the multiplication operation is 

allowed, then the scheme is known as 

multiplicative Homomorphic encryption. 

Proposed system proposes an efficient 

Homomorphic encryption scheme and a secure 

outsourced comparison scheme. To avoid the 

disclosure of supports/confidences, they design 

an efficient Homomorphic encryption scheme to 

facilitate secure outsourced computation of 

supports/ confidences, as well as a secure 

outsourced comparison scheme for comparing 

supports/confidences with thresholds. 

 

 

 

A.2 Efficient Homomorphic Encryption    

Scheme 

   Homomorphic encryption schemes are 

generally asymmetric. In this work, It is propose 

a symmetric homomorphic encryption scheme 

(one encryption/decryption key using only 

modular additions and multiplications), which is 

significantly more efficient than asymmetric 

(public and private keys) schemes. The scheme 

only requires modular additions and 

multiplications, and is more efficient than the 

homomorphic encryption schemes used in other 

association rule mining and frequent item set 

mining solutions. The scheme supports many 

homomorphic additions and limited number of 

homomorphic multiplications, and comprises the 

proposed system. The proposed schemes are 

designed for the data mining solutions outlined 

in this project, but they can potentially be 

adopted in a wide range of secure computation 

applications. The association rule mining 

solution includes two stages, namely: pre-

processing and mining. In the pre-processing 

stage, data owners and the cloud collaborate to 

generate an encrypted joint database at the 

cloud’s end and some auxiliary data for privacy-

preserving mining. In the mining stage, the 

cloud mines association rules for data owners in 

a privacy preserving manner. In the mining 

stage, the cloud mines frequent item set 

candidates instead of association rule candidates. 

The data owners then decrypt the encrypted 

verifying results and frequent item set 

candidates to recover the real frequent item sets. 

 

 

 

B)  OBJECTIVES  

The main objectives of this project are 

1. To propose an efficient Homomorphic 

encryption scheme and a secure outsourced 

comparison scheme. 

2. To avoid the disclosure of 

supports/confidences, it is design an efficient 

homomorphic encryption scheme to facilitate 

secure outsourced computation of supports/ 

confidence. 

3. A secure outsourced comparison scheme 

for comparing supports/confidences with 

thresholds. 

 

 

II. MODELS AND DESIGN 

GOALS 

 

A. System Model  

In existing solutions, the data owner outsources 

their data and the mining task to the cloud, but at 

the same time, wish to keep the raw data secret 

from the cloud. 
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                   System Architecture 

B. Design - Privacy-Preserving Outsourced 

Mining 

Generally, data items in the database are 

encrypted using a substitution cipher prior to 

outsourcing. Thus lack in counter frequency 

analysis attack on substitution cipher. To counter 

frequency analysis attack, the data owner inserts 

fictitious transactions in the encrypted database to 

conceal the item frequency. After inserting the 

fictitious transactions, any item in the encrypted 

database will share the same frequency with at 

least k − 1 other items. The data owner sends the 

encrypted database of both the real and fictitious 

transactions to the cloud. The cloud runs a classic 

frequent item set mining algorithm, and returns 

the result (frequent item sets and their supports) 

to the data owner. The data owner revises these 

item sets supports by subtracting them with these 

item sets corresponding occurrence counts in the 

fictitious transactions respectively. Finally, the 

data owner decrypts the received item sets with 

the revised supports higher than the frequency 

threshold, and generates association rules based 

on found frequent item sets. 

 

 The solutions use their techniques to 

conceal the raw data from the cloud and mitigate 

frequency analysis attack that can be undertaken 

by the cloud. This existing work is resilient to 

chosen-plaintext attacks on encrypted items, but it 

is vulnerable to frequency analysis attacks. 

Applying this solution to vertically partitioned 

databases will also result in the leakage of the 

exact supports to data owners.     

   

 

Drawbacks                                                                                                                                

   Using these techniques alone, hover, is not 

sufficient to protect data privacy in the 

vertically partitioned database setting. 

   Though fictitious data are added in datasets to 

lower data usability, the master is able to 

learn significant information about other data 

owner’s raw data from the received datasets. 

   All existing solutions do not utilize a third-

party server to server to compute the mining 

result. 

    A majority of existing solutions expose exact 

supports to all data owners, resulting in the 

leakage of information about the data owner’s 

raw data. 

 III Proposed Homomorphic Encryption and 

Secure Outsourced Comparison Schemes 

A) Proposed Homomorphic Encryption 

 Homomorphic encryption is an alternative 

of cryptography that allows evaluating arbitrary 

functions on encrypted data without the need for 

decryption of cipher-texts. In this project the 

state of the art of Homomorphic encryption 

schemes. The project is based on privacy-

preserving mining in vertically partitioned 

databases. In such a scenario, data owners wish 

to learn the association rules or frequent item 

sets from a collective data set and disclose as 

little information about their (sensitive) raw data 

as possible to other data owners and third 

parties. Proposed system contains the cloud-

aided privacy-preserving frequent item set 

mining solution for vertically partitioned 

databases, which is then used to build a privacy-

preserving association rule mining solution. In 

cloud achieve a higher privacy level, as most 

existing solutions require the sharing / exposure 

of raw data or the disclosure of the exact 

supports to data owners. Such requirements 

result in the leakage of sensitive information of 

the raw data. Privacy - Data owners should learn 

as little information about databases belonging 

to other data owners as possible. More 

specifically, a data owner’s raw transaction 

details should not be disclosed, and the supports 

should be concealed to avoid leakage of 

information about the raw data. Similarly, exact 

confidences should be concealed as they could 

be used to infer some information about the raw 



 

 

               International Journal of Innovative Research in Engineering Science and Technology 

                            March  2017                                                           ISSN  2320 – 981X 

Selvam Indian Research Publications @ Selvam Educational Institutions IJIREST   Vol. V   Issue 01  Pp 93- 98 

 

 

data. The proposed solutions should also protect 

the mining results from the cloud. Efficiency - 

Privacy-preserving measures usually result in 

decreased performance of data mining, and 

therefore, any trade-off has to be realistic. 

Advantages 

 Achieve a higher privacy level with an 

acceptable running time. 

 This is the classic trade-off between 

privacy preserving and efficiency 

 It protects data owner’s raw data from 

other data owners and the cloud. 

B) Rob Frugal algorithm 

For better performance Enhance FP Growth 

algorithm is used instead of Apriori algorithm 

for association rule generation. At last, it is 

direct test investigation of the pattern utilizing a 

large real dataset, the results demonstrate that the 

encryption schema is effective, scalable, and 

attain to the desired level of security. Rob frugal 

encryption helps to transforms a TDB 

(Transaction database) D into its encrypted 

version D*. It will have k> 0 and consist of three 

main steps 1)1-1 substitution method, 2) Using a 

specific item k-grouping method, 3) Adding a 

fake transaction for achieving k-privacy. 

B.1) Data Pre-Processing Module 

Data pre-processing describes any type of 

processing performed on raw data to prepare it 

for another processing procedure. Commonly 

used as a preliminary data mining practice, data 

preprocessing transforms the data into a format 

that will be more easily and effectively 

processed for the purpose of the user. In the 

preprocessing stage, data owners and the cloud 

collaborate to generate an encrypted joint 

database at the cloud’s end and some auxiliary 

data for privacy-preserving mining. The overall 

functions of Data Pre-Processing Module. 

B.2) Homomorphic Encryption Scheme 

Homomorphic encryption scheme allows one 

or more plaintext operations (e.g. addition and 

multiplication) to be carried out on the cipher 

texts. If the addition operation is allowed, then 

the scheme is known as additive Homomorphic 

encryption. If the multiplication operation is 

allowed, then the scheme is known as 

multiplicative Homomorphic encryption. The 

performance of Homomorphic Encryption 

Scheme is shown in Figure 4.2. In an additive 

Homomorphic encryption scheme, the cipher-

text of the sum of two plaintexts, m1 + m2, can 

be obtained using some computation “•” on the 

cipher-texts of m1 and m2, without first 

decrypting m1 and m2 or requiring the 

decryption key. Additive homomorphic 

encryption also allows the user to obtain the 

cipher-text of m1×m2 by performing m2 times of 

“•” computation on m1’s cipher-text. In a 

multiplicative homomorphic encryption scheme, 

the cipher-text of the product of two plaintexts, 

m1 × m2, can be obtained with some kind of 

computation “*” on the cipher-texts of m1 and 

m2, without first decrypting m1 and m2 or 

requiring the decryption key.                 

B.3) Data Upload/Download 

Data owners encrypted databases are 

uploaded to the cloud and these databases do not 

share any items. So cracking one of these 

databases by item frequency analysis is 

independent of other databases. Once the 

databases have been encrypted, they are 

outsourced to the cloud as part of the joint 

database maintained by the cloud. The cloud 

returns all candidates and their encrypted 

verifying results to the data owners. Finally, data 

owners decrypt the encrypted verifying results 

and association rule candidates to recover the 

real association rules. 

 B.4) Apply Rob Frugal Algorithm 

     To enhance the security level in terms of  

 provides high level privacy preserving. This  

 Utilizes to make over client data before it is  

Uploading to the cloud server. This proposed 

system use weighted support in original support 

of items and matrix formation of fake transaction 

to reduce the storage overhead. For better 

performance Enhance FP-Growth algorithm is 

used instead of Apriori algorithm for association 

rule generation. The Figure 1 shows Fake 

transaction made using Rob Frugal Algorithm. At 

last, it is direct test investigation of the pattern 

utilizing a large real dataset, the results 

demonstrate that the encryption schema is 

effective, scalable, and attain to the desired level 

of security. Rob frugal encryption helps to 

transforms a TDB (Transaction database) D into 

its encrypted version D*. It will have k> 0 and 

consist of three main steps 1)1-1 substitution 

method, 2) Using a specific item k-grouping 
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method, 3) Adding a fake transaction for 

achieving k-privacy. 

 

 

 

 

 

 

 

 

   

 

 

 

   Figure 1 Apply Rob Frugal Algorithm       

B.5) Homomorphic Decryption Scheme  

     Homomorphic decryption scheme allows one 

or more cipher text operations (e.g. subtraction 

and division) to be carried out on the plain texts. 

If the subtraction operation is allowed, then the 

scheme is known as subtracted Homomorphic 

decryption. If the division operation is allowed, 

then the scheme is known as division 

Homomorphic decryption. In a subtracted 

homomorphic decryption scheme, the plaintext of 

the subtracted of two cipher texts, m1 - m2, can 

be obtained using some computation “•” on the 

cipher-texts of m1 and m2, without first 

decrypting m1 and m2 or requiring the decryption 

key. Subtracted homomorphic decryption also 

allows the user to obtain the plain text of m1/m2 

by performing m2 times of “•” computation on 

m1’s cipher-text. In a division homomorphic 

decryption scheme, the plain text of the division 

of two cipher texts, m1/m2, can be obtained with 

some kind of computation “/” on the cipher-texts 

of m1 and m2, without first decrypting m1 and m2 

or requiring the decryption key. 

B.6) Apply Association Rule Mining 

    Association rules show attributes value 

conditions that occur frequently together in a 

given dataset. In the mining stage, the cloud 

mines association rules for data owners in a 

privacy-preserving manner. The cloud mines 

association rule candidates from the encrypted 

joint database. To allow data owners detecting 

false positives, the cloud verifies candidates in a 

privacy-preserving manner. The cloud computes 

each candidate’s encrypted verifying result from 

the ERVs, utilizing The Homomorphic encryption 

and secure comparison schemes. The cloud 

returns all candidates and their encrypted 

verifying results to the data owners. Finally, data 

owners decrypt the encrypted verifying results 

and association rule candidates to recover the real 

association rules. The main idea of the frequent 

item set mining solution is similar, and the only 

differences are in the mining stage. In the mining 

stage, the cloud mines frequent item set 

candidates (i.e. the seemingly frequent   item sets 

are defined later) instead of association rule 

candidates. The data owners then decrypt the 

encrypted verifying results and frequent item set 

candidates to recover the real frequent item sets 

IV.CONCLUSION 

   In the proposed system a privacy-preserving 

outsourced frequent item set mining solution for 

vertically partitioned databases. This allows the 

data owners to outsource mining task on their 

joint data in a privacy-preserving manner. Based 

on this solution, it is built a privacy preserving 

outsourced association rule partitioned databases. 

The solutions protect data owner’s raw data from 

other data owners and the cloud. The solutions 

also ensure the privacy of the mining results from 

the cloud. Compared with most existing solutions 

the solutions leak less information about the data 

owner’s raw data. Evaluation has also 

demonstrated that solutions are very efficient; 

therefore, these solutions are suitable to be used 

by data owners wishing to outsource their 

databases to the cloud but require a high level of 

privacy without compromising on performance. 

To realize the solutions, an efficient 

homomorphic encryption scheme and a secure 

outsourced comparison scheme re presented in 

this project. Both schemes have potential usage in 

other secure computation applications, such as 

secure data aggregation, beyond the data mining 

solutions described in this project. Demonstrating 

the utility of the proposed homomorphic 

encryption scheme and outsourced comparison 

scheme in other settings will be the focus of 

future research. 

      To realize solutions, an efficient 

homomorphic encryption scheme and a secure 

outsourced comparison scheme re presented in 

this paper. Both schemes have potential usage in 

other secure computation applications, such as 

secure data aggregation, beyond the data mining 
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solutions described in    this Project. To enhance 

the security level in terms of provides high level 

privacy preserving. This utilizes to make over 

client data before it is uploading to the cloud 

server. This proposed system use weighted 

support in original support of items and matrix 

formation of fake transaction to reduce the 

storage overhead.  
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